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EE LSS e e S S L S S S S S S E S S EESEEES
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RixA P f RELEE K FPOiER. WERE R/IRZ
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B ZIRENLE LT 5 FoRE (& 2-2):
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® | %7 (Advertising)

® HHiZ5(Scanning)

® A (Initiating)

® £} (Connection)

ERRRE T XA EFhRfmMzhaf,; S 3CH: M
ML
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SRR FRMEIE IR ST, w] T ] 5 A i iR £ v 4 IR AE
. EAMATIRGS: i Eahii.
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WezhgAat A R UL B T seBl,  AEE I As
> FEhAf, SRR BRI THE) RS R, Hie kit
FRER, IFERFZIE RIS . F b TE R AN R SCHR 2
FE] F i E AR o
® JiEds
N REER, BERERELTRES, LT RESHEES,
HAWHLA T00Wr B Sl B A B WRIE] 1ok B & 1)
FEROC, BEBR)Z 2 1A L REE R RO NBEROIRAS, RO #E
WHEN VRIS, BB AT BN ? i KRS RKIEERLIE
RIGH S BENLHEIEIE, ANENXS A EA R IE#EER, #ifxe
oS, FEREIETE R AT B B R, WR RENE U B R
S, AERGE B RN, I AERRRMOR SN TS
® LI
RS GRS #E AT, #ENERS D A ENAAHL,
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ke 2-3,

Standby Standby
l l
Advertiser Scanner

l
Initiator
l
Slave Ma;ster

A 2-3 FEZZEMYL

> EHLRBEMRESHEN, DA iR & KteidEs, JEHE

VLA AL ITUE WA N BE S AR (RVBERE A1), Mg A BE el
HENURIE IO A G k0% B SR8k

ML BE T RRARZSHEN 20U ) % o e 4 AT T 1%, X T
MBLE SR BT BB IR BIRIRE ST, R BTN |
FlEE, MHLABERIEE SRR, WRMPLA 2 8
T RIE, ARG BAE R NIEE A R —AMF1E Rt AT
WA H, IR B 75 2 R0%, ] LRI
PURIE IEREFAF LLE BT RER H .

2.2.3. bit HWHEKR

FEVHERR SCZ AT, 20 T PR EedE 6 BIT HE 7 A RLE
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FE P E Hifs BB PDU 4 2 LA Little Endian format(/)N i i xX)
FAIE WA WAF PRI 9, bk s =77, JFH. Least
Significant Bit (LSB) Bk bit 72 58— M AIRES PG, Blan: K
1% 4 > bit FIHEL bbb, bs= 1101, HH by AR bit 7, B LA F|4
eIk 1, BERZE L, BRIZEO, REKIE 1. W2l
A% bit Jo KA F 2 .

SR AN AN Htls B )R> 1 2 DL i A AP, DA/ S
PR R, T BHEAH 1 Cyclic Redundancy Check (CRC) #E31
TUA TR FN Message Integrity Check (MIC) {5 5 58 B MG 2 H AN f2 4G
FOEEAR IR T, T e R A A =, 51 CRC BB
0x149f5e, B2 JIEF TR KIER T, BJekIL 0x14, ERIE

0x9f, i) KI% Ox5e.

2.2.4. Preamble §j 5

A SRS — N1, BH W ME 2 1) 79 : 10101010b AT 01010101bs,

bR EIXAN TR, BARRARIREE, ©- mslrrscm, W
H AR B AGR A, Bl G ARHT t e iR I, 4.0 B
WA BRI EP A ah s, AR A X4 — B

All Link Layer packets have an eight bit preamble. The preamble is used
in the receiver to perform frequency synchronization, symbol timing

estimation, and Automatic Gain Control (AGC) training.

M2 H AL I AMEE A Ve ? 2R Access Address(: A

8
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HbE) R B AR TR E ), B NHLHE B RA78 o I5F, BB A BT SAE N
OxAA, B[J 10101010b, 12 1 &, BISH%N 01010101b, H HI2 %
WEHRSCAT AT 9 A bit # 2 3 & . PR _BFE nrf51822 H, IX R & H

TR A 52 1 o
2.2.4. Access Address A\ HihiE

B bbb SR AT FAD I 32 4 bit, B NFFIIEAL:

® R ML

® A AL

IR ML AE R, oSS R T RGRE R .
el AN SR B S 2 TR AN IR A

27 ] A B R INROC, e RS AE R R R SR
bt o BRI IR I 2ER RS, il al DA EdE . RS R
B RAEBIE B, RGBT SR . BRI EI2ikE
AR AORBER , Bl — BUle 7= 5 0 3 7 S AT I R REVEAH S 34 A2 L3R
(R K B (e S s 3 Rl = P = o DA et e e el
—AMERTET SRS L, 50T EER A BN sk Byl D BE AL 75 36 ok
DR SRR

BEERJZABAN RIS HAR B A AT A W R ZE 30T, D A BEAR BT 40us
U bit, FFEEBTI bit F2 N B 55 A7 4% 0 IHBAS 5 812 1530 A2 il
TR, X REFON S A AE SR A I . (T N 22 B A
i G R TT) o
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e Nk B4 B e e ?
® R A MERA
X T E R AL — B € fH 0x8e89bed6. I A1
Isf ) kT (A BIA)
LSB MSB.

0110 1011 0111 1101 1001 0001 0111 O0001-

6 d e b 9 8 e 8.

M TR § AR R FE R OSCHET- S92 01010101 ({RAZLE
Al)o Z AT DUEFRIXAMENE e ANk, RS A SRR 1T
® i Al RA
T EEEE, B — DB, R s AN R
kR AN R, SRR AN B 0 AT 2 — 7 2% AT
> WAHIBTESR 64 1 5 0;
AN R B4 N H L
R R IETE B Nk 22 /04 14 bit AS[Fl
4 N AL AN SE
AfeiE R 24bit &%, BIA#E 010101010101010101010101 ;
btk ) = 6bits 2/ PR IR IIEIEG o
e N2 A ENL A, BT EREAE SRR ML, BETTEE N
EEIRT .

vV V Vv Y VY

10
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2.2.6 Cyclic Redundancy Check (CRC) 1E¥ LRI

EWR B G 3 15 /& CRC IR EGAS . CRC X 2/~ PDU AT 1T 5.,
AL FERT SIS A A L

BLE 3£°A 24 {7 CRC, "B M4 BRI 2 -

24 10 9 6 4 3 1 0
CRC=XTHX X +HX +X +X +X +X

£ nrf51822 HZ R AR A S AN AL B, WA 2-4 26 S 15iA%

ata in

] 2-4 The LFSR circuit generating the CRC
1M CRC HIRE L 25 A7 — 7€ T EEAMERT, X T #FHIE i) CRC AL
A7 s HIRIURAE Y 0x555556 111 T~ H 51838 T 1) CRC HI4AME N2
TENURIRIERAE KI K CRC RS AL 27 A7 s I T AR B AR 45 ML, Z S5 3
— HAE X AMENE VIERSIRAS T 1) CRC B AL A A7 28 VI AR1E -

2.2.7. DATA WHITENING %4 54k

Hm RN T B K TSI 0 53 1, #li: 00000000b 5#H
11111111b, X2 KSR B2 (FSK) SN LA B HSOELRAR [F] bit R
JIERERH, tn, 23— “000000000000” ] bit 751,
L2 A A LR v L8 ) 2 kS, HETT S BRI Z 5 1Y)
bit “1”7 S, WO R, T X — 1,
BLE G AL T “Efbas” REENLIL R IZHHE .

11
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AL ae 2 — MBI “0”, “17 JFEVIRIBENL A £, HEE
ff R IE I BIRBENAL . SR T AALBENLF FE A4 F= R 2 2R LT
CRC, HALFENLF F L IE I A F= T = A

Whitener=x’+x*+x°

BRI W 2-5 Brom B4 S A% A6 23 A7 4 S 3

x0 x4 x’ Data out

Position
Datain

(LSB first)

/& 2-5 The LFSR circuit to generate data whitening
KRR AR AD FRRSEE RIERIRGS, BB A4

WA (S EEE S, I Hm i — 2 B 1, WEUE I E R 5 7bit
PL—ERE 1. BN, J %@ iE channel index=38(0x26), A4 WIUHE 5
72 380 MBAXI N 2-5 H ] Position, B ABUIXAMEAFVE ?

f7 % 0  Position 0=1--->bit6 //iX EZAH{FHE 1

fi#E 1  Position1=1----> hit5

% 2  Position 2 =1 -----> bit4

fii#E 3  Position 3 =1 -----> hit3

fI®E 4  Position 4 = 0 --—-> bit2

fi#E 5  Position 5=0-----> bitl

fii 6  Position 6 =0 -----> bit0

R B AR E AN bit ALHIOC AR AT S, WAt R AL A A7 g 4% L IE

12
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Pih, WIGRE RN A, SRl
T HAESI A 4.0 #yEH EE &l 2-6 Payload bit processes

TX payload @ — - - = _
wssfirsy | E CRC I

& + HAt
i encryption :—b CRC generation —={ whitening ﬁ
_________

RF Interface

== 3 ) i =7
RX load i CRC £
‘ﬂ: dgér{{[gt;in :-4— CRC ch%f:éi’rig - de{pﬁnhéiﬁg 4—‘

i |

/& 2-6 Payload bit processes
M EEIFTLLSNE, X T RKIER S, BAMRTE CRC A G, Kik
Z TR AR Ja BN X TR, AR AR R B 5 — Ak
P, HEM#EAT CRC L.

2.3. HEBREMRTEN

WOCE PP ARG, TTHERS R BRSO ARSI E A, R
545 P T RS AR 2-7.

— preamble
— access address
— PDU header
— L2CAP header
— ATT opcode / attribute handle
— payload octets
— CRC
11 4 2 4 3 0-20 3

13
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GAP AD }{ AD type
Structure

Length:

(:y'zs) L

GAP
AdvData

Length:
(bytes)

Advertising : =
PDU (ADV_IND, AdvA AdvData
ADV_NONCONN_IND  Length: 6 g

or ADV_SCAN_IND) (bytes)

Advertising

Channel

PDU  length:| 4/8
(bytes)

PHY/
LL

Length:
(bytes)

Data

ChanneLl B
PDU  (e5)

(bytes)
L2CAP
(C-frame)

Preamble Access Address

Length: l
(bytes)

/& 2-7 BLE Wifs 4
HH AT LR BT B s #2786 170 PHY/LL Zds g v Hh i
PDU(Protocol Data Unit) BP WS 5 HiE Froe . 8B 2 1A X 1 2-8.

LSB MSB
Preamble Access Address PDU CRC
(1 octet) (4 octets) (2 to 39 octets) (3 octets)

K 2-8 ftikE S

2.3.1. PDU KJIRKFAKE

Xt T 2-8 Y PDU, XRTBLP N =H10r, ik KEEAE T

14
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faf, SRR H—ANF10 . sk 2-1,
#2-1 IR

8 32 8 | 8 0~296 bit 24
C
il | &K
P\ bk BAE 1A R
S Sk B
C
2.3.2. [ BEIER PDU R
I ¥EEIE N EEE PDU A IR 2-2.
F 2-2 ] IR IR A SE
8 32 8 | 8 0~296 bit 24
C
2] | K
B2\ Huhl BAE 1 1o R
S k| B
C
LSB 4 2 1|1 6bit MSB 2
K| %
L RFU | i% | & RFU
RN
KA | fREE | b | e PR
HE | Ak

15
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® ROCRM. AR abit, A 7 MR OCEE, EREH
ANTR] i s 20 BA A AT O

ADV_IND——# M) #k, R Frtdt @A) 5%

ADV_DIRECT_IND—E [FJ I 1

ADV_NONCONN_IND—— /N AJ & %

ADV_SCAN_IND—— ] 3% 1%

SCAN_REQ—— E & H#hiE K

SCAN_RSP—— L #H iV &

YV Vv V VY V VY VYV

CONNECT_REQ——E#:1E K

® ik Huhik(TXADD)FIEZYS ik (RXADD): 15 AR A& 1t I 1L 2% 3t
HERISRALE), HEEAY “17 B RIR Random Add(FEALHLAL),
279 “0” I FRIR Public Add(A 3EHE) o SRTTIX AN PRI TE E T
FE I M1k B AL 13 S A SE b ke ? 7R 4R SO SR A &
XoF L IR 4T 7 Bbytes M, 16 Bk At B PRAEA FE IR S T

X PR BN R b s IX Be i hE 2RI i 2-9 AP 2-10.

Payload

AdvA AdvData
(6 octets) (0-31 octets)

/& 2-9ADV_IND PDU Payload

16
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- BEluetooth Low Energy
Access Address: Ox8e89bedé
- Packet Header
1. ..., = TX Address: random
. 0000 = TYPE: ADW_IND (Com00)
Length: 25
Advertising Address:|f8:54:3c:59:h2:61|{f8:54:3c:59:h2:81j
# Advertising Data: OFf094eafF2ed469635T4c515T55415254020105
[CRC: Oxfhfeeal

oooo  OF 0 2c 01 38 Oe 06 Da 01 27 49 Q0 00 20 02 00 . T
0010 OO0 dé be §9 8e 40 1981 b2 59 3c 54 f& of 09 4e A - LA
0020 &f F2 64 69 63 5 4c 51 5f 55 41 52 54 02 01 05 ordic_L3 _UART...

0030
2-10 sniffer ZFEZ)HT ADV_IND 7RI

b B HEIEIE N DNMROCER A S A 6
FAT AL . FRAE K 2-10 TP H A BAEMR N A, AT

Advertising Address=0xf8543c59b281, 7EKIEM RALFETi e Ki%.

{H7& CRC=0xfbfeea, IMIAEAIEN Ja i BRI LR 71, Ha KIER

AR .

® Pk SE: XK RIRTE PDU ISR RR B K2
AN R AT R B, TR R X B A T ebit K
B, Mt i KR EER 64 Dy KR, 6 75 ? sefr BAE
*o2-2 thoig o B YE b sk AR WY T i KR B K
296bits=37Bytes, WAL UAER NI T, R EHIEMN
A RAHE BRI 37 A5, P LA 2 B H 75 2 ebits K&
P& B 2-10 W R1SE PR A B N | % 37-6=31 714 .

® RFU: 1582 O B4k FH (RESERVED FOR FUTURE USE).

VR AE L TEE AR R N AR 2 bit £ /23, & bit

FEAI AR AE R Sk, RO 4 bit 72X AN 715 K 4bit.

17
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2.3.3. ¥FEEIER PDU KR

BRI IE T IR PDU A I Z 2-3,
7K 2-3 JTIFERIRL K SE

8 32 8 | 8 0~216 bit 32 24
Moc
oI | | K o
Fe N ik Kl 1947 . R
L k| B !
i  C
LSB 2 1 1 1 3 5bit 3MSB
LLID | NESN | SN | MD | DFU Length DFU
fik | B
B | AR
X | 2 | R
PRI | —H 3 K
Fo| % | (R
| EAS
H) | ¥

Ha%SI M 40 R E R, RS TBRINES, i 2-11.

18
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Field Description

name

LLID The LLID indicates whether the packet is an LL Data PDU or an LL Control
PDU.

00b = Reserved

01b = LL Data PDU: Continuation fragment of an L2ZCAP message, or an
Empty PDU.

10b = LL Data PDU: Start of an L2ZCAP message or a complete L2CAP mes-
sage with no fragmentation.

11b = LL Control PDU

NESN Next Expected Sequence Number

SN Sequence Number

MD More Data

Length The Length field indicates the size, in octets, of the Payload and MIC, if
included.

/& 2-11 Data channel PDU Header field

FEBHARAR LA Message Integrity Check (MIC)E & 58 B 4G
N T ARUEER IR, e A 32bit B 4 AN, X R s
fE(0 3.6.3.3.4 71), ERMBELRRE, WEA—EEZE, BRI
A —EBEINEARETAE, Fla0 MIC 7RI L5 SR A T EE MIC /-

> B N B S

> AR RERR R, HRAENR S, AR PDU 2

N

EE: XENARSEHEKERARA 216bits T, i 27
ANFH, Ik MICK 44N FES, B4 31 FF, AEH 6 FHEMR
17 SEhR BV GRTER R XA FE K, 7B #HEEX 6 MR
Huhk, FEHGEEENERKKFHEARET 27 M 7FH. AERR
B MIC F RBER ]S 27 FH.

19
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2.4, BEREREIK

XA HAEAE S R, B A AR, XA IR A TR
Y e AR BEAT U8 o AT BRI A 3 I v 2 Bk R A XA s
AT R B EAE, TR T nrf51822 SR, W TEERE SR
(B X0 7 AL £ HL ki 5 3] White List A SR iAT 1, HARADR A1
€ . BERICE B, R 4.0 RS A BRSO EI T . AE 4.0 PR

155 6 & PART B #4011 4.3 T

4.3 LINK LAYER DEVICE FILTERING

The Link Layer may perform device filtering based on the device address of the peer device. Link
Layer Device Filtering is used by the Link Layer to minimize the number of devices to which it
responds.

A Link Layer shall support Link Layer Device Filtering unless it only supports non-connectable
advertising.

The filter policies for the Advertising State, Scanning State and Initiating State are independent of
each other. When the Link Layer is in the Advertising State, the advertising filter policy shall be
used. When the Link Layer is in the Scanning State, the scanning filter policy shall be used. When
the Link Layer is in the Initiating State, the initiator filter policy shall be used. If the Link Layer
does not support the Advertising State, Scanning State, or Initiating State, the corresponding
filter policy is not required to be supported.

4.3.1 White List

The set of devices that the Link Layer uses for device filtering is called the White List.

A White List contains a set of White List Records used for Link Layer Device Filtering. A White List
Record contains both the device address and the device address type (public or random). All Link
Layers supporting Link Layer Device Filtering shall support a White List capable of storing at least
one White List Record.

On reset, the White List shall be empty.

The White List is configured by the Host and is used by the Link Layer to filter advertisers,
scanners or initiators. This allows the Host to configure the Link Layer to act on a request without
awakening the Host.

All the device filter policies shall use the same White List.

20
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2.5. NRF51822 ] Radio

T H AL A, Hin CRC AR A T A28 I AEE AT X
TEME? B HWe? &bk A2 Bt 482 X+ nrf51822 1)
Radio V12 R U #E IS BEAFSEHL . 4] 2-12 Radio FEEARHE K

RAM RADIO

PACKETPTR Device |  Packatsyn ch RSSI
Address
Address |
ma
ma

mmmmm
Bit counter

Packet
assembler

/& 2-12 nrf51822 /9 Radio HEA]
Fe M 2-12 H] LU B, 76 RAM 43 FI a2 P 2-8 H1 1) PDU,
XSRS, BR T PDU X HE AT LUB I AR AT BRAE AN, AR AT
TG FEAMAE. CRC S HE AR R R A 58 Y

2.5.1. EasyDMA

£ nrf51822 [ radio W& —/M& [ DMA, DMA FI{EHTEL
=M\ RAM TR E L B S 5l TR AR A AR A
JR, SR BEIESER T AN EE, G, SbIE B2
e ? A R AT BRI, NS TR A A A, B
HIEZ AR R A S o

21
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2.5.2. A5

NORDIC 7] fE ¥ it radio I, 5 MR M SOMVEAERT, Frile

RIERO—EWEHAT S, ik, G 28dE & CRC HIER 7. 4N

S5 101010101

5

EF’REAMBLEﬂ BASE 2 PREFIX S0 LENGTH s1 PAYLOAD g CRC

LSByte LSByte i MSByte |
‘ ADDRESS |

/A 2-13 On-air packet layout
P AT SRS LS CRC WEAUE T, ARRAEESERH. FF 2 i3
i, AR AR E €.

® bk Uil 2-14, 7E NORDIC B2 N HbEor N T B 5, —
A e kB AT S AL AT 7y o S FE AT AL B 8 NSk
nfE 2-15, @ AN AN P74 TXADDRESS #1 RXADDRESSES 77
BFEEMR N E AL, W€ T2 )5, EREHEER, it
H SN AR B E N bk 26 H 38— R 25 /7 4% RXMATCH,
RSB BIERS, X AN E A T DA B RN A VLG b

BASE PREFIX

LSBit
LSBit

LSByte
ADDRESS

K] 2-14 FZZEAHHFE

22
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addrvess  address  Prexbte
0 BASEOQ PREFIX0.APO
1 BASE1 PREFIX0.AP1
2 BASET1 PREFIX0.AP2
3 BASE1 PREFIX0.AP3
4 BASET1 PREFIX1.AP4
5 BASE1 PREFIX1.AP5
6 BASET1 PREFIX1.AP6
7 BASE1 PREFIX1.AP7

B 2-15 PEAHFA
M 2-15 HATLAF . 366 4 A FAERERIX 8 ML
2-16 NP A7 8

BASEOQ
Bit number 31302928272625242322212019181716151413121110987 6543 210
ID (Field ID) AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
Reset value 0 000O0OOOOOOOOOOOOOOOOOOOOO0D0O0D0O0OOOOO
ID RW Field ValueID Value Description
A RW Radio base address 0. Decision point: START task.

PREFIX0
Bit number 31302928272625242322212019181716151413121110987 6543 210
ID (Field ID) DDDDDDDDCCCCCCCCBBEBUBUBIBBBAAAAAAAA
Reset value 0 00O0O0OOOOOOOOOOOOOOOOOOOO0000O0O0OOO0
ID RW Field Value ID Value Description
A RW APO Address prefix 0. Decision point: START task.
B RW AP1
C RW AP2
D RW AP3

/& 2-16 BASEO F1 PREFIXO0 #7 17 #%
MBS AR PAAHIE, i BASEO Fl PREFIXO 2747 2% il PLALER 5 715 0
bk, {HRZAE ble b, R 7 BASEO [ 3 N5 F1 PREFIXO ) —ANF

WA pHbE . ARTTIX B yE =, BASEO FIfH N B AE B AL B S A7 5

23
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AT AN, BLE MRS WE M 3. WA — @ A2
BASEO () 3 M1 & E AWK, i) # il iE i U5 ) Hb bk 2
0x8e89bed6, 4 BASEO=0x89bed6 F1 PREFIX0=0x8e HifT T & ? SZFx
I nrf51822 &R A & &, BASEO /& MK F T4 A1, a2

Pi—E % B BASE0=0x89bed600, fEFRMIFEF U Nk HE

Static uint8_t p_packetHeaderLFlen = 6;
static uint8 t p_packetHeaderSOlen =1;
static uint8 t p_packetHeaderSllen = 2;

static uint8_t p_static_length =0;

static uint32_t p_balen =3;

static uint32_t Prefix0_add = 0x0000008e; [¥*< e ANHuBERTZE 0 Address. */
static uint32_t Base0O_add = 0x89bed600; /**< Address. */

/] RA R BB SR B 3, B LMK T b kPR RV BaseO_add (¥ 3 N5
NRF_RADIO->BASEO = Base0_add ;

/] ZEEHbE 3 3] 0 BFIETSbE AR T L o
NRF_RADIO->PREFIXO =

( Prefix0_add & 0xff000000) |

( Prefix0_add & 0x00ff0000) |

( Prefix0_add & 0x0000ff00) |

( Prefix0_add & 0x000000ff);

/] BEM 0 MixE

NRF_RADIO->PCNFO =(p_packetHeaderS1len << RADIO_PCNFO_S1LEN Pos) | //0 s1¥%&H
(p_packetHeaderSOlen << RADIO_PCNFO_SOLEN_Pos) | //1S0 A 1 75
(p_packetHeaderLFlen<< RADIO_PCNFO_LFLEN_Pos); //8bit 1 771

[/ BEEE 1 KRE A, i
NRF_RADIO->PCNF1 =(RADIO_PCNF1_WHITEEN_Enabled<<RADIO_PCNF1_WHITEEN_Pos)|
(RADIO_PCNF1_ENDIAN_Little<< RADIO_PCNF1_ENDIAN_Pos) |
(p_balen << RADIO_PCNF1_BALEN_Pos) | //F&EHibbK N 3
(p_static_length<<RADIO_PCNF1_STATLEN_Pos) |// X/MA N 0 fH4 B BIEANE
(PHY_PAYLOAD_MAX_SIZE << RADIO_PCNF1_MAXLEN_Pos); [/ R 37

® RAM " AR ATTSEEI, £E RAM mP 0 HicdfE it 2 &

2-8 "F Y PDU. fE 2.3 WA PLANIE, PDU HHIRT 2 N7 HH

24
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ST TR, 81 ANFE AT AR EE T A S EHINE
sk, B2 ANFARKE . ki 2-17 Arzs, NORDIC KX

AN FATATE X, ) 7E ] PABC & 1 SO LENGTH A1 S1.

S0 LENGTH S$1 PAYLOAD

0 LSByle "
A 2-17 RAM 11[17 PDU €4 %5
SRR N nrfs51822 38 v] LIEOYIE Y 2.4GHz IRk &, 4
Wik H AT ABC & A9 SO LENGTH A1 1 X3k, IRXESEM, SO b5t M
T 4.0 PriSOTE 9 Sk s LENGTH WU FE, 84 S1 /2 A4 ZR P 2
B 2-18 WA, SO s H SOLEN FCE 1), M52 1 s & XA X,

XA LA Byte NF#AL, LENGTH Al S1 X3k F4H s — AN 715, B bAfE
P B N2 DA bit ALK, 7E)T HREIE N LENGTH X0y 6, S1 X1
N2, Wl ERCE LFLEN=6, S1LEN=2, Z#EiH1E N LENGTH X3 K 5,
S1 X~ 3, thmt/ehd & LFLEN=5, S1LEN=3. 7E NRF51822 [Jfii i F
WA IR Bk

The sizes of the SO, LENGTH, and S1 fields can be individually configured through SOS, LS, and S1S
in PCNFO respectively. If any of these fields are configured to be less than 8 bits long, the least
significant bits of the fields, as seen from the RAM representation, are used. 7 &AL

If SO, LENGTH, or S1 are specified with zero length, their fields will be omitted in memory.
Otherwise, each field is represented as a separate byte, regardless of the number of bits in their
on-air counterpart. &g H 2 S0 8 S1 KT 0, HALE RAM b 1 715

Bit number 3130292827 2625242322212019181716151413 121110987 6543 21 0
ID(FieldlD) - - - - - - - - - - - - CCCC - - = = = = = B----AAAA
Reset value 0O0O0OOOOOOOOOOOOODODOOOOOOOOO0CODOOOODODODO
ID RW  Field ValuelD Value Description

A RW LFLEN [0..8] Length of length field in number of bits. Decision point: START task.

B RW SOLEN [0.1] Length of 50 field in number of bytes. Decision point: START task.

C RW SILEN [0..8] Length of 51 field in number of bits. Decision point: START task.

A& 2-18 Radio /] PCNFO 2 & &7 77 #
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2.5.3, HA&HhE--A 48

X LB X 4 N HBHE AN e a5 ik, e ANk —A 4 5 R BE AL
H, T k2 B Bluetooth SIG Z3BCI—N 6 T 5 I & bk, A2
A PRME— Bk XA B HIIEAE )RR IETE T R — MROCER SR
ARG BENERRRS TG, XA S s 3 3 44 B P AR T
XFT nrf51822 Kk, AP TFAFAFAFIIX 6 771, MHUETE 4.0 i
WHHRBI ARSI, BOER - ARAAIE AR, X T
nrf51822 it v 1 8 X ar f7-as Al LAF K 8 it fr ik, 4 &l 2-19.DAP
ik 2 T, DAB AHBHEE 4 75,

DABIN] i« seympiigsr 07

Bit number 313029282726252423222120191817161514131211109 8 7 6 5 4 3 2 1 0O
Id AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
Reset 0O0O0DO0ODODOCODOOODOODOODODOOOOOOOOOOOOODOOOD
Id RW Field Value Id Val Description
A RW DAB Device address base segment

Device address base segment

DAPIn] g pirzsibit 54 0-7

Bit number 313029282726252423222120191817161514131211109 8 7 6 5 4 3 2 1 0O
Id AAAAAAAAAAAAAAAA
Reset oOoo0O0OOODOOOOOOOOODOODOOOOOOOOOOOOOODODOOO
Id RW Field Value Id Value Description
A RW DAP Device address prefix n

D ddress prefi

[ 2-19 &AM EF 17 7
7E nrf51822 HI¥8 FFMHHX 4 —HA)1E:

The RADIO is able to listen for 8 different device addresses at the same

time.

W2 BE RIS By 8 AN HbbE A — € — @ 2 W 8 ANk, iy BLIE
AT EIR IR . W1 2-20DACNF A7 4%, XA
TR EIRGERE, 2 170 B BRCIEN, £
OIStk ROk B, 58 2 AN 19 02 BB IR IR e s stk
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Bit number
Id
Reset
Id RW Field Value Id
A AW ENAD X . g -
it fi U i 25 MO 2
Disabiled
Enabled
B RW EMAL
Digatbled
Enabled
C AW EMAZ
Dizabled
Enabled
D RW EMNA3
Dizabled
Enabled
E RW ENAA
Disabiled
Enabled
F AW EMNAS
Dizabled
Enabled
G RW EMNAG
Dizabled
Enabled
H  RW ENAT
Disabiled
Enabled
| RW TXADDD i i b0 At H bk
] RW TXaDDL
K AW TXADD2Z
L AW TXADD3
M RW TXaDD4
N RW TXaDD5
0 RW TXADDG
P RW TXaDD7

DACNF iz 4 e b I RO L 35 47 79

3130292827 262524232221 0191817161514 13121110 9 B
PONML KI I
o0 O0ODOODODOODODOODOODODOODODOODOD
Value Description
Enable or disable device address matching using device address
i
1] Disabled
1 Enabled
Enable or disable deviee sddress matching using device address
1

76543
HGFETD
LU R ]

S Ay
N
o

1] Disabled
Enabded
Enable or disable deviee address matching using device address
2
1] Disabled
Enabded
Enable or disable device address matching using deviee address
3
1] Disabled
Enabiled
Enable or disable deviee sddress matching using device address
a
1] Disabled
Enabled
Enable or disable device sddress matching using deviee address
5
1] Disabled
1 Enabded
Enable or disable device sddress matching using device address
B
1] Disabled
1 Enabiled
Enable or disable deviee sddress matching using device address
T
(1] Disabled
1 Enabded
Tundd for device addreds D
Tuhdd for device address 1
Tuhdd for device addreds 2
Tuhdd for device address 3
Tuhdd for device address 4
Tuhdd for device address 5
Tuhdd for device sddreds &
Tuhdd for device address 7

-

-

-

[

& 2-20 A M1 FE A A

2.5.4. Radio FIRZSHLAET [EIZS4L

K] 2-21 24 Radio HRA&SNL

DISABLE

TXDISABLE

| DISABLED

TXEN
—

DISABLED

— RXEN

/ DISABLED

RXDISABLE

DISABLE

Address sent / ADDRESS

Ramp-up
complete
{ READY

STOP/END

Packet sent/ END  Payload sent [payload length >=0]

/ I PAYLOAD

. Address received [Address match]
Packet received / END / ADDRESS

Ramp-up
complete
{ READY

STOP/END

Payload received [payload length >=0]
/ PAYLOAD

/& 2-21 Radio &K
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% T Radio MIFCEA JUNIERE, BUKIE NG . fERIERT, o
Radio F UK IERAT, M #2542 TXEN AES5 Ml A, B4l Th
Ja 24 REDAY 44, XA FAF A U B ] O i A dl, 22
SR T ROEHBARIIRE ST, T E IR R R il START 155,
HOE R AR AMNIE, BB MR A KR e SR A, RS RK
e L O

fEAEF, % Radio A9 L/MIRE:

® DISABLE: Radio AMHREIRAS

® RXIDLE : Radio f# & RXEN M DISABLE #% JyifE £ RX R4S

® TXIDLE : Radio {#ifE TXEN M DISABLE 5 AHE# TX IR

® RX: Radio M RXIDLE JJRZASHEN RX IR

® TX: Radio M TXIDLE JRZGHEN TXCIRES

® Radio LW EIEHRING, FRRICEEF AR E

N ASH X AXPIRES, EER 4.0 BEEHHE, 7ER—ANMuE
ERIPRANELE G 15042 us SR, B2 B EHLRIE — AL AL,
MALAZLE 15042 ps 45 HHNE 25 0L, & W B sl 2. X B

AEALE 1 nrf51822Radio [ A1 24k, Gn&] 2-22.

Symbol Description 250k 1M 2M  BLE lJitter Units
trxen Time between TXEN task and READY event 132 132 132 0 @
t Time between DISABLE task and DISABLED 10 4 3 4 ] ;
IR event when the radio was in TX H
taxen ;rz:tbetween the RXEN task and READY 130 130 130 o @
t Time between DISABLE task and DISABLED 0 0 0 0 1 S
B event when the radio was in RX "
trXCHAIN TX chain delay 5 1 0.5 1 0 us
trxcHAIN RX chain delay 12 2 2.5 3 0 us

/A 2-22 Radio timing parameters
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Radio MAMEREIRZS JH B KB M REAE 55 (TXEN) 2L A 4 46 56 Lt
NHE S B WCIRZS (I 18] 75 B2 140us,  [FIRESEUSAE BB AT 45 (RXEN) B {5 g
B35 58 BRI NVEE 25 BSOS B TR 5 22 138us. XAt amias, ik
F22 REIRE TR T, RSO A Ah FR I R AT 46 I 326 B 1 Bk ] A A
10 % us. FrRALERAFH Radio $2 IR A A i K 2-23 5 sUEATREF?

it

Y
A 1) 2 ?
FMradio N
JAENTXENAT 5%
1. K [HRadio
2. JAENRXENAT- %%
Bd a7 B A B

L. BB R IEBARAE S
2. IR R R I K 5 B
HF

/& 2-23 RADIO WK F4 107 72,
FEVERRD A (1 3 2 Radio MHRVERR A

/**K ¥4 Radio_Disable

* YER . 9% radio [R5 A LE 25 A7 8
*/

void Radio_Disable(void)
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/**R ¥4 . Radio_Configure_No_Change

* fEH : Radio H)JG 7 UL R TC B e 4K

*/

void Radio_Configure_No_Change(void)

J**R#%: Radio_Configure

* fEF : Radio MI7E) B E EFRAS T X Radio HHC &
* N\[OZ4( : Connect_Parameter, E#HZSE

*/

void Radio_Configure(Connect_Radio_Parameter * Connect_Parameter)

[**PR %% : Radio_Start_Task

* YEH . Radio & BT A K IX B BT 55
*/

static void Radio_Start_Task(void)

/**PR %4 : Radio_Wait_Ready Event

* YEF : %5fF Radio ) TX 838 RX BELaAE 58 HE
*/

static void Radio_Wait_Ready_Event(void)

/**PR %4 : Radio_Wait_End_Event

* YEM : S5f¥ Radio [RIE T8 S EBH HR YR B EE
*/

static void Radio_Wait_End_Event(void)

/**PR %4 : Radio_RX_Mode_To_Ready

* fEH] . Radio J33l RXEN f1F255 312545 Ready Fif
*/

void Radio_RX_Mode_To_Ready(void)

/**PR %% : Radio_TX_Mode_Prepare

* fEH] : Radio JEZ) TXEN HIMFSs, A EENES
*/

void Radio_TX_Mode_Prepare(void)
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J** ¥4 . Radio_TX_Wait_Ready To_Start

* fEA : Radio %84 Ready S o U Kk

*/

static void Radio_TX_Wait_Ready_To_Start(void)

[** %4 : Radio_TX

* YEF : Radio K% %L
*/

void Radio_TX(void)

[**H%%: Radio_RX

* {EF : Radio BRI %L

*NOZH: Status &) #RIEIE L 2 B iE @ 1E
*/

void Radio_RX(uint8_t Status)

TR B 2-23 1Y E B AR - 3 UHeE 3 (Radio_wait_End_Event()
7242 J5 312155 1] Radio (¥ F Radio_Disable() H-33E47 TXEN 1T 45 (¥
Radio_TX_Mode_Prepare()), ZRJ5 CPU 4k 4 abFREE, U IEAIHE)S,
FHEAT 05 2 3% (A Radio_TX(), 3X/ %07 F Radio_Wait_Ready_Event()
A Radio_TX_Wait_Ready_To_Start()), (i i 56 2 ¢ 4] Radio (Vi
Radio_Disable()), %% #t4T RXEN [1J1L:55 (8 Radio_RX_Mode_To_Ready())
Efr IR BRI . KRR TE A T Radio HUFEHRIN [A], SR
NIELABAENIRIET S 15022 ps W ? XA APE R — > 7] #

® T_IFS: The Inter Frame Space Mil&]F@A (8] . 7E 4.0 il A2

N 150us. TXAME UL NS0 18] I TE] R . 72

nrf51822 r il i KA 8 X ME ), R 2-12 TR AL
A “IFS control unit”, X T3 &H — T Ao E, BN
us. Wl E X Narfrds, A LG 150us ZHTHL
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AT T B O
2.5.5. Radio AR E

Ko HA PDU 2 56 4 A S0, B4 Radio @€ /& A %) CRC.
FACHIGRME . P R DI LG 5 TS SH W E a A i . X
B ——YHREEEE. 4T Radio MECE B, WK 2-24. iX HAY
DUREATLE, 75 fRRESFEBIRES T ZE Bk B Radio.

void Radio Configure No_Change (void)
{
Radio Disable(); // ZKMHlradio
NRF_RADIO->TIFS=150;
//JCERTEEE: 00: 1Mbit, 01: 2Mbit, 02: 250Kbit, 03: 1Mbit (EEX ) RADIO_MODE_MODE_Nrf IMbit
NRF RADIO->MODE = ( RADIO MODE MODE Ble 1Mbit<< RADIO MODE MODE Pos) ;
NRF_RADIO->PACKETPTR = (uint32 t)Radio_Packetptr.RTX Radio_Packetptr;

NRF_RADIO->TXPOWER = (RADIO_TXPOWER TXPOWER_0dBm << RADIO TXPOWER_TXPOWER_Pos); //FoiZEINZ 041

// Configure CRC calculation

NRF RADIO->CRCCNF = (RADIO CRCCNF SKIP ADDR Skip << RADIO CRCCNF SKIP ADDR Pos) | //=1 A~EFEHiikcre
(RADIO_CRCCNF_LEN Three << RADIO CRCCNF_LEN Pos); / /3bitCRCEIFEDE

//CcRCBY A BRI

NRF_RADIO->CRCPOLY = 0x0000065b;/**< CRCAERRTNx24 + x10 + x9 + %6 + x4 + x3 + x + 1 */

/RTEE )

NRF_RADIO->SHORTS = 0x00000010; //rssifhiEsE

/f EEvTEbihl  IFiEHEhbAT0

NRF RADIO->BASEQ = Base0 add ; // ARt S EIF E At E b0 EAN T EREMNERLLKE K3,
/BT R T B E PR B BlBase0_addBT &3 T
NRF_RADIO->PREFIX0 = /) iBEHNE 3 B 0 METE N SRFFAFTE LR
{ Prefix0_add & 0xf£000000) // Prefix byte of address 3 converted to nRF51822
| ( Prefix0_add & 0x00£f0000) // Prefix byte of address 2 converted to nRF51822
| ( Prefix0 add & 0x0000££00) // Prefix byte of address 1 converted to nRF51822
| ( Prefix0 add & 0x000000ff); // Prefix byte of address 0 converted to nRF51822

// BREA 0 BiEE

NEF_RADIO->PCNF0 = (p_packetHeaderSllen << BRADIO_PCNFO0_S1LEN_Pos) | /70 s1¥EH
(p_packetHeadersOlen << RADIO_PCNFO_SOLEN_ Pos) | /11 S0 1=
(p_packetHeaderLFlen << RADIO PCNF0_LFLEN_ Pos); /f8 LFlengobit HEEE1F
/f BCEE 1 IR
NRF RADIO->PCNF1 =(RADIO ECNF1 WHITEEN Enabled << RADIO PCNF1 WHITEEN Pos) | /I fEEEELL
(RADIO PCNF1 _ENDIAN Little << RADIO_PCNF1_ENDIAN Pos) | ///RE=R
(p_balen << RADIO_PCNF1_BALEN_ Pos) | /I EHN N3
(p_static_length << RADIO PCNF1l_STATLEN Pos) | /0 IEAER T ABBRBEARIEE
—‘_—;"

(PHY PAYLOAD MAX SIZE << RADIO PCNF1 MAXLEN Pos); JIEEEEITE

/& 2-24 Radio /IE55 B FE/F

2.6. {218

FEHT T D2 4@ 2RI R T A 40 MEIE. (RIIFEH T KIS
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M RER 2MHz, FEBERRIR, XSS o WRh: TR
. i
PR,

fERE 21 BTH, (R IRER
.34 H
T R i A
AN

& 2MHz.

WA R ez, WEAEHETR S
A7 34N HRMEIE

Z A2 /D2 24MHz. B ¥R (518
R4 T HEE

[R5 E S5 LA S L i
JTRREIE RIS 2 37, 38 Ml 39, FR(E1E
g5 07 IX 7 F {5 E AR5 1
K 2-4 £l TG E G 158 W58 5 K O

£ k{518
A HE{E 18

(15 R AR R SE L AR

RS
RIS BT 2 BT SR BT FER SO B IR SC . I RAER A

37 MRS
7E SIM R BLIRIAN 7] DX 35, G SRA AT £ Hh AE AN 3B

PRBLIIR BT TG T ) 3R ikt AT . Rk, %
IR oAt s 1]
e RS, MG EER

1% 5 72 0736, IXFE
] L

P /MHz | ([BlEg S | KA P /MHz | ([FilER S | RO
2402 37 R EIE 2442 18 [ fEE
2404 0 HE(SiHE 2444 19 HyafsiE
2406 1 HEfsiE 2446 20 e fsE
2408 2 HEfsiE 2448 21 e fsE
2410 3 HHRI51E 2450 22 HIEi51E
2412 4 B 51E 2452 23 HIEi51E
2414 5 AC B 2454 24 e fsE
2416 6 B 2456 25 e fsE
2418 7 A E =B 2458 26 Ml fsE

w
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2420 8 P (s 2460 27 B (51E
2422 9 W (s 2462 28 HHE(E1E
2424 10 P (s 2464 29 HiRfziE
_ 2466 30 Ml fsE
2428 11 A (=8 2468 31 e fsE
2430 12 A (=8 2470 32 e fsE
2432 13 HpefsiE 2472 33 e fsE
2434 14 HAEE1E 2474 34 HARE1E
2436 15 HlefsiE 2476 35 e fsE
2438 16 EE P 2478 36 HHE(E1E
2.6.1. M

TP T s g b, B EIER 37 4>, AA N (2-1)40
T
unmappedChannel = (lastUnmappedChannel + hopincrement) mod 37
> fu1=(fathop) mod 37 (2-1)
hop #& > 5~16 IH, BECHAZ 5 HOARZ N5 hop JF15 37,
K9 HR R B A, XA RIARAETAT AR A 5 L, Bk rhoidid Sk
RIBHEAERETC B H . MAENMH TS —A f, £2/DWE? ££ 4.0 U
o ALE -

|ThelasﬂhwnappedChannelshaHbe’O'ﬂwthefhstconnecﬁoneventofaconnecﬁon.|

A WA S — UOE E%#Eljfn 0, ASASEhr B2 —IRIERFEAF
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b (A B AR 2 3@ i £,,,=(0+hop) mod 37, WAk hop [EiEH T T .

2.6.2. HIEMNMEM

FEAR R T, HFABIRIER MEIERS R IFE1E, Hi& N RRE
NG — A O RN BIPRAE T8 B B — A A S8, M is b o ik &
SoF EHE R SCAE ST 9 SR — A B P AN RS A SR A
MEEM R R REL A L HHRIETE R — D IMETE
WA EAE IS 55— 70(2-2) HEAT RS -

remappingindex = unmappedChannel mod numUsedChannels ~ (2-2)

X B ) numUsedChannels 1124 We? remappingindex /£ FHWe ?

TEICKIFEIERS, A —DNXFEHIEES usedChannel, XAMES A
/INBIKAFTCE BT A I PS8 SRS, numUsedChannels W2 BT A UF5 18
A%, W2 usedChannel TG ER IS4, 153 b1 1) SRR 22 5
T remappingindex 2 J5, it ARX(2-3)#471HE, BRIREHM(E1E

usedChannel[remappingindex] (2-3)

FEARIIAER T T, 2 RORERLTE KIN 2 KX 1F1E Kl ChanelMap .
CH S MFENER, oA bit iR MEE, 37 AMEE, B
Obit 177~ 5 0 {518, 25 36bit 7K/~ 5E 36 (Fil. HHEA bit 180
I RRIXAMETEANTTH, 208 1 N RRRXAMEE LT EE. F,
FEVH R ESL I 152

ChanelMap=00011110 00000000 11100000 00000110 00000000k

=>» usedChannel[]={9,10,21,22,23,33,34,35,36}
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=?numUsedChannels=9
X hopincrement =7, 845 AT LT H G MM T, B—
BRI
fre1=(0+7) mod 37=7
1M 7 FIEAZ AR SIS, 820l 2 B
remappinglndex = 7 mod 9=7
=5GEEhu
usedChannel[7]=35
DT 35 fEiE R IITHIMEIE 1, BOSEARS AT H T
EIEEE TR IR HRRXLER M T EES T, X554
A DVERIRE 25 FACPIIRME, (BP0 =5 Bl /iy i 2 2 AR 2 20
AT TSR AERE AR AT S0 TR i RE 1] 2-25,

lastUnmappedChannel ——»| /4;\
unmappedChannel P -
Basic agorithm »< Chamd aused > YES p- a2 dhamd Index
hoplncrement ———»| ?
lm
> . data charnel index =
mop  |remerpindinder » channel acoording to
numUsedChannels - remappinglndex
Used channels in
ascending order

B 2-25 H G ITIFE

FERE PP A S SR 2R ] 010 (O 1 FE e Sl /s IR L TR 1)

/*
* R
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* Data_Frequency_Channel_Choose -RADIO fAITHEEE R THHEHE T —MiRiE
TE A AL YIERE

* 24

* -7t

* R [AME:

&

*/

void Data_Frequency_Channel_Choose(void)
{

Data_frequency_map.Current_unmappedChannel =
(Data_frequency_map.Last_UnmappedChannel + Data_frequency_map.Hop_Increment) % 37 ;
/13X BA B R R4 TORKARIEIE 5, REAREH? FFEM MAP BEAT ELAL
Data_frequency_map.Last_UnmappedChannel =
Data_frequency_map.Current_unmappedChannel ; //_F—RFIHTE ST 24 HTH0E

while(1)

{

if (Data_frequency_map.Current_unmappedChannel < 8) // 58 0 NAiIE 715 1 € A8 A~ HE

{
if(( Data_frequency_map.Channel_Map[0] >> Data_frequency_map.Current_unmappedChannel )
&Ox01) //H X AMRIE & W] FH I

{
Data_frequency_map.Current_Frequency_value =
(Data_frequency_map.Current_unmappedChannel<<1)+4 ; //1S 3| EIERIAE, 0] DL EERE
% NRF_RADIO->FREQUENCY 2717 7%

break; // BT ATHKPUE JFiHERR] 7L AR RIRE Rk A

}
else /X MIGEATTH 7522 EH BT
{
Data_frequency_map.Current_unmappedChannel =
Data_frequency_map.Used_Channels[Data_frequency_map.Current_unmappedChannel %
Data_frequency_map.Num_UsedChannels] ;//iX B.15 2| F 2 8 N RIIPIRIEIE S, ReAREH?
T EA MAP T HLK

}
}
else if(Data_frequency_map.Current_unmappedChannel < 16)// M\ 1 ANIE - 58 € A5 A
EREH

{
if( ( Data_frequency_map.Channel_Map[1] >>
(Data_frequency_map.Current_unmappedChannel- 8) ) & 0x01 ) //{n X /MiitiE 2 v] F Y

{
if(Data_frequency_map.Current_unmappedChannel < 11)
{
Data_frequency_map.Current_Frequency_value =
(Data_frequency_map.Current_unmappedChannel<<1)+4 ; //15 3| EIERAER, 0] DL EEIRE
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45 NRF_RADIO->FREQUENCY 2717 7%
}

else
{
Data_frequency_map.Current_Frequency_value =
(Data_frequency_map.Current_unmappedChannel<<1)+6 ; //f3F|EIEHHER, 7] DL ERERE
45 NRF_RADIO->FREQUENCY 27 17-#%

}

break; // BT RTHKSNE HoHEASR] T SEBR AR TR S5k AR
}

else //X/AMHIEAR] 75 B T

{

Data_frequency_map.Current_unmappedChannel =
Data_frequency_map.Used_Channels[Data_frequency_map.Current_unmappedChannel %
Data_frequency_map.Num_UsedChannels] ;//iX H.15 2| 2 5 N R IEIE S, ReAREMH?
R MAP HEAT ELER

}
}

D,

else if(Data_frequency_map.Current_unmappedChannel < 24) //M\ZE 2 ANSIIE 755 2 A
HiiE REH

{
if( ( Data_frequency_map.Channel_Map[2] >>
(Data_frequency_map.Current_unmappedChannel- 16) ) & 0x01) //un S X AN A& 7] F 1

{
Data_frequency_map.Current_Frequency_value =
(Data_frequency_map.Current_unmappedChannel<<1)+6 ; //15 3| EIERIAR, 0] DL EEIRE
45 NRF_RADIO->FREQUENCY 2717 7%

break; // BT ATHKISUE JFHEA R 7 LRSS RIRE Sk A

}
else  //XMGEATTH 75 2 EHFTUY
{
Data_frequency_map.Current_unmappedChannel =
Data_frequency_map.Used_Channels[Data_frequency_map.Current_unmappedChannel %
Data_frequency_map.Num_UsedChannels] ;//iX B.15 2| F 2 8 N R IR IEIE S, ReAREH?
T EA MAP T HLEK

}
}

v

else if(Data_frequency_map.Current_unmappedChannel < 32)//M\ 55 3 ANIE 7151 72 8N4
TH B

{
if( ( Data_frequency_map.Channel_Map|3] >>
(Data_frequency_map.Current_unmappedChannel- 24) ) & 0x01 ) //#nHix AN /2 v FH 1
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{

Data_frequency_map.Current_Frequency_value =
(Data_frequency_map.Current_unmappedChannel<<1)+6 ; //fSF|EIEFHER, 7] DL ERERE
45 NRF_RADIO->FREQUENCY 27 17-%%

break; // KB T A HMHUE FEHESDR] T RPRAFAGIEE FRk TR

}
else //X/AMHIEAR] 75 B T L
{
Data_frequency_map.Current_unmappedChannel =
Data_frequency_map.Used_Channels[Data_frequency_map.Current_unmappedChannel %
Data_frequency_map.Num_UsedChannels] ;//iX BL45 21 & 52 F RIIPIREIE S, BEAEEH?
R MAP HEAT LR

}
}
else if(Data_frequency_map.Current_unmappedChannel < 40) //MZE 4 ANSIIE 75 2 A
HiiE REH

{
if( ( Data_frequency_map.Channel_Map[4] >>
(Data_frequency_map.Current_unmappedChannel- 32) ) & 0x01) //ul S X AN A& 7] F 1

{
Data_frequency_map.Current_Frequency_value =
(Data_frequency_map.Current_unmappedChannel<<1)+6 ; //f5 3| E IEFHE, 0] LB EIRE
% NRF_RADIO->FREQUENCY 2717 7%

break; // BT ATHEHUE JFiHER D] 7 LR ARG Rk A

}
else /X MIGEATTH 7522 EH BT
{
Data_frequency_map.Current_unmappedChannel =
Data_frequency_map.Used_Channels[Data_frequency_map.Current_unmappedChannel %
Data_frequency_map.Num_UsedChannels] ;//iX B.15 2| F 2 8 N RIIPIRIEIE S, ReAREH?
T EA MAP T HLK

}
}

}
NRF_RADIO->FREQUENCY = Data_frequency_map.Current_Frequency_value; //

Actual frequency (MHz): 2400 + register value

NRF_RADIO->DATAWHITEIV = Data_frequency_map.Current_unmappedChannel; //
A EE F A7 A WE N EiE

}
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2.7 FREERE

MRDIAR T e I8 955 18 R D e & sl E 8 #5518
i s ROE . AREERCIRS I 4 KOS, R IR T
FIRES . PGSR o

2.7.1. MES

LIRSS — BN RPIRES, AEIXAIRE A FERATEHE R 1,
EABAENHRIRES . SRS ERE

2.7.2. | HBS

FE) IS, BEER R AL FR A I HE PDU o T HEFAE
A 4 F

® :IEE [r M IE R HA4(ADV_IND)

® ¢ [f) i) 1%EFE S /F(ADV_DIRECT_IND)

® C|EE M AN IEHZ S F(ADV_NONCONN_IND)

® |F5E A5 (ADV_DISCOVER_IND/ADV_SCAN_IND)

BN R0 L PDU A X, BARR PDU %A 2.9.1 &
o X AT RRHEAR X AN 2-26 P IR

2.7.2.1. | HBEEIEE

FE] IR, BT RS S 3 A RS E T T Sl
Tl T HAE— SR Pl NS E S 5 T int far. tHat 2 i =
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JTHEEAER T, XA PDU 2 ARKIR A FREIE 37, 38, 39 i T AL
K 2-26 |k FEA:

Scanner Advertiser
Event
’ ADV IND (data) started
Found device (data) Adv_Idx= 37
) ~0.5ms
ADV IND (data)
Adv_1dx=38
~0.5ms
ADV _IND (data)
Adv_Idx= 39 Event
closed

It R g] BRI EE

CONNECT REQ

ADV_DIRECT_INDz i1 4) [ INGII Yes (it VCPE)
ADV DISCOVER | INDIADV SCAN_IND -_
(AT 5 A W s 1)

K 2-26 ) EFL o BT 4 Fl) F XA

2.7.2.2. | ¥&EIFE

AT (AR € )] R A, RPN ELE REE A (] A TR] B A S R

o ] PR B o XA ) B ks 2 G s A 2K (2-4)
T_advEvent = advinterval + advDelay (2-4)
advinterval 7& 0.625ms {54, £ 20ms~10.24s Z [A]. WIR] %

R FEARTE AT R AT B A E AN ERE) T R, RMEAREN
T 100ms. WA REFAFRBLR AR E A PDERFMF, XA AT AT
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20ms BpAJ,

advDelay &—/MBENLEL, 7E Oms~10ms Z[A], fERF—N #EFH4f
FEA o TR B G AR RIER, BT LA B LAE RS
FIE FANMELRE T B 1o 2 TR] N SRS , 3 REAEE SAH [R] 45 38 A /) e b
MR B 2-27 7n B 1T 3RS TR B TR) B

Advertising Advertising Advertising
Event Event Event

T_advEvent o T_advEvent o

l Ll Ll

advinterval _1 advinterval 1
A advDE?ay advDefa?
Advertising
State
entered

K 2-27 ) IEF TS E] ]

2.7.2.3. EE AT &R B4 (ADV_IND)

X HL S e ki Rl ) HE 5 18 A& (ADV_IND  PDU)E )™ HE 4k
3o IEAMRICRIE Z S5 T LA H 49486 2 A% O (SCAN_REQ PDU)$ 4
53R, B3 R K I% ) (CONNECT_REQ PDU)ZEREE R 1M
B 2 T 2 ) —ME TE LR AT R B AR R . BRI
BRI SO REIE ) RIS IBOR, EAM T A EE AT %
L/N AT i O

an RECE ) SCAN_REQ PDU Gl I [ BB, B4 #h# i 22
FE[F]— 1518 I HAERUSC 2 B 2 ik SCAN_RSP PDU 4714 B & i SCHY
][] — 72 A& 15042 s SE .

R F] CONNECT_REQ PDU, FBALHENIERSIRE, XAk
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RELUBCE %, XA R I AN T B AT N AR
EAUIE T R R A TR B, AR AR A B BT 3
EIEREAT Bttt 1X 3 AMEIE 8] I (Rl TRl b e 2 /0 2 AE TRl

PLE -

The time between the beginning of two consecutive ADV_IND PDUs
within an advertising event shall be less than or equal to 10 ms. The

advertising state shall be closed within the advertising interval.

B2 PN ESRE T 8 T8 I R A AU 45 F 10ms, 4

K 2-28.

ADV_IND ADV_IND ADV_IND
<10 ms <10 ms
Adv_idx = 37 Adv_idx = 38 Adv_idx = 39
Advertising Advertising
event event
started closed

K 2-28 JEiE [ ] % TR (KE /) 7
FAE AT o 38 T I 8 SR AL B R S A I T ] B AT R A
A PR T 2 TR) PR ] ] % o
AR R BT JEF R e ETE BB, R

2-29, VFREEHFH T FS, XA&MmIERE, &/ & 150us.

ADV_IND ADV_IND SCAN_REQ SCAN_RSP ADV_IND
T_IFS T_IFS,
=10 ms <10ms
Adv_idx = 37 Adv_idx = 38 Adv_idx = 39
Advertising Advertising
event event
started closed
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K 2-29 ] IEF (T 38 (58 19777 15K A7 0
A MR REAE HFE P RJEEE BRI, B A

2-30.

ADV_IND ADV_IND ADV_IND SCAN_REQ SCAN_RSP
T_IFS, T_IFS
<10 ms o <10 ms < 7 < 7
Adv_idx = 37 Adv_idx = 38 N Adv_idx =39
Advertising Advertising
event event
started closed

K] 2-30 /" TEFT 39 (58 19777 15K AT I 0
A ERE RO FEF M REE LRI, B A A

2-31,

CONNECT_
ADV_IND ADV_IND REQ
T IFS
<10 ms >
Adv_idx = 37 Adv_idx = 38
Advertising Advertising
event event
started closed

& 2-31 ] IEFHF P EE R S K

2.7.2.4. EHAIEE % F4(ADV_DIRECT_IND)

XA RN TR AR . X PRCCE S A R R
e AT RS 3t . AR BSR4 B QR A RSO, W]
PSR RIE R SR EFAFAE NI, FFHENERIRGS
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TE 0] )RR AT R R I P 2K . e ) R AL 204 3.75ms
ZWHEE IR X TR B R 53340 3.75ms {8 a] DAY
SE 0] )RR IV B . Al 2-32 FR

ADV_DIRECT ADV_DIRECT ADV_DIRECT ADV_DIRECT ADV_DIRECT
_IND _IND _IND _IND _IND
< 3.75 ms
=3.75ms
Adv_idx = 37 Adv_idx = 38 Adv_idx = 39 Adv_idx = 37 Adv_idx = 38
Advertising Advertising Advertising

event event event
started closed started

K 2-32 €] AJiER)E
AR RE R B 7S FRET BB, XX A
IR TR T . BTRL, IO E

The Link Layer shall exit the Advertising State no later than 1.28 s after

the Advertising State was entered.

Wl m) )RR ABERF 2L 1.28s DL E] . R AL 130
BRI IE, BEEERBCA EAL, Eha s BTt . — Bl
1.28s, EHLAREMHEH S ik ik AL B E =

2.7.2.5. JEE MR EEF4(ADV_NONCONN_IND)

KA MRFTAERIFAE, B DR, KIS SRR,
EREA SCVF AN S, TS EERRy SE N A3 A, A5 22/ AT BA
N, BEREXDFEMFRF NG IRNAREXE, ZEHAEER A
T ARREMER, REESESDN BF s . e
SRAEM /1 B A REIRIE BN ZRAE T HSMm &2
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[T, A2 ME— R AT AL A A B L v s 1 )RR R A

2.7.2.6~ B RIAT]EZE{4(ADV_DISCOVER_IND/ADV_SCAN_IND)

XA RS AN E g ) A R B/, e AE TR TR
Pl —FE), N JE SCAN_REQ PDU F11 SCAN_RSP PDU, XA
FEAE B, EAREEIER:, HEeb T A me

=&

75N o

o AE M TR SRR R SRR e s Tk
el b, S EEE n] DL A M 2

2.7.3. /S

FEX A F IR T sh g sh 4, X BRI 135
H ARG . FARE L (scanWindow) FEBERE E W 3@ E
I FRSEI [8); TGRS (scaninterval) & PiAMELSE I & LT IR
Z BT B ]

T HE : The scanWindow and scaninterval parameters shall
be less than or equal to 10.24 s. gl 2 At A1 5 KAE /2 10.24s. 117 B4
& D LAUVNTET AR, S 0S5 T amERE, AT

B, K 2-33,

scanWindow scanWindow scanWindow

<+ 0<T<10.24s —» <

v
v

<
<«

< >« 0<T<10.24s —»
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/& 2-33 7774 & L ATFT77 /6] 5
2.7.4. RS

RS BENERL G O ENRE  EMAH TR RS HFN
ZJRFRIEERER . ZWE] TN E R, ROEEREREE, N
17 Bkt A S IR RE N E BRSOV EH L

2.7.5. BRI BRESRER

PAEBAF BT, TR ESRE T SR AR N DL E
BARREA . R BT R EE R LA

® I H R R A b A A

® [ HEHF 3 S8 TA] A 1A R B4

® {5iE %

® Lzl

® R SO E HE R AR W AT

® Radio WA DI f2 ] (Fi T C 2 PRI iX A3 B 7] 2418

WAEE 2-34 W :
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1. R4 ¥Rk
2. WE NEHHIRES
3. Radio N KIZIRZS

4. timer X B

l

) 4

‘/f"%I‘ETJ (] N
CILE:

L

1. A37/38/3915 18
2. RIE]THEHR O e e
3. Radio#E# NRX

| il

Y

EeAlE
SCAN_REQFK

HE<=10ms
o) s [) 281) 2

U EIRSC?

BICE] 1. Ré(ﬁ\io%ﬁ% L
RadiokEHaTX CONNECT REQ 2. JIESCAN_RSPHR L
e

A 4
LA
BENERARGE

B 2-34 ) NS EAFIRFER

2.8, EERE

BENEHRRAS 2 IR T 1) CONNECT_REQ PDU Ak A2 -
APENERRS G, W HUEAEAN R B M £, K I& CONNECT_REQ
I N, H CONNECT_REQ I ML, 2 JE sl 2 fEIX ANk
e N R AR

48



BLE4.0 fIC Dh#EHE 4 th i 45

2.8.1. EEEMY

FOTFEFAF—HF, BERG— T R )4 S0 e R ER (5 18 Kk
AN EEEA, ARG I R B R % 7 AR 15042 ps 5K
W% o AR UL — AN E RS b DA ENUR IR — AN, ML
A AANRGE AL
® SERFHEMII A H PSS EIRE: connection event interval
(conninterval), and slave latency (connSlaveLatency).Rli% 4z H]
NG IRV R

® anchor point
EREHAEIT U1 50U {508 5 (The start of a connection event is
called an anchor point). FHFESE KT IRERE R, AL
FES RO HEA TR S o

® connEventCounter

ROEEESA S, AR E

Both the master and the slave shall have a 16-bit connection

event counter (connEventCounter) for each Link Layer

connection.

EHMMPHLERE —A> 16 Az RIS, X MERN T
XA BEZ A . ZRAME R ERERF S o &
1, BB NIERFNZMEY 0 AR 1. TR ML
RIRERZ D, HA AHHECE] AR F A X AME A
MALEL TN 1. H9IXAMEF] 7 OxFFFF I, 2 #1%% 1] 0x0000,
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BT E T E
2.8.2. WhEiEet

IRIEFCRE T, R E#R A E SR, B IR S
KIERSEAFAZI PN, RAE S RBER N T e ? 72X
P WERE NS ——ERE K E B Connection supervision
timeout (connSupervisionTimeout). XAMEAZ 10ms HfE%, Jf HAE
100ms~30.0s 2 [d] , [A] i & 4 20 K F (1 + connSlavelatency) *
conninterval, XNAZAFFLME,  MHLTEARIZ X7 VA 8 A 7o v I 15
Fit CLEE I I ) — 8 K T BT R AT X BA MG, fEK
% CONNECT_REQ Z J&, iR 8 ¥ = (0 3& 4% & i i 8] 3% 2
6*conninterval, JANGINNIERIENL R . Il 24 PSSR SR A
— U ! A T R AR

If the Link Layer connection supervision timer reaches 6 * conninterval
before the connection is established, the connection shall be considered

lost. This enables fast termination of connections that fail to establish.

2.8.3. EEEMERED

KM hkF I RBAMR &, EXFREZLHF T
CONNECT_REQ MR 4. & 2-35 )y CONNECT_REQ PDU H)7H 2K
ZH 1K o
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‘ Payload

InitA AdvA LLData
(6 octets) (6 octets) (22 octets)

/& 2-35 CONNECT_REQ PDU payload

InitA A1 AdvA 735l 5 KR 2 T v s M A 15 3 1) e 2 Lt

2-36 M

LLData [IZH A &5 14 o

LLData

AA
(4 octets)

CRCInit | WinSize | WinOffset | Interval | Latency | Timeout ChM Hop | SCA
(3 octets) | (1 octet) | (2 octets) |((2 octets)| (2 octets) |(2 octets)| (5 octets) | (5 bits) | (3 bits)

/& 2-36 LLData field structure in CONNECT _REQ PDU’s payload

LLData & A 10 XK.

AA XIEIEH 4 NFTT. "AA”SE Access Address $2 AL 1
AT BE, HTHA SRBERRES T A=A EVLEE
i R gt
CRCInit XA 3 M7 1. ZIEBSIRE T CRC I HIFE AL
AL A IR A6 .
WinSize XISIEH 1 A7 BAESE L BORFIE], 1 Hix A
{E3f LA 1.25ms A & FLIE R &M L E] . B
> transmitWindowSize = WinSize * 1.25 ms

B 1.25ms KIMEHL TEH:

[1.25ms,MIN(10ms, conninterval - 1.25 ms)]
WinOffset X IBIEH 2 A5, BRI WM E], [H
FEXAMA R 23R DL 1.25ms A 2 FLIE RS o H w2 I a] o 3X
NMSPHLRER - EEFHRENRE ERSHEHNH

51



BLE4.0 fIC Dh#EHE 4 th i 45

—IR, 2 R B B = gt A T [ R AT 4 1 o 1 1 i
» transmitWindowOffset = WinOffset * 1.25 ms
B 1.25ms FI15E Vo
[0, conninterval]
® Interval DXIBILAT 2 NEAT . IXANEIR A& U HH 1% (R B 1]
1o ITEA:
» conninterval = Interval * 1.25 ms
EE 1.25ms [fEEL, VuH:
[7.5ms,4.0S]
® Latency XIILA 2 7. XA w2 MHLIERIRE, XA
CEANFE I TA) L A 2 AF PR ? e ML 2 B X 6 —
A FEVLRIERE S AT N, B WX connSlaveLatency=5,
W2ELE 5 NEREFAF, WIRMHLA B BH Bl 5 2 KX,
H2XA 5 DFEAEPNT IAHFEHE, EPBASIONIERE
T Ik
» connSlavelatency = Latency
S(EAEE
[0, MIN(((connSupervisionTimeout / connlinterval) - 1),500)]
® Timeout XA 2 . XA [T A 722 E /2 10ms
I, P ARCIE AN 8]
> connSupervisionTimeout = Timeout * 10 ms
S(EASE
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[MAX(100 ms, (1 + connSlaveLatency) * connlinterval),32.0s]

® chM XA 5 M. B EEME T, HMAEFEES
R

® Hop X1 ILF 5bits. iXJE Sbits, iX/2 Sbits, = ZE I 3
Mo X ANE LR AR S PR R A

® SCA XHJLAT 3bits. X MARMLZ EHLHIRTEIAGE, XA42
B —ANZ8T, fEfhmE Ny Rh A RASH.
X 34 bit FIBRESTRA RN, FrLECRE —kE, WK

2-37,

SCA masterSCA

0 251 ppm to 500 ppm
1 151 ppm to 250 ppm
101 ppm to 150 ppm
76 ppm to 100 ppm
51 ppm to 75 ppm
31 ppm to 50 ppm
21 ppm to 30 ppm

~N o O kAW N

0 ppm to 20 ppm

K] 2-37 SCA [X 144715
2 AL 4 T 1 SR CONNECT_REQ B3, I H % F
B (WinOffset) R A @& I IR NEHSHHMER, 08 ES 5 i
fEFH, T WinSize i [a] 5 45 A 4 SR 20048 T S
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2.8.4. EERE--EN

TS —MERFEM T, 4 /2 tH CONNECT_REQ PDU H1 S H ikt
SEH) . MENLKIETE CONNECT_REQ R )5, Heds Rk — N4k
FMIRSC, T MALIES] CONNECT_REQ #) 305, Mlfdt NIRRT
fRIvHE % TAE 5, #R4E CONNECT_REQ H1 S5, 1 5@ HH AR WT (1T 1]
(ER DB ZRAE, MU E AT AL AT A FEABIIRES . B4 TRIIE
XA G ? RKBEBEF DU REAMER, K 2-38.

transmitWindowSize

transmitWindowOffset | 1
— e —-
Advertising CONNECT_ M->S S>M M->S
packet REQ transmitWindowOffset
JIFS, 2sms s TS
transmitWindowOffset + transmitWindowSize conninterval
Adv. channel ” Next data channel as

per the channel selection élégrnhm
with previous_event_channel =0
Adv. event
closed

[ 2-38 ) B HNEZSS i A 0
A XA —EL:

The CONNECT_REQ PDU includes three parameters used to determine the transmit
window. The transmit window starts at transmitWindowOffset+ 1.25 ms after the
end of the CONNECT_REQ PDU, and the transmitWindowSize parameter shall define
the size of the transmit window.The connlintervalis used in the calculation of the
maximum offset and size of the transmit window.

Therefore the start of the first packet will be no earlier than 1.25 ms + transmitWin-
dowOffset and no later than 1.25 ms + transmitWindowOffset + transmitWindowsSize
after the end of the CONNECT _REQ PDU transmitted in the advertising channel.

M ERTRAE RS — S TE 1.25ms Z )5 . i, ERIRS
B2 — BRI — E £ 1E[1.25 ms + transmitWindowOffset, 1.25

ms + transmitWindowOffset + transmitWindowsSize]Z [f] .
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K 2-38 WEHRBE AN 0 WiERRER, T 2-39 NtEiiints
N0 HITE D .

transmitWindowSize
r ------------
| Transmit Window :
L 1
Advertising CONNECT_ E
packet REQ M->S S=>M M-=>$
T IFS 1.25ms 0<t< transmitWindowSize T IFS
_ !
conninterval
Adv. channel Next data channel as
per the channel selection algé’rithm
t with previous_event_channel = 0
Adv. event
closed

A 2-39 | IESHANELZSS EHhFES 0
2.8.5. EBRE--MHL

X T ENRUAZE G ERRS N LT Ira BOR], Al 25 FR&
HHRIINLED R LEHETp o WIRHADRES, BiRAEITRE, BAH
TR, SURE Z 58 X M EFF IS o S8 SRR ARSI,
PREA LR, KRRk EHLE E R R B ER
— MRS, HEMHIFA—E RIS 2], frUEFMNLUERAESE —
AN ERCFA oA RN R B AR O, I TR SO B A, A
AEM, WHE 2-40.

transmitWindowSize transmitWindowSize
[m==————————=a [mm—————————-
1 Transmit Window : [ Transmit Window I
transmitWindowOffset | ) | ]
— e EmEmE_—-E—_—_—E_————— | e m e ——————————
CONNECT_

REQ S M->S S->M

1.25ms conninterval T_IFS

> 2

Adv. channel

Next data channel as Next data channel as
per the channel selection algorithm per the channel selection algoritim
with previous_event_channel =0

CAnchor Paint )

B 2-40 MBI — T ELFFRANKIAL P
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Feithid — T MHLBE N ERRS R RE: X T ALY R
CONNECT_REQ Z J&, WHMER T 2/ 1.25ms [ a1k FE o8 E N i
WA, HEAZ G —AMESE DR ], S NS O, TR
IS AL, BRGA E OFERIRIC, BT e L B o
FIER 2 F R 4RI, gt Ui AR DVRE T B K [a], AR AN — 8
SIS TA), WO B At v] DA 2 AR 3, R T 4R I 3% 2 8] B i 1)
SERIER BRI (A 2], FROGEARE I, TR

FEIX P 2 LA ]

® (T AMHIRR MR R T 88— sk S

X ERABELEE, 2R !

The first packet received, regardless of a valid CRC match (i.e., only the
access code matches), in the Connection State by the slave determines
the anchor point for the first connection event, and therefore the timings

of all future connection events in this connection.

P BRAR R 55— MU, JEi1R CRC 2T IEM, R ZE A
HEIER, FEEERRRE T A i AL 58 — N F A R OCE
FFORAE TR R B

© ST R] B IS Th) F) A AR AE AR 2

X [ g P 1] PR e A P

> GMHEER SRS, R A BRI T A, w2 R B
SCIARANZ, 24880 nrf51822 Kk, #t/2 Radio 1)
END FF A I 1
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> MY WLEER SCR M, Rz E] i TRl A, g 3 i H
FITFaa I Z) .

® NHLAEALA B I B B 2 — ME RS

RO, MHUANEANSE AR R 8] b I 18] Ji5 7 03 A A4
M, SERFRICN MR BAARICRI, EREEA LR
Sy:iR

ERFAFITBUAE connEventCount X MBI 23N 1 1.
> BEEIE RIS R B T MR

2.8.6. EFEEMRMA

XA, AN EIE R !

A0SR MM IR I 2 R8s Kk, B ATERESRAZ
BT, EHSOE—ADIROC, MWL A B BB A AN, EHL5
PR A o HR I R ELEGE MHAE —MERZ S G 2R S
BLURIERS, TERTHEHEHSC A IRE] MD X MR E(E 2-11). XM
SRR ERESEA KA, ik 2-41.

Master

MD=0 MD =1

Master shall not send another | Master may continue the connec-
packet, closing the connec- tion event.

MD =0 | fionevent. Slave should listen after sending

Slave does not need to listen | its packet.

Slave after sending its packet.

Master may continue the con- | Master may continue the connec-

nection event. tion event.

MD =1 Slave should listen after Slave should listen after sending

sending its packet. its packet.
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[ 2-41 MD 1/ /1 F I FAF
2.8.7. HOV B

XA TRAE AT rh B AL B 1), BIBLAEARIE A A FAT

AT A PR 2 R 2 IR, A ML SRR i, AN — B 4%
I, EASERTE AR, AERATECE R, R R /EEm
F et g, (HR IR AE ARG T, XA 2 & R T .
£ CONNECT_REQ PDU 3¢, EMLH H CHIM ik 2R 25 AL,
MU 75 ZE5E 5 LRI AL B ek 2 1 4 22 ke v B30 H R 29 e )
AR 20 XA TR AIN (A g2 3 e 44 i &l L. A T
i I TR0 BEAREEIN Rt — € Bt e ? X ul 2 IR Th#E
HIRE ) T, B DI THEREAT DRI T, S AU B R R 1Y,
It LA A T 45

AAEER R, REAEBIGCH R RS, X B E O
AAT, RAHWRRE] T, A H SRR, A& EREAE N
fi—Figsk, BEEEURR. FalRA ey, BWHBataEE.

Ja RAE QQ B A N THE A A F

[(Master PPM + Slave PPM)/106 | * £ [RIfGHTA] +2

ERGERA TR, B A 57 Sk B s
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Because of sleep clock accuracies, there is uncertainty in the slave of the exact timing
of the master’s anchor point. Therefore the slave is required to re-synchronize to the
master’s anchor point at each connection event where it listens for the master. If the
slave receives a packet from the master regardless of a CRC match, the slave shall
update its anchor point. The slave calculates the time when the master will send the
first packet of a connection event (slaveExpectedAnchorPoint) taking clock jittering,
and in the case of connection setup or a connection parameter update the transmit
window, into account. The slave shall also use the masters sleep clock accuracy
(masterSCA) from the CONNECT_REQ PDU, together with its own sleep clock
accuracy (slaveSCA) and the anchor point of the last connection event where it
received a packet from the master (timeSincelLastAnchor) to calculate the time it
needs to receive. The increase in listening time is called the window widening.
Assuming the clock inaccuracies are purely given in parts per million (ppm), it is
calculated as follows:

windowWidening = ((masterSCA + slaveSCA) / 1000000) * timeSincelLastAnchor
During connection setup or during a connection parameter update, the slave should
listen for windowWidening before the start of the transmit window and until
windowWidening after the end of the transmitWindow for the master's anchor
point. At each subsequent connection event, the slave should listen for
windowWidening before the start of the slaveExpectedAnchorPoint and until
windowWidening after slaveExpectedAnchorPoint for the master’s anchor point.
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2.8.8. BRHFRIHERSHER

X B MRDIFR I P B B A IR A g AR —ANE
PR P SRR, a0 EHE A T ORIE T ME RIS &
K, MWLATBA R RIS — A6, 53N — AR, APLE
RIEIAAG B8 TN MR B IGERF I, ML ZHIEE 1
WUE b —ANEBS A B A 18], 1 W LAE R A R IR
WA AR AN E— DR R R R 2 B LR RO BRA,
£ 150+2 ps 56 BCHCE G0 IR AT R R 28 B0 (v 48 2 LU AT T HE 1)

BERRE T BPIRSHUXS B FORS I B 2 D o (HRE A A
LR (1) 4% -

o i MR

® LI FR A A R S g

® [ SRR Ak

® x50 EALE HOST = [AJI HOST #E# K I L

TEEBRAS, FR MRt RTC 4, 31X B SIA AT A Al A, RTC
I g /N R SE I AL 2 30us, TS B b 32 ANFR) IR ok P2 I Sk i 4.
HE SR AR IR b ZZ #00EAT 30us, BT AIRAERE AL BRI, BRI &
OH 8 7T AL, At/ 60us, X H 82 RE I, Hi2Ihte

. WAEKE 2-42 1R,
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CONNECT REQ
WAL EE

y
1. Radio ¥R AL RXHE & IR 2
2. B FRTCH [A]

A 4

fa i [R) 21 ?

B EHTRTCH [A]

Ll
) 4

N pepgesppore Y

- LB & B
N 5%5? 2. Radi 0¥ T
) 3. RIEHR L
Y
1. Vi [ R L AEHOSTIE
2. Radi oG #RX 2. HES RIE L
3. B HRTCH [A] 3. B HTRTCHY [A]

B 2-42 NS KA IRFER
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29. FhEO

f£ 2.3 it TaRoCig s, XA RS E AR S
B NRARENE, DR AR .

2.9.1. | #&i#EE PDU

WICETHIINR 2-2, [RRERIRAIAT 78, W 2-43,

PDU Type

bsbsbsby | Packet Name

0000 ADV_IND

0001 ADV_DIRECT_IND
0010 ADV_NONCONN_IND
0011 SCAN_REQ

0100 SCAN_RSP

0101 CONNECT_REQ
0110 ADV_SCAN_IND
0111-1111 | Reserved

/& 2-43 ) B IGE PDU [ € L2 X 1 C o i

2.9.1.1. | BEHERNSEH

B T REEE S ANE ! 7E 4.0 IYEH I EE 3 4 PART C [1UES
11 755 H “Advertising and Scan Response data format” (page1735)iX

K. SokikKE 2-44 TE
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B Advertising or Scan Response data (31 Octets) o
Significant part Non-significant part
AD Structure 1 AD Structure 2 ... |AD Structure 'N 000..."000
P Tt ——
e T
' 1 octet Lengthoctets "= =o__
Length Data
| |
| |
n octets Length - n octets l
AD Type AD Data

A 2-44 Advertising and Scan Response data format

K] 2-44 FRATLAE S, T GAP SR, | FEFIIRE N A3 31
ANFEHEHB] T, BREEA RSO B B 0 AR, 4
SRRIEB S LA AR SIS, R AT GAP RIZFIKZR 2 31
FAT, HSRRE R R A R RSy o A R SR 2 BV 2 A
[f] AD Structure ZL, XALEMMWE —ERIHEN: BMEMIE -
FATRKEE, KEEHHSEWE T, XA A R BT
TR Z DA FAT . AR TR 73 E3E AD Type 1 AD Data. £ 4.0 #IiG
T 1736 UiF AD Type HIE X, [FISFE 1761 TIHH”APPENDIX C
(NORMATIVE): EIR AND AD FORMATS” FRH 414141 AD Type [

2. THIFE4I B4 AD Type F1 AD Datas

2.9.1.1.1, J #ERAIE L AD Type

7 4.0 FTE G, AD Type 354 11 Fh. W% 2-5
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F2-5 )L FE X AD Type

AD Type Value P

Flags 0x01 IR O e

Service UUIDs 0x02~0x07 | J #k A ik UUID

Local Name 0x08/0x09 | J #FHIHCHMIESF 47

TX Power Level Ox0A I 4 B O S S D

Simple Pairing Option OOB Tags | OxOD~OxOF | J 4% H & 4= 55 F T ANPR 2 (A SC 20 )
Security Manager TK Value 0x10 4 i A0 07 U2 ) 1R TK(AR S 20
Security Manager OOB Flags 0x11 T H A ANRE MR AR 2 (A S 2 )

Slave Connection Interval Range | 0x12 IR EH A ERERSENEE

Service Solicitation 0x14/0x15 | J #EHI B O Bk 3 R ENUA FrE RS
Service Data 0x16 il & AEi

Manufacturer Specific Data OxFF IR AR CHA AT AR E & R

2.9.1.1.2. J #EEHE € X AD Data

® FLAGS

FLAGS ZRAU i BEan I 2-45,

Value Description | Bit Information
0x01 Flags 0 LE Limited Discoverable Mode
1 LE General Discoverable Mode
2 BR/EDR Not Supported (i.e. bit 37 of LMP Extended
Feature bits Page 0)
3 Simultaneous LE and BR/EDR to Same Device Capa-
ble (Controller) (i.e. bit 49 of LMP Extended Feature
bits Page 0)
4 Simultaneous LE and BR/EDR to Same Device Capa-
ble (Host) (i.e. bit 66 of LMP Extended Feature bits
Page 1)

5.7 Reserved

/& 2-45 Flag /|~ 7525750 #7
PrENLRTEANTIEI IR — DA, X FERE /T H
DB BE LT 4 . A BRI R BIARIE & A R, 25
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SCRFEE A AE AL RIS S #5852 A0 BLE ik 2 1E A FENLIRI I
SRR WS 7 AN BLE.

® SERVICE

JR4% UUID A% 72 XN 4-46.

Value Description Information

0x02 16-bit Service | More 16-bit UUIDs available
UUIDs

0x03 16-bit Service | Complete list of 16-bit UUIDs available
UUIDs

0x04 32-bit Service | More 32-bit UUIDs available
UUIDs

0x05 32-bit Service | Complete list of 32-bit UUIDs available
UUIDs

0x06 128-bit Ser- More 128-bit UUIDs available
vice UUIDs

0x07 128-bit Ser- Complete list of 128-bit UUIDs available
vice UUIDs

/& 4-46 SERVER UUID /7B #
® LOCAL NAME

A AL BRI 5 AN 4-47

Value Description Information
0x08 Local Name Shortened local name
0x09 Local Name Complete local name

/& 4-47 LOCAL NAME )~ 1B #1 #7

® TXPOWER LEVEL

R DR SR E R 2 LN 4-48.
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Value

Description Information

0x0A

TX Power 0xXX:-127 to +127dBm
Level (1 byte)

Note: when the TX Power Level tag is not present,
the TX power level of the packet is unknown.

/4] 4-48 TX POWER LEVEL )" 75257/ 50 75

Il 2-49 JeRER T RO, X AMROCH

LR

AT 4 AD

o Advertising Data: 02809696c736bhr3a46a020106020ar807030d180T180a18
= Tocal name: 11sksdj

;; Flags: Owxl6 =

Jdength: 0x08 >
type: Cnmp1ete Local MName [0=097
_Jocal name: 11sksd]

<Jength: Ox0Z =
type: Flags (0x01)

.0 .... = 3imultaneous LE and BR/EDRE (Host): False
. 0... = Simultaneous LE and EBRE/EDRE {Controller): False
.1.. = BRAEDE rnot supported: True
..1. = LE general discowverable: True
..0 = LE Timited discoverable: False

= Tx power Jewvel: -8

x]ength Gxﬂzﬁ
type: Tx Power Level (Ox0al
T power lewel: 121

= 16 bit uuids {cnmp]etej: odig0fiadals

CRC:

Qoo 04
0010 00
0020 BC
0030 Of

fTength DxD? o

type: CDmp1etE List of 1é-bit Service Class UUIDs (COwx33)

16 bit wwid: Owx180d
16 bit wwid: Owx180F
16 bit uwid: Oxi80a
Oxd03aab

05 30 01 fa 02 06 0a 01 25 48 00 OO0 dd ca OF
dE be 89 8e o0 1d 8 39 Fe 6e ed d2 OB 09 A9
£3 &b 73 64 62 02 01 ¥F 02 0a f2 07 O3 Od 18
158 0a 18 80 36 ab

/5] 2-49 sniffer RZEHT) 7 €4

® SLAVE CONNECTION INTERVAL RANGE

RASPE R A ENEZRS, W US55 WHLFT I )&% S

Z

éﬁ ’

BRSO E R LIS 2.8.1 5. WHLEESHE H A8 & X
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& 2-50.
Value Description Information
0x12 Slave Connection Interval | The first 2 octets defines the minimum value for

Range

the connection interval in the following manner:
conninterval ,,;, = Conn_Interval_Min * 1.25 ms

Conn_lInterval_Min range: 0x0006 to 0x0C80
Value of OxFFFF indicates no specific minimum.

Values outside the range are reserved. (excluding
OxFFFF)

The second 2 octets defines the maximum value
for the connection interval in the following manner:

conninterval,,,, = Conn_Interval_Max * 1.25 ms

Conn_lInterval_Max range: 0x0006 to 0x0C80

Conn_lInterval_Max shall be equal to or greater
than the Conn_Interval_Min.

Value of OxFFFF indicates no specific maximum.

Values outside the range are reserved (excluding
OxFFFF)

/& 2-50 SLAVE CONNECTION INTERVAL RANGE | JBE £ 17

® SERVICE SOLICITATION

XA T ML BB e 1) BN LR AT LR 5%, BN ancs IR
55 HIMNLAT A SRR THLERE, FrUME) # ) fE X MR 2 )5,
2 L FHURILE OB XA RS E, TR & M. W R
FSRAHHE E &l 2-51.

Value Description Information
0x14 Service UUIDs List of 16 bit Service UUIDs
0x15 Service UUIDs List of 128 bit Service UUID

/& 2-51 SERVICE SOLICITATION /" 7B # #7

® SERVICE DATA
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RAEARME A ARG & A 2-52 Fos.

Value Description Information
0x16 Service Data (2 or | The first 2 octets contain the 16 bit Service UUID
more octets) followed by additional service data

/&] 2-52 SERVICE DATA /7B 85 #7
® MANUFACTURER SPECIFIC DATA
J B T RO AR R R . BN E 2 A R A, TR0
FHNEAESE . R EE E T A 2-53,

Value Description Information

OxFF Manufacturer Spe- | The first 2 octets contain the Company Identifier
cific Data (2 or Code followed by additional manufacturer specific
more octets) data

/& 2-53 MANUFACTURER SPECIFIC DATA /~ 78#t#7& X

TR SR AT AR S B R B T B R N A R . &
2-54 1 sniffer REN FEHRI N EEdE . K 2-55 4 sniffer RER
. B 2-56 ML FHLE#EIRT #HBE R .

= Bluetooth Low Energy Link Layer
Access Address: 0xBe89bedd
F Packet Header: 0x2104 (PDU Type: SCAN_RSP, Txadd=false, RxAadd=false)
Advertising Address: 34:15:13:20:0d:05 (34:15:13:20:0d:05)
El Scan Response Data: 111599cadc240ee5a%e093f3a3b5e7Ted06e0B096CH97571.

g
| = List of 128-bit Service Solicitation UUIDs |
Length: 17
Type: List of 12B-bit Serwvice Solicitation UUIDs (Ox153)
Custom UUID: 99cadc240ee5a%e093F3a3bserfedlbe
| E Device Name: Tiuquan |
Length: 8
Type: Device Name (0x09)
Device Name: liuguan
CRC: Oxeaafod

0000 1c 06 34 01 fc 17 06 0Oa 01 26 2c 00 00 97 QO DU Y [P
0010 dGé be B9 8e 04 21 05 -
0020 a9 e 93

0030 e

/&] 2-54 sniffer "’%ﬂf 770 0 B
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= Bluetooth Low Energy Link Layer
Access Address: 0OxBeB89bedé
# Packet Header: 0x2000 (PDU Type: ADV_IND, Txadd=fFalse, Rxadd=false)
Advertising Address: 34:15:13:20:0d:05 (34:15:13:20:0d:05)
= Advertising Data

Type: Flags (Ox01)
000. Reserved: 0x00
L0 Simultaneous LE and BR/EDR to Same Device Capable (Host): false (0x00)
N Simultaneous LE and BR/EDR to Same Device Capable (Controller): false (0x00)
1., BER/EDR Not Supported: true (0x01)
1 LE General Discoverable Mode: true (0x01)
veee a0 LE Limited Discoverable Mode: false (0x00)
| £ Tx Power Level |
cengths—2
Type: Tx Power Level (0x0a)
Power Level (dBm): O
|B 16-bit Service Class UUIDs
LI'_‘Ilth. 3
Type: 16-bit Serwvice Class UUIDs (0x03)
LUInD 16 Unknown (Oxfea?)
B sTave Connection Interval Range: 100 - 1000 msec
cemngthT—5
Type: Slave Connection Interval Range (0x12)
Connection Interval Min: 80 (100 msec)
Connection Interval Max: 800 (1000 msec)
| £ Manufacturer specific |
Length: 9
Type: Manufacturer specific (0xff)
Ccompany ID: uUnknown (0x4c51)
# Data: 341513200405

£}

0000 1c 06 33 01 fa 17 06 ODa 01 26 2c 00 00 88 02 00 L3 &Ll
0010 00 d6 be 89 8e 00 20 05 Od 20 13 15 34 c

0020 0a 00 03 03 eF e 05 12 50 00 20 03
0030 34 15 13 20 SIE

/& 2-55 sniffer REEHT) TEEHT
liuquan Raw data:
34:15:13:20:0D:05 . 0x020106020A000303E7FE05125000200309FF

NOT BONDED 514C341513200D05111599CADC240EESA9EQ I_D
93F3A3B5E7FE406E08096C69757175616E

e/
od 0 bc e5

Type: BLE only

Flags: GeneralDiscoverable, BrEdrNotSupported Details:
Tx Power Level: 0 dBm LEN. TYPE VALUE
Complete list of 16-bit Service UUIDs: OXFEE7 0x01  0x06 flag

Slave Connection Interval Range: 100.00ms - O0x0A  0x00 TX power
1000.00ms 0x03 OXETFE server UUID
Manufacturer data: 0x514C341513200D05 0x12  0x50002003 EEEH

List of 128 bit Service Solicitation UUIDs: 6e40fee7-
b5a3-f393-e0a9-e50e24dcca99

Complete Local Name: liuquan

OXFF  0x514C341513200D05 | % %4
7 0xI5 Ox99CADC240EESA9E093F3A3B5ETFE4

06E siii
CLONE ~RAW  MORE 8  Ox09 0x6C69757175616E iﬁmﬁ%

B 2-56 FHLFTHEIHT) T FIT170 0, 527

- O 01T W NN
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2.9.1.2, Advertising PDUs

2.9.1.2.1, ADV_IND, ADV_NONCONN_IND, ADV_SCAN_IND

I 3 T RE Payload & —FER, T 2-57.

Payload
AdvA AdvData
(6 octets) (0-31 octets)

/& 2-57 ADV PDU Payload
RISCHR A RS, | #E {5 1E R Payload I 6 N7 19N, I #E AL,
EAMRKTH T™XAdd € & 2 bk 2B . R
AdvData | #EHEHE, % 31 M. JHEEERE R T ) HOST &
2ROk, HSX SR & H Generic Access Profile (GAP) it /2 & FH 1y
R B . BERX,  FRIG R i B 2-58.

LE SW higher
la

LE SW higher
layers

/& 2-58 HOST /Z#(#5#) CONTROLL ZHIES 17
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fE 2-58 W1, RN HC IR R, AR s
PR UM o X B3R T BRI — A A, TR — R IR AN
GRS — R R B — 2220 R it 1) _E B ) T A%4, B, GAP Hisk
EAZR TR T, HRAREBIEE MRS RE, g
L2CAP /=, —Fil 2 EESPHEKZ, WRA HC ML EES 2] T HC
. B, AERRTEZBER LY, s - EEE—E—
J2 B B AL, A R TTRER AT, A HZ AT Lk Hoft 2 21 5
Iz

2.9.1.2.2, ADV_DIRECT_IND

ISR B, —AN2) #E 5 e S thbicE —
A A BIE R T i Ak, anfE] 2-59.

Payload

AdvA InitA
(6 octets) (6 octets)

/& 2-59 ADV_DIRECT_IND PDU Payload

2.9.1.3. Scanning PDUs

2.9.1.3.1, SCAN_REQ

X BT 2 %%, FIl ADV_DIRECT_IND F{fL—FE, anE 2-60. & 2-61
R A R SR o
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Payload

ScanA
(6 octets)

AdvA
(6 octets)

/& 2-60 SCAN_REQ PDU Payload

=] Bluetooth Low Energy
Access Address: Ox8eidbeds
I Packet Header

... .... = R Address:
1., .... = Tx Address:

. 0011 = TyPE: SCAM_E
Length: 12

random
random
EQ (Ox03)

Init Address: F2:ea:8e:hf:ff:5c (Fz2:ed:gdethf:ff:5c)

Advertising Address: £3:54
CRC: OwzbFraz

Q000 07 06 1f 01 39 Oe 0/ Oa
0010 00 d& be 89 8e c3 Oc S5c
Q020 3c 54 f8 2Zh 77 82

:3ci59:bh2:81 (f3:54:3c:59:hz2:81)

01 27 32 00 00 96 00 00 T
ff bf 8e es 72 81 b2 59  ....... L

/&) 2-61 Sniffer KRS F17iF K IR

2.9.1.3.2. SCAN_RSP

X AN ADV_IND £ —FF,

MK 2-62. K 2-63 N H REMH

EINE=S O
Payload
AdvA ScanRspData
(6 octets) (0-31 octets)

/& 2-62 SCAN_RSP PDU payload

7EE 2-44 B &9 T ScanRspData £ -
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- Bluetooth Low Energy
Access Address: OxBe8%beds
-] Packet Header
.. ... = Tx Address: random
. 0100 = TYPE: SCAM_ESP (OwxD4)
Length: 24
Advertising Address: f8:54:3c:59:h2:81 (f8:54:3c:59:b2:81)
- Scan Response Data: 1107%ecadc240ee5a9ed23f3a3b50100406e
- 128 bit uwids {complete): 9ecadcz24Ceesade093f3a3bs0100406e
lTength: Ox11
type: Complete List of 128-bit Service Class UUIDs (CwOF)
128 bit uuid: Gedd0001k5a3f393edadeslezddccale
CREC: Ox179a3c

o000 OF 08 2h 01 3a 0e 06 Oa 01 27 49 00 02 97 00 OO e T
0010 00 dé be 89 8e 44 18 81 b2 59 3c 54 8 11 OF %9 ..... D o eT....
0020 ca dc 24 Oe 5 a9 el 93 f3 a3 bs 01 00 40 Ge 17 T . 1o
o030 9a Jc .

K 2-63 Sniffer SREEZ 117774 E IR
2.9.1.4. Initialing PDUS

2.9.1.4.1. CONNECT_REQ

R ORAEE 2.8.3 T CETEM TR, &l 2-35 il KAL)
(RS

2.9.2. FFEiHE PDU

BHERSCIIRE AE 2.3 Wh O VEM IR . s i@ iE e N
PR BEER E BRI SC(LL Data PDU)FIEERR 245 4R . 1% B FRK
Sk A LLID P B @ R K 2-64.
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Field Description
name
LLID The LLID indicates whether the packet is an LL Data PDU or an LL Control

PDU.
00b = Reserved

01b = LL Data PDU: Continuation fragment of an L2ZCAP message, or an
Empty PDU.

10b = LL Data PDU: Start of an L2CAP message or a complete L2ZCAP mes-
sage with no fragmentation.

11b = LL Control PDU

/& 2-64 ##5 PDU FR=LHT LLID “F5E

2.9.2.1, LL Data PDU

BEIR AR B TE 2 PSRk 3% L2CAP FOEE, tomt 2 i R B %K
#a—E N HOST ERIER T EM . A PDU BIARsHZ LLID 4

01b {3 10b.
® LLID=01b X PMEHEE A& L2CAP = HIEHE ) il il 22 0 K ik

s, s NS, ST RA, HdE pou ki
JEE 302 5 2B E B 00000b, 1717 7% A0 AT AR ML I AT ] i
B, K 2-65 A7 HRER T A,

LLID=10b A X EHHEFR R —> L2CAP EE BHIEILE, X
SRANIR L2CAP 2 B AT AT BE R 2 1) — S Bl K ik s B
AR ESBEREZANERIE, B2 100 bR, MY TRIGE
— R R KA TE . XX LD, #idE PDU kLR
[ B A2 AN BB A 00000b (1. 18] 2-66 2 HFREE I T IR AL
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- Bluetooth Low Energy
Access Address: Owxaf9abdild
o) Data PDU Header: Cx0001

oo0o. ... = RFU: O
L0 L., =MD O
L QoL = SN O
0.0 = NESW: O
..01 = LLID: Continuation fragment of an L2CAP message (1)
Length: 0O
CRC: OxB8alerh
o000 OF 06 13 01 o 18 06 0a Ob 1e 38 Fc 02 fa 73 00 ........ L8]
o010 00 18 bd 93 af 01 00 8a 3e 75 L i ieees U

/4] 2-65 Sniffer KRG H1 5 #5 W8 5 EIIR X

-] Bluetooth Low Energy
Access Address: O=at9abdis
o) Data POU Header: OwxOdOe

000, ... = EFU: O
2D .. =MD O
« 1. = M1
.1.. = MEZN: 1
eees o100 = LLID: Start of an L2CAP message or no fragmentation (20
Length: 13

CRC: Owxedeldzf

Q000 OF 0f 20 01 ak 18 O& Oa O3 14 3a &d 02 8 73 00 e e .. ML

0010 00 18 bd %a af Oe Od 09 00 04 00 52 11 0D 52 65 ........
Q020 77 B9 Ee B4 e3 ed 2f wind. ./

] 2-66 Sniffer REEZ 1 K HE T EH W45 577 F TR

2.9.2.2. LL Control PDU

S FHERR R B H], LLID=11b. "B KA SBEEHE BGL 7 N T AN X
%, K 2-67.

Payload

Opcode CtrData
(1 octet) (0 — 22 octets)

/& 2-67 LL control PDU payload

BN EERS, SHF BLE 35 14 MEHIERE, WK 2-68.
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Opcode Control PDU Name

0x00 LL_CONNECTION_UPDATE_REQ
0x01 LL_CHANNEL_MAP_REQ
0x02 LL_TERMINATE_IND
0x03 LL_ENC_REQ

0x04 LL_ENC RSP

0x05 LL_START_ENC_REQ
0x06 LL_START_ENC_RSP
0x07 LL_UNKNOWN_RSP
0x08 LL_FEATURE_REQ
0x09 LL_FEATURE_RSP
0x0A LL_PAUSE_ENC_REQ
0x0B LL_PAUSE_ENC_RSP
0x0C LL_VERSION_IND

0x0D LL_REJECT_IND
Ox0E-0xFF Reserved for Future Use

/& 2-68 LL Control PDU Opcodes
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2.9.2.2.1. LL_ CONNECTION_UPDATE_REQ

EES S — O ENLKIE R CONNECT_REQ HH&IE 1. x>
A I I R NV, 2 Ud LA A 75 ZE B I 3 n] Lk AT 2
BOE W . MHRENE A 2 G A AS L, EaAWFERE. R
MBI R T E TSR ? W, 3.1.3.2 . EATEFIE R
A& 2-69.

CtrData
WinSize WinOffset Interval Latency Timeout Instant
(1 octet) (2 octets) (2 octets) (2 octets) (2 octets) (2 octets)

/&) 2-69 CtrData field of the LL_ CONNECTION_UPDATE_REQ PDU

XEAFH RN, A 2-360 EAPE - T RE—
NSHL: Instant.

TEIER T RN, JEA R R K IEL 2, XS HOH L A3,
FEAELYE N 2T W . 76 2.8.1 WA ULE], BLE MRS &E

TR HE R 0. XA EBERE A Instant S8 —
NIRRT E S T T BAs O K. 2 IR R R A A TR T
Instant FERI 5, ERSEITHRBNMLH, X T Instant X K
TR A ST — A RE RS R, R R R AR

FIEE K. B 2-70 sl it fE R K
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transmitWindowSize

Transmit Window

transmitWindowOffset

Last event transmitted with First event transmitted with Second event transmitted with
S conneciion paramete’s néﬂﬁﬁ@ﬁﬁﬁﬁﬁﬁﬁés ngﬁﬁmﬁaaﬁﬁﬁma§s
M->8 S>M transmitWindowOffset M->8 S>M M->S S>M
e %mmmwmﬁmméﬁ%ﬁmmwmﬁmﬁ? 45 a5
connintervalg o conninterval,.
/& 2-70 connection parameter update
Kl 2-71 9 PRI SHOEHi L.
-] Bluetooth Low Energy
Access Address: O=506545d5
-] Data PDU Header: Ow0cOf
oo0, .... = EFU: O
WD e =MD O
1... = SN: 1
.1.. = NEZH: 1
wees 2211 = LLID: LL Control PDU {33
Length: 12
- LL Control PDU: LL_CONMECTION_UPDATE_RED (Cx=007
LL Control Opcode: LL_COMMECTIOMN_UPDATE_REQ (w00
Window Size (ms): 3.75
Window Offset {ms): 533.75
Interval (ms): 997.5
Latency: O
Timeout (ms): 4000
Instant field: OwxO0bg
CRC: Ox1a8128
Qo000 OF 06 1T 01 83 15 08 Ca 3f 1f 36 a8 0D F9 F3 00 ........ T.B..¥S.
0010 00 d% 45 65 50 Of QcC Q2 03 ab 01 1e O3 OO OO0 90 B ]
0020 01 bd OO 16 &1 22 Lol {

/& 2-71 Sniffer RIS HIELE L EFIR K
2.9.2.2.2, LL_CHANNEL_MAP_REQ

T THE ] 5 — IR E AL IEH) CONNECT_REQ F %16 1) AAg =

i 2-72.

CtrData

ChM Instant
(5 octets) (2 octets)
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/& 2-72 CtrData field of the LL_CHANNEL_MAP_REQ PDU

EAEAHN Instant EBMSEEHUHHEEL R, K

2-73 AR AR I T B

-] Bluetooth Low Energy
Access Address: Ox50656bES
-] Data PDU Header: O=x080F

000, saas RFU: G
MD: O
SN: O
MESN: 1
LLID: LL Contral PODU (33

. s
o n mw n

Length: &
5 LL Control POU: LL_CHANNEL_MAP_REQ (0x017)
LL Control Opcode: LL_CHANMMEL_MAP_REQ (Cned1)
= Channel map: OOFaffffif
Enahled channels: . . , . . . ,
Instant field: Ox00de
CRC: Ox52FdbS

Q000 04 06 1b 01 79 03 06 0a 01 1e 51 dd4 OO0 23 00 OO
Q010 00 65 &b &5 S5O OF O8 01 OO0 F8 ff ff 1f de OO 52
Q020 Fd bS

] 2-73 Sniffer “KEELH1HE I E w78 X

2.9.2.2.3, LL_TERMINATE_IND

ZAERE, HUSRBRREARZE RS, AT A L AR R A
FEARATI R 1B B . ZA&IRER:, W& E kB &L, JF
BRI AT RO S o B IR 2R IR IE RN SR AR A AR
N2 WA, EERUT #HE AR . BRI A Kk it
PRI ? RO TTR S5 AT B R I R Ta], Gn RGE I 2 B S WP .

ERTTIA G S (I e 2 1
® iE N
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® MIC k3%

R EI R PANRE, AR & IERRCC B S B 3BT,
X7 EHLBENLAS 2@ F .

B IER SN 2-74,

CtrData

Error Code
(1 octet)

/] 2-74 CtrData field of the LL_ TERMINATE_IND PDU
ZILJRANA L T, 1£ 4.0 WP E LT —E BRI
X A, 3 4.0 RIYEHAYEE 2 15 Part D-Error Codes X -

K] 2-65 =R,

- Bluetooth Low Energy
Access Address: OxG0A545d5
- Data PDU Header: Q=0203

ooo. ... EFU: O
MD: O
SH: O
MEZM: O
LLID: LL Control PDU (33

01 s s
o uw u n

Length: =2
= LL Control PDU: LL_TERMIMATE_IND {O=023
LL Control Opcode: LL_TERMIMATE_IND (Cw02)
Error code: Remote User Terminated Connection (Ox13)
CRZ: Ox5d7fged

Coo00 OF 06 15 01 31 16 08 Qa 3f 1 38 ff 00 27 37 Of A -

0010 00 df 45 &% 50 03 02 02 13 5d 78 e9 LEeP... L]

/& 2-75 Sniffer REETTH 2 ILIFEREIR K

2.9.2.2.4. LL_ ENC_REQ

XA INEE R, Bl 2-76.
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INEEEAW N, ZJa BidEATH .

aleinls)
0010
Q020
o030

CtrData
Rand EDIV SKDm IVm
(8 octets) (2 octets) (8 octets) (4 octets)

/& 2-76 CtrData field of the LL_ENC_REQ PDU

K 2-77 NP REAL,

-] Bluetooth Low Energy

Access Address: Ox506545d5
- Data PDU Header: Ox170f
o0, .... =

. L
. . (I

. [ .
[ .

[

(] [} n n

Length: 23
- LL Control PDU: LL_ENC_REQ (Qx03)

LL Control Opcode: LL_EMC_REDQ (0x03)
Rand: QOOC000000003C00
EDIW: QOO0

SkDm:

EFU: O
MO O
SN 1
HESH: 1

LLID: LL Contral PDU (33

cr493d11c47chdse

Ivin: 1f&3aSae

CRC:

or
L]
Qg
ac

OmrZ2e82c

06 2a 01 d7 14 06 Qa
ds 45 &5 50 OF 17 O3
00 c7 49 8d 11 c4 Fc

03 12 32 54 00 51 73 OO

o0 00 00 00 00 00 00 00

b Ge 1f 88 a% ae 72 &8

/& 2-77 Sniffer “REEZS 1 TF46 N1 & 17 KR K

2.9.2.2.5, LL_ENC_RSP

e N EAL, e 2-78.

CtrData
SKDs IVs
(8 octets) (4 octets)

/&] 2-78 CtrData field of the LL_ENC_ RSP PDU
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MEEBEAY M, Z B TH . ...

K 2-79 NS hREAL,

I Bluetooth Low Energy
Access Address: Ox506545d5
-] Data PDU Header: Ox0Qd07F

oo0. ... = EFU: O
LD eas =MD O
=L
.1.. = HESN: 1
weee 2.11 = LLID: LL Control PDU (3D
Length: 13

o LL Control PDU: LL_ENC_RSP (O=04)
LL Control Opcode: LL_EWC_RSP (Ow=04)
SkDs: 5fblc0aad3l195091
Ivs: 15f7f&Fs
CREC: Oxd4952ec
o000 07 08 20 01 da 14 06 Oa 01 17 47 55 00 37 OO0 0O

0010 00 d5 4% 65 50 OF Od 04 5F bl cO 65 d8 159 50 91
0020 15 f7 f8 75 49 52 ec

/& 2-79 Sniffer REE5S T8 N1 E B IR X

2.9.2.2.6, LL_START ENC_REQ

THEINEE R . XA EAEE . Kl 2-80 4

- Bluetooth Low Energy
Access Address: Owx506545d5
-] Data PDU Header: Qw0107

000, ... = EFU: O
WO el =MD O
. Q... = 5K O
.1.. = HESH: 1
wees 211 = LLID: LL Control PDU (33
Length: 1

- LL Control PDU: LL_START_EMC_RED (Ow053
LL Contral Opcode: LL_START_EWC_REQ (0=05)
CRC: OwO3fafs

0000 OF 06 14 01 de 14 OF 0a 01 21 47 57 0D 97 OO OO
0010 00 d5 45 65 50 OF 01 05 03 fa f5

..... . .3l
EeP... _..T.
ulIk
THREEAL,

/& 2-80 Sniffer RZEZ5H1 I8N v IR X
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2.9.2.2.7, LL_START ENC_RSP

Tt

-] Bluetooth Low Energy
Access Address: Owx506545d5
- Data PDU Header: OwD10f

ooo. ... = EFU: O
D s =MD O
I =1 e
1., = NESN: 1
...... 11 = LLID: LL Contral PDU (33
Length: 1

= LL Control PDU: LL_START_ENC_RSP (O=0&)
LL Control Opcode: LL_START_ENC_RSP (Ox0&)
CRC: Ox8505be

0000 OF 06 14 01 df 14 06 Da 3F 01 30 58 00 11 74 00 ........
0010 00 d5 45 65 50 Of 01 06 85 05 be ..EeP...

/4] 2-81 Sniffer RIS H1 LGN B B IR K

2.9.2.2.8, LL_UNKNOWN_RSP

X

A

o XAMROCEA B, 1A 2-81 JyE RS

A A NI NI )AL, 75 PR 7 IX AN AN BE TR A A 2
AR [BHE AN BEPAT BB VR R i 1 . Tl 2-82.

/

CtrData

UnknownType
(1 octet)

/&] 2-82 CtrData field of the LL_UNKNOWN_RSP PDU

— AR R RIREEC AR dr 2 4H .

2.9.2.2.9, LL_FEATURE_REQ

AL KA 1 EALROIE S MBLIT, WnlEl 2-83 9 8 M7

B, X8 MNFATE—A bit Xon—MRE. XFT BLE4.O P A HOHFIE

83

TR EE
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HA 1A bit M2 AR, HARefRE. Wik 2-84 fn. 1585
SCREINE, 0 RoRASCRFINE .

CtrData

FeatureSet
(8 octets)

/4] 2-83 CtrData field of the LL_FEATURE_REQ/RSP PDU

Bit Link Layer gane rom | Valid from Host | /21 from
position | Feature Hoot to Controller | 2o €Tt

0 LE Encryption Y paizeenay Y ENEEEHEARY DHEREHES
1-63 RFU

/& 2-84 FeatureSet [X 1% i/ 5 i)Hes1 &

2.9.2.2.10, LL_FEATURE_RSP

REAE B2 = WAL R ES B N Z A, B M
LL_FEATURE_REQ 1—¥f o BUHEIAT 8 N7 NMHUA G IRFE .
HRAE A8 e R L FE L &2 Sniffer 25 FP SR AE IR ALt ] 2-85.,

FEATURE FEATURE
REQ S->M M->5 RSP M-=S S->M
T_IFS T_IFS T_IFS
— — —
connlinterval connlinterval

Features taken into use

Bluetooth Low Energy

Access Address: Ox953504cC7
# Data POU Header: 0Ox0903
E LL Control PDU: LL_FEATURE_REC (0Ox08])

LL Control opcode: LL_FEATURE_REQ (Ox08)
= Feature set: 0100000000000000
|supported feature: LE Encryption|
CRC: QxB2345e

J00 03 06 1c 01 fh Ob 06 0a 03 08 42 00 00 59 2a 00
TLO 00 c7 04 35 95 03 09 08 (TR
120 B2 34 Se —
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Bluetooth Low Energy

Access Address: 0x953504cC7
+# Data PDU Header: Ox090hk
- LL Control PDU: LL_FEATURE_RSP (Ox09])

LL Control opcode: LL_FEATURE_RSP (Ox0%])
-l Feature set: 0100000000000000
| supported feature: LE Encryption
CRC: OxThaceld

WO 03 06 1c 0l Td Obh 06 0a 0L 10 57 Ol 00 97 00 00
0 00 <7 04 35 95 ob 09 0b (R IEEE
120 f6 ac es ~—

/K] 2-85 FFIFRHLLFE

2.9.2.2.11, LL_PAUSE_ENC_REQ

PEINEG R XIS B s

2.9.2.2.12, LL_PAUSE_ENC_RSP

PEINE N o« XA IR B

2.9.2.2.13. LL_VERSION_IND

Pl A it iy 2 AR S8 00 14 2-86.,

CtrData

VersNr Compld SubVersNr
(1 octet) (2 octets) (2 octets)

/&1 2-76 CtrData field of the LL_VERSION_IND PDU
XA AR A S 3 N X,
® A5 (VersNr)
B N MR B VS RRCAS T 73 B 5 o B 0% BLE4.O

1125 5l /& 0x06.
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® A FRiRFF(Compld)

B FH W R K (S1G) AR 77 3 s 4 ) 38 1) A = BT i 2 IR AR
b

® A5 (SubVersNr)

RANSHEUEET AR E R — T, B B BT
TR T HR AT AL A

ST IRA A, E— RS R iR 2 AT — IR IRAS A, 21K
TR EA LT HATE —J5 Kk

40~ BN nrf51822 Al iPhoneds 2 [8] I RRAS AZ 45 8. F b 1] 2-87
AN as VENFENURIERIIRA S B & 2-88 N nrf51822 IRAE B

- Bluetooth Low Energy
Access Address: Ox506545d5
- Data PDU Header: 0x0&03

ooo. ..., EFU: O
MD: O
SH: O
NESN: O
LLIC: LL Control PDU (33

Length: &
- LL Control PDU: LL_VERSIOM_IHWD {Cm0c)
LL Control Opcode: LL_WERSIOH_IND (CwOc)
Bletooth wersion: &
Company ID: 15
Sub-version number: 16643
CRZ: Oxabearsa

Qo000 OF 06 19 01 2b 14 06 Qa 03 05 32 00 00 c5 41 00 N T =T
0010 00 d5 45 &5 50 O3 06 Oc Of Of OO0 O3 41 af ea 7a B o ALz

/& 2-87 Sniffer SRZE 5511 iphoneds R AR X
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- Bluetooth Low Energy
Access Address: 0x5065454d5
-] Data POU Header: Ox0alh

000, ... RFU: O
MD: 1
SH: 1
NMESN: O
LLID: LL Control PDO (3]

'«
non oo

Length: &
- LL Control PDU: LL_WERSION_IND (OxOc)
LL Control Opcode: LL_WERSIOW_IND (OwOc)
Bletooth wersion: &
Campany ID: 89
Sub-wversion number: 73
CRC: Owfdafzz

o000 OF 06 19 01 Ze 14 06 Oa €1 Qa 45 01 00 97 00 00 ........ .. E.....
0010 00 d5% 4% &5 50 1b O& Oc Of 59 OO 49 00 f4 af 22 ..EeP... WLILLLM

/& 2-88 Sniffer REE 75 nrf51822 JRAIRK

2.9.2.2.14, LL_REJECT IND

] 2-89 AR 3L,
CtrData
Error Code
(1 octet)

/&] 2-89 CtrData field of the LL_ REJECT _IND
H R i [FIAE L AE 4.0 FYEH Y 58 2 Z75 1Y Part D-Error Codes 7%
Eo
] 2-90 JuKAE BN 15 3R A i) i AR 4 [H] 55
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o Bluetooth Low Energy
Access Address: OxS0654267
- Data PDU Header: Ox020hb

ooo, ... = EFU: O
a0 a.. =MD D
1... = 53N: 1
0.0 = HNESN: O
wewe «.11 = LLID: LL Contral PDU (33
Length: 2

o LL Control POU: LL_REJECT_IND (OwOd)
LL Control Opcode: LL_REJECT_IHWD ({Ow0d)
Error code: PIN or kKey Missing (O=06)
CRC: Oxbdbb7c

QD00 04 06 15 01 Da 4f 06 Da 01 24 48 05 00 97 OO OO .. ... 0. JFH.LL L.
0010 0D &7 42 65 50 Ob 02 Od 06 bd bb 7Fc .gBeP... ...

/& 2-90 Sniffer “REEZ7H iy SR K
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2.9.3. EESHEREHINER UK ZEHERIERE

FEHEEE LA 4 DB, T LD FRELAE 2.9.2
i, BAH 3 A7 BEEE U3 MRS AEA T 34T
FEB AR R B A e X T U B FRORIE g 2 [F I R
BT E RS T R HTELIE 2 B (AL e 2

BE TR R ERTIAR I N A BT M, 72 BLE4.O HXACRA T 2
A bit A7k e R E R FR - 7E 2.3.3 T 2_3 O AR BT R
B I F B X A I 3 MR BT U . A 2-91,

NESN Next Expected Sequence Number
SN Sequence Number
MD More Data

/&/2-91 NESN, SN K MD Fr.af7

2.9.3.1. 7515 (SN)

EAREAT IS o B bit 7, FTEMERTE 0 F 1 2 (Al
O, N T B AR AT R, P BRSO A 815
EREN R, BN EERRFIES Y 05 BRRCEH N EEE BT,
Ko 55 EAN SRR )5 A X130k B At 08 A Wi
MR RRITER: WRPA S 5 ATH—#, WOVEALIRSC, R
A5 R Z i B AN TR U A R 5
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2.9.3.2. T35 (NESN)

e RO BB N BT, KRS, e
Pa R RIRIAbR & . NESN [ AT I HEE RN U7 O B2 el 1 2icdls
B FPH5.

ARSI (SN) A 0 IR SR AR IE L X 5 R+,
PCRE NESN BN 1, XFER T B )R, 2 K08 o
Bk, S ER E—KFS5 8 0 B XAhrE Al LR SRH
I B A 75 i IR R AL R R A

2.9.3.3. ELZEHE(MD)

XAPRAEALAE RIRIBE A U5 B4 B b7 HAt Bl i k3% . 0
BB B2 BAERIE, 1A EAEZHRMES KIE. IR bR &
N1, A E 2B R ERIE, P AR o 4R Al 5o i 5
FIBIF . XHER, RABOEAEIRERIE, ERFMF T . —
BEAFHEIEKIE, EREFATLZIKMA

2.9.3.4. SN. NESN F1 MD M FH 541+

wmE 2-92 itk T — PR TFEYS. P MNHEFA S AES
B AL T
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( EHLEA )

( YbL i )

ERHA

CIEHA

HTRAES
s, A4S
HOERHMF

AN EEF

HTRAEZ
s, R4S
FOERFF

¥ 43R S (SN=0, NESN=0, MD=1)

[ 2-92 ZiHi IR Kb b /T

*i&%}?ﬁ&i (SN=0, NESN=1, MD=1)
B (SN=0, NESN=0, MD=1) .
> B4 A SC (SN=0, NESN=1, MD=1)
H3E 4 S (SN=1, NESN=1, MD=0) g
< HH A SC (SN=1, NESN=0, MD=0)
[
(]
0
(]
:
B S (SN=0, NESN=0, MD=0) q
< HdiAh SC (SN=0, NESN=1, MD=0)
:
0
(]
-

R SCIE

Forn 21 # A%

W ICIEH

R SCIE

1. FREREFE-NEIRE, BRINNFIISHR 0, FT—MHE
KIFFZI 5oy 05 [RIN T MAEEE 0O ERIE, E2HRA BN
1(SNpmaster=0> NESNpmaster=0+ MDpaster=1) s MUBLE IEFRFENL 1 125048 ,
W U85 (NESNgave=1) o
2. EH TR HS (NESNgae=1) 2 S5, MHLRI% T HIES
— AN EIEEL(SNiave=0) o FFI B IEA — LU BB RI%, B A
X R 2 HARALHEAT TR E (MDyave=1). 8T, F A RA R EIXA
@, AR R T — MR RIS A A . BB 4k S A
r v, BN HHRE T HE2HERAL.
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3. EWRAHRRIES D EHE T (SNmaster=0 » NESNposte,=0 »
MDiaster=1)» X2 PR B A R s OB L, PRI e 20
& b= NS EBCXEIR AR R IF 55 M E— A, A
Wi BALRSC, TRALH F— M5, b TER Rt
FIREZHHE, B AE L ANER R A kB RR bR O

4. s BOHTROE B B B E L (SNoave=0, NESNiq,e=0 »
MDyige=1)o EWR AT MM T %R0, TREHEW F—MIEFS)
7 (NESNyae=1) o FHUR I B & IEA B8 LB FRF AL, TRKIEH
fib R S BB A

5. FWARE 3 AR NREBERE, EH T A
815 (SNmaster=1» NESNmaster=1, MDaster=0) - H1 T 12 A5 05 H Fr g ()
FIREHE, FHHCESHIEA R E N 0. NIRAAE RO EE B
JEHEHTE R — ANV S5 (NESN0,e=0) - BLET, BT M SERE
HARE %, PRIk gk SR

6+ MR 3 ALMI R — DM, EH 17— MF
515 (SNyave=1, NESNyaye=0, MDyq,e=0)o M BLHKE B 22 Hdia iz By 0,
TP FAR B 7 2R IE . TR AR IEMEOZ 8 65 S5 e 1)
T AT H1'5 (NESN aster=0) o TR T B 1185 )5 — A B A0 46
FORAH B 2R, SRR

7. —BNE S, FWCAAET - EEEAEER, I A K
EHT B, 8 BRI 815 MR Ja ST R — A T R A
T (SNmaster=0» NESNmaster=0 MDimaste,=0) o XA R BIN T M B4
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E—AE . Wi gl rzddE e, JFERrEr T MR
[RIFP 85 (NESNmaster=1) o BRARTSAT ZERE BRI, MBERAIIR AL —
A A A i

8. MNi#&H 4 Xt —1=a, EH-MHnFEss
(SNejove=0+ NESNgiaye=1, MDya,e=0). HIT-3AT 5 2 B ZRIE, N
WK S 2 B A0 00 ENERDIFEOZ AR 5 EH e
— U815 (NESNgave=1) o« K9 IR 2 B — R Bl R or
BAEZHAEE, ERFRERI M.

FERXGE— MM Aol EE A e iR CRC AL ] T A 56
BHat, WRNERSRRN, B AT IR

Xt T NESN A7 — MER 2 T L TR E i, B —HRfa L
% A 22k X S [RRAC BV B, o] LA~ — MRS . IXRHE
S0 i e A BRI 2, BRURCRI I B R (S B R

P ERFAN A NEEFI WRH T A RS
T CRC KRBk, Hida el dly, XA G DU ] — MR FEAF R
—HORAE 2R, WARSLZE LA F A, JE N SRR E
Bl Mzl e, XK, WERILFER TP~ 4 17, Piix
FARRBE I TIN, FHF I ZAETE, T DERF PR R
WoRTREIE, TOURERIEAR, HoE ST AP AL 4550 7

FE P BCH R RSN R

A Link Layer may not update nextExpectedSegNum for reasons, including, but not limited to, lack
of receive buffer space. This will cause the peer to resend the Data Channel PDU at a later time,
thus enabling flow control.
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2.9.3.5. BHAERKBAESEIL

XA SR TR, DA 4.0 G H R SCIXFES 1)

For each new Data Channel PDU that is sent, the SN bit of the Header shall be set to
transmitSeqNum. If a Data Channel PDU is resent, then the SN bit shall not be changed.

Upon reception of a Data Channel PDU, the SN bit shall be compared to nextExpectedSeqNum. If
the bits are different, then this is a resent Data Channel PDU, and nextExpectedSeqNum shall not
be changed. If the bits are the same, then this is a new Data Channel PDU, and
nextExpectedSeqNum may be incremented by one.

When a Data Channel PDU is sent, the NESN bit of the Header shall be set to
nextExpectedSeqNum.

Upon receiving a Data Channel PDU, if the NESN bit of that Data Channel PDU is the same as
transmitSeqNum, then the last sent Data Channel PDU has not been acknowledged and shall be
resent. If the NESN bit of the Data Channel PDU is different from transmitSeqNum, then the last
sent Data Channel PDU has been acknowledged, transmitSeqNum shall be incremented by one,

and a new Data Channel PDU may be sent.

ET R A A A LE AR AR, XIS SR —

PV e — AR E a1 2-93,

Transmitting Data Receiving Data

different
(old data)

different
(ack)

SN = NESN?

Same
(new data)
Inc SN Inc NESN
TX old data, SN TX new data, SN RX new data IgnorevRX data

/& 2-93 Transmit and Receive SN and NESN flow diagram
TR B AN FESCAR A AN BT L By AR 2 M 45 TR A A 55N
HIEW T XANEF . il 2-94.
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f*******************;*‘U%%L&WEIETIERTHf’iﬁmﬁﬁ********************!
if({ rtx data pdu header.fequence Number Flag ==

rtx_data_pdu_header.Next Expected SN _Flag VAREERRIEES RN FESE B EFE FUEF
i

New_Data_receive Flag =1; AAETEIREWREE, oBWA A EAREIE 13 BRI A SRS EEA
rtx _data pdu header.Next Expected SN Flag += 1; SAEEEE R —HEEE+1 ;
rtx data pdu header.Next Expected 8N Flag &= 0x=01;// HISEEZT —FFIEE

JARIERIEERE

Data retransmission Flag =1; SR EERE, 0AHEE 13 EEEIEE

Radio_ Packetptr.TZ Data Prepare_Packetptr[0] &= 0xf3; SRR 11001111 &=AE

Radio_Packetptr.TZ Data Prepare_Pachketptr[0] |= (rtx data pdu header.S8egquence Number Flag<<3);
Fadio Packetptr.TX Data Prepare FPacketptr[0] |= (rtx data pdu header.Next Expected 8N Flag<<Z);

L2 Memcpy({Radio_Packetptr.RTX Radio_Packetptr,Radio_Packetptr.Ti Data Prepare_Packetptr,
Radio Packetptr.TX Data Prepare Packetptr[l]+PHY HEADER SIZE); //FIFEES

}

else

i
New Data_receive Flag =0; //$1EIBEWIRE, o8 da FEEREEE 120 B FERFEHIES
fAEE
Data retransmission Flag =0; SR E{EAEE, 0HE% 1% HFEFEEA

LQ Memcpy(Radio Packetptr.RTX Radio_ Packetptr,Radio_Packetptr.Copy TX Data Prepare Packetptr |
Radio Packetptr.Copy TX Data Frepare Packetptr[1]+PHY HEADER SIZE); //FITEE#l

/¥ 2-94 SN #1 NESN #7525 (7 314 i 11
ZE A1 2-93 T, FEICEIEE CRCASIG IER G , FIIKT SN AT NESN
e
® I R AR B R B R B B B L, NESN ARG AN 1, I HLiE
FIGEFHIEAE R, AIERFT AR NESN AL 9NINDI 1 )5
IEL, T SN B9 MM A AL i SN — B, oA AR A A1
B e bR C AR 1.
® I RAVHHSE Ut B B i e BAR IO BE AL, B A AR NN K
B E—RGR AR . X B SR Memcpy BRECK IR ET
PR M N AFREAT TR E K BE A #5 DL, e b8 DTN SR A A R AE
XK EHEE, BRIEKNESH 2D, b i
Copy_TX_Data_Prepare_Packetptr 54t firfia N &l & b — Ik Kix

INEAEITR

95



BLE4.0 fIC Dh#EHE 4 th i 45

2.10. BEEJKEIT(DTU)

ST PHY MO, JEAEBMOE, —MEE Ho B R —
2-wire UART 4% 13E4T RF B9I00 (IX 5L R 9F UART 42 00D . B
B AT E 3 M (& 2-95).

® 171545 Device Under Test (DUT)

® A& (UT)

® [ IR (LT)

DUT Upper Tester
RXD |= TXD

TXD ™ RXD

RF (2.4GHz)

- —— Lower Tester

/& 2-95 RF PHY test setup for Direct Test Mode (UART control)
2.10.1. UART Ml

A IR 1 R SRR A -

® JFPE

1200. 2400. 9600. 14400. 19200. 38400. 57600. 115200 HJ
i, — MK H 38400,

® ZdEfi%L: 8bit

® LHEHRL
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® 1 f7fFikfs

® LiiiE

FEROE A MIGAERS, 2 0 Bl 2 1R B K I A] (] B 52 Sms.
— AR RIE G, AR AL AIE 50ms IR[EN. SXFEY T RIESF
B BENE SN TR A5 LRI, 2 T PR AE THE A HERR L

2.10.2. A RADIO L &

® AL

WAL ST FRARSCHIRE AR (R 2-2), AT EAHE
WSk BARSCKFE, MR SCHIHT 4bit FoRWOCEA!, H 4 abit Mo,
OB 2-8. XEER, XTPHRHROCM 2.10.5 s> MEH4A
A, MEIHRICHE DUT RIEF|ZEHHEEEEN, T 2.10.5 FTHHKE
B H RS KEM RO EIL 6bit.

® Radio IR

Xt nrf51822 ith i Radio fit & A Ble_1Mbit # 2.

® ik

N TR, U R RIEA G AR RO

® CRC

CRC A IR AR X + x5 +x8 e xt 3 + x40, W T
nrf51822 it B & CRC HIAH K75 7 4% /9 0x0000065B. CRC FEAr 7717
FEIHIAAE1E Y 0x00555555

® ML
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AR R AR ) HORAS i k42 A7 R S PE, T #8IR
R Al A 0x8e89bed6, it -
1000 1110 1000 1001 1011 1110 1101 0110b
sk/%: 0111 0001 0111 0110 0100 0001 0010 1001b
Ri: ox 7 1 7 6 4 1 2 9

0x71764129 BRI YMARZA T B4 Al
2.10.3. RHEHLIR

RIHLIAE Sy 7 IR FAAF I B A LR BE o X — X RE1S 2]
Pl SRR, DLAAMELUE RS E . K 2-96 R SHLIINA
19 B %1 K (MESSAGE SEQUENCE CHARTS). i HLoHT- Fir A3 MR S,
HAEAT AR, T RSN S AEBE AL ERR P 371 ) SR o

Lower Testar DuT Upper Testar

LE_TRANSMITTER_TEST

LE_STATUS

LE Test Packet

LE Test Packet

LE Test Packet

LE Test Packet

LE_TEST_END

LE_PACKET_REPORT

I 1 [ ]
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&/ 2-96 Transmitter Test MISC

2.10.4. FWHLIR

ML B B A2 B 58 A [ R D3R 26 A SR USHL I 3R EL RS
o —REOY, AL LC RTINS, Rl B U,
B B N AREE L, TR G AN E B B AR RAE AT R KR o 7
B A IE B BRI B SRSCHEAT THARL, RIS R RIX — {5 B B4Rk
AR A o A I Y A P A E SRR OO R, NIl THR E
BT R LG L TR R b . 18 2-97 DRl BT B
LIISE

Lower Tester ouT Upper Tester
LE_RECEIVER_TEST
LE_STATUS
LE Test Packet
LE Test Packat N
LE Test Packet -
|
b
i
!
i
!
H
LE Test Packat N
LE_TEST_END
LE_PACKET_REPORT

/& 2-97 Receiver Test MISC
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2.10.5. & FIEY

TR ss, dse DAALAIE, DUT B, FHH& DUT K
%, FAIPIBI ., Rt UL A A A SRR B O 2 A LS, By
A A B R ER & s i e K%, AN E RIBIRFETT  MR 1y

%D%{#ﬁu@] 2'980
Command (DUT RXD) Event (DUT TXD)
LE_Reset LE_Test Status SUCCESS

LE_Receiver_Test

LE_Transmitter_Test

LE Test End

LE Test Status FAIL

LE Test Status SUCCESS
LE_ Test Status FAIL

LE_Test Status SUCCESS
LE Test Status FAIL

LE Packet Report
LE Test Status FAIL

/& 2-98 2-Wire command and event behavior

2.10.5.1. %

20 & 2-99,

15 MSByte

8 7 LSByte

CMD FREQUENCY

LENGTH

PKT

/& 2-99 i FEFA
CMD(command)f 2bit. U1 2-6.

* 2-6 A HIR

2 bibg

ik

00

=X A
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01 R
10 FEHTIN
11 MR 25

Frequency 3L6 6bit. W13 2-7.

% 2-7 BT

SRR A
N N 5 0x00~0x27, XJR.IA%E F=2402+2N

Length 3£F 6 Lb4F. W5k 2-8,

* 2-8 KIEHik
KEE A
N=0x00~0x25: A &> A H 1) A R4
N i
N=0x26~0x3f: {5 &4
PTK(Packet Type) LI ILA 2bit. WK 2-9.
* 2-9 HRAY i

ALK byb, A
00 PRBS9 % L
01 11110000 3
10 10101010 % X
11 il & 7

® PRBS9 i 3C----F T & S Th &M
PRBS9 i 3¢ f# FH Z AN EE 1T 9 M ABENL LLEE 751 . 1ZBENLIHLF 7
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HH— NG S A B A7 28 AR B BRI 2 S AT i Ak AR B Y
AT R BEHVRAL . BRI BAF BT P2 — R T

#define PRBS9_CONTENT {O0xff, Oxc1, Oxfb, Oxe8, Ox4c, 0x90, 0x72, 0x8b,
Oxe7, 0xb3, 0x51, 0x89, 0x63, Oxab, 0x23, 0x23,
0x02, 0x84, 0x18, 0x72, Oxaa, 0x61, 0x2f, Ox3b,
0x51, 0xa8, Oxe5, 0x37, 0x49, Oxfb, Oxc9, Oxca,

0x0c, 0x18, 0x53, Ox2c, Oxfd}

® 11110000----FH T 4wl i
“11110000” W XAEFHE RN 4 ME “17 F1 4 NE “07. &R
SCRTHTE “07 B “17 1BOL N ISR, Oy T REERI R %S
ffy o =i 1, M A R L A,
® 10101010---- ] F BB AR A48 453 Ik
“10101010” #ICAEFHAZ B “1” F1 “0”. %L “07, “17

A5 1 L S AR AL, 0 R] T 2 iR A R AN R S WA AR I,
2.10.5.2. 4

AR AA P R R
® LE Test Status_Event: JEIRASZHEAM:

® LE_Test_Packet_Report_Event: W #5044

HAA A 2-100.

15 MSByte 8§ 7 LSByte 0

EV
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A 2-100 FHEEEEC

EV(Event)F {43t 1bit. 15 2-10,

% 2-10 FHAFRA

HiHE ik

0 LE_Test_Status_Event: RN At

1 LE_Test_Packet Report_Event: i3k &
I CFHAF:

2.10.5.2.1. JERAF4

AR S FH A an ] 2-101.

15 MSByte 8 7 LSByte 0
EV DC DC ST
ST (status): Size: 1 Bit
Value Parameter Description
0 Success
1 Error
DC (don't care): Size: 14 Bits
Value Parameter Description
XOOOCKKXKXXXKXK Value ignored

A 2-101 il LS F 1

2.10.5.2.2. JARERCEH

IR G R OCHAF A 2-102.
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15 MSByte 8 7 LSByte 0
EV PACKET COUNT PACKET COUNT
PACKET COUNT: Size: 15 Bits
Value Parameter Description
N N is the number of packets received
Range = 0 to 32767.

K 2-102 Jid 7K 5 IR X F AT
X HER, WA TR A AR ik 5 DUT 2 JoiE A s Y,
Wt 20 B AT PR UE I A 8] A S K B S B s i i

2.10.6. DTU &1t

H M )Z s AR B a1 2-103.
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R4t
Ptk

SR ARE e

L

CEmE Ve

A

| Wr iy 2 2
FEPATHH A 2

h 4

S AT

[ 2-103 EZMWi/Z 21 FE
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2.10.7- NRF51822 HJMk 45 1

Anritsu

Bluetooth low energy Test Report

Test Set Serial Number: 001128004 Date: 2015-8-31
Test Set Firmware: 4.20.000 Time: 15:20:15

Overall Result: PASSED

Packet Length: 37

TRM-LE/CA/BV-01-C (Output Power)

Low Medium High Limits
Average Power —0. 32 dBm —0. 27 dBm —0. 04 dBm
Max Power —0. 32 dBm —0. 27 dBm —0. 04 dBm < 10 dBm

Min Power —0. 33 dBm -0. 27 dBm —0.04 dBm > =20 dBm
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Peak to Average
Total Packets Failed
Total Packets Tested

Result

0.13 dB

10

Passed

0.11 dB

10

Passed

TRM-LE/CA/BV-06—C (Carrier Frequency Offset and Drift)

Average Frequency Offset
Max tve Frequency Offset
Max -ve Frequency Offset
Drift Rate / 50 Ms

Max Drift

Average Drift

Total Packets Failed
Total Packets Tested

Overall Result

TRM-LE/CA/BV-05-C (Modulation Characteristics)

Low

17. 3 kHz

22.3 kHz

0.1 kHz

10. 99 kHz/50 Ks
27 kHz

17 kHz

0

10

Passed

’Flavg’

Low

234.6 kHz

Medium
19. 3 kHz

31.8 kHz

=7.4 kHz

12. 64 kHz/50 Us
23 kHz

19 kHz

0

10

Passed

Medium

236.7 kHz

0.11 dB

10

Passed

High

8.5 kHz

11. 3 kHz

—6. 3 kHz

16. 84 kHz/50 Ks
17 kHz

13 kHz

0

10

Passed

High
233.7 kHz

<3 dB

Limits

< 150 kHz
< 150 kHz
< 20 kHz / 50 ps

< 50 kHz

Limits

225 kHz < Flavg < 275 kHz
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" Flmax’ 242.9 kHz 243.5 kHz 242.1 kHz
F1 Packets Failed 0 0 0
"F2avg’ 202. 5 kHz 204.1 kHz 201.0 kHz
" F2max’ 188. 3 kHz 189.5 kHz 187.0 kHz = 185 kHz
’F2max’ Pass Rate 100. 00 % 100. 00 % 100. 00 %
F1/F2 Ratio 0. 86 0. 86 0. 86 = 0.8
Total Packets Tested 20 20 20
Result Passed Passed Passed
RCV-LE/CA/BV-01-C (Receiver Sensitivity)
Low Medium High Limits
Frame Error Rate 0.13 % 0.00 % 0.07 % < 30.8 %
Total Packets Received 1498 1500 1499
Total Packets Tested 1500 1500 1500
Result Passed Passed Passed
RCV-LE/CA/BV-07-C (PER Report Integrity)
Cycle 1 Cycle 2 Cycle 3 Limits
Frame Error Rate 50. 00 % 50. 00 % 50. 00 % 50.0 % < FER < 65.4 %

Total Packets Received 63 127 203
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Total Packets Transmitted 126 254 406

Result Passed Passed Passed

RCV-LE/CA/BV-06—C (Maximum Input Power)

Low Medium High Limits
Frame Error Rate 0.00 % 0.00 % 0.00 % < 30.8 %
Total Packets Received 1500 1500 1500
Total Packets Tested 1500 1500 1500
Result Passed Passed Passed

2.10.8 RS RXT LK)y @ A4

W IF EEMA R RE N BEE

TR R IE L FORIE S R E R4
16 i 2 i3] 16 3L H 2 )

o it R
we | VE: AR AR AR T R, ARSI HUH | F IR fit e

ﬁj; 3 L >k ) i Ny 1

W | 4| OF | KE o s T R, ok E| S &
CO00 |11 | 000000 | 000000 |00 | Jlikatsk 0001 |O 000 0000 0000000 | 1 | fix 2 4in
CO00 |11 | 000000 | 000000 |00 | Jlikatsk 0001 |O 000 0000 0000000 | 1 | fix2fin
0100 |01 | 000000 | 000000 |00 | Bl 0000 |O 000 00000000000 | O | fxEal ks
CO00 |11 | 000000 | 000000 |00 | Jikgss 0001 |0 000 0000 0000000 | 1 | fr e
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AN S NN
8094 |10 | 000000 | 100101 |00 iiﬁudﬂﬂﬁ A2 0 B 2402MHz JEIE, ZEHEKE
N 37 5, ALY PRB ¥ 00 00
p— ) il S9 ¥ X H I 000 0000 00 A >
11 | 000000 | 000000 |00 | Jlkss : 00 000 iy AWK )
TR — 000 00
9394 |10 | 010011 | 100101 |00 iﬁaudﬂﬂﬁ 5%y 19 B 2440MHz J8IE, = h ALK R SRR, G50y 0
N 37 F4T, A& PRBS9 K 00 00
cogn | an 2 ] A 000 0000 0000 000 A g
000000 | 000000 |00 | K4 - filr 2 UK
= — 00 00
A794 |10 | 100111 | 100101 | 00 iiﬂuuﬂﬂwﬁ %Ny 39 Bl 2480MHz iEiE, 4 A K 0 0000 0000 000 BiREFEE, SN0
937 F45, fL4 PRBS9 H % 0000
) W 000 ‘
CO00 |11 | 000000 |000000 |00 | iK% = oot R
€000 ——
11 | 000000 | 000000 |00 | JMik&soR 8000 000 0000 0000 000 AR EFEM, BFCN0
- ‘ 0001 ’ -
8096 |10 | 000000 |100101 |10 AR AR 0 B 2402MHz JliE, =K e T H i
37 F, fE % ~1 o
. , f£%) 10101010 K R EHE 000 000 0000 000 S ‘
11 | 000000 | 000000 |00 | WliK4h - 0 000 2RI
N, == 000 0
9396 |10 | 010011 | 100101 | 10 Lﬁiﬁuuﬂﬂﬁ HZ A 19 Bl 2440MHz 183, 2K B 00 0000 0000 000 BREFESE, SHCNo
N 37 79, A& 101 ¥ 00 00
000 |11 1000000 000000 00 | Bz 7 10101010 4% = E 000 0000 0000 000 AR T
N p=m)
AT == 80 00 00
A796 |10 | 100111 | 100101 | 10 iiﬂudﬂ”ﬁﬁ $iZ A 39 Bl 2480MHz @i, 2K FE e B SR, BRA0
N 37 75, A%% 10101010 #F 00 00
: 00 A A b
CO00 |11 | 000000 | 000000 |00 | Ik LEEE © 00000900999 i > BRI
€000 =
11 | 000000 | 000000 |00 | k4o 8000 000 0000 0000 000 AREHELE, SN0
T 00 01 0 ’ :
8095 |10 | 000000 | 100101 |01 iiﬂudﬂ”ﬁﬁ Py 0 B 2402MHz 3@1E, S EKE DR T
37 “F5, &% 111100 % 00 00
000 |11 = 00 #% A H e 000 0000 0000 000 A A e b
000000 000000 00 A4 . fir 2 BEBUR )
TR . 000 00
8096 |10 | 000000 | 100101 | 10 ;’éiauuﬂﬂﬁt RN 0 B 2402MHz i3, SR EKE 0 0000 0000 000 iR, B0V
37 74, &4 10101010 KA 00 00
s 0 .
S50 [ Tams Tamams oo ez KR 00 0000 0000 000 o AR TH
80 00 000 000
0 0000 000 AR HEg, AFCN o
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L #i% N 19 B 2440MHz 818, 25 KR o

9395 |10 | 010011 | 100101 | O1 ’ 0000 |0 000 00000000000 | O | fy2Ea ks
N 37 7, A%%R 11110000 ¥ R EHE Y

CO00 |11 | 000000 | 000000 | OO0 | yMjiskst 8000 |1 000 0000 0000000 | 0 | AR FHME, WHCNO
FEEIAR AN 19 B 2440MHz 3@1E, P K

9396 |10 | 010011 | 100101 |10 | . o ’ 0000 |0 000 0000 0000000 | O AR AT
N 37 T, A%% 10101010 ¥ R EHE i

CO00 |11 | 000000 | 000000 |00 | Wllik&ssk 8000 |1 000 00000000000 | O | EREFHM, N0
FERIAR, A2y 39 Bl 2480MHz 1@, 25 h K JE .

A795 |10 | 100111 | 100101 |01 | . N 0000 |O 000 00000000000 | O | fx ks
N 37 5, A& 11110000 % R EHE '

CO00 |11 | 000000 | 000000 |00 | Wlik&tsk 8000 |1 000 00000000000 | O | EREFHM, N0
FERIAR A2 39 Bl 2480MHz 1@, 25 K .

A796 |10 | 100111 | 100101 |10 | . N 0000 |O 000 00000000000 | O | fr ks
937 4, AL 10101010 RS AR '

CO00 |11 | 000000 | 000000 |00 | ¥Mjiskss 8000 |1 000 00000000000 |0 | ALREFHM, N0

CO00 |11 | 000000 | 000000 |00 | Jtss 0001 |0 000 0000 0000000 | 1 | firlain

4000 |01 | 000000 | 000000 |00 | FEWclk 0000 |0 000 0000 0000000 | O | £ &HaUk Rk Th

CO00 |11 | 000000 | 000000 |00 | yMPitatsk 85DB |1 00001011101 101 |1 | BEREFHLE, GHCH 1499
BN, 452K 19 B 2440MHz i#iE, 25K B

5300 |01 |010011 | 000000 | 0O » 0000 |0 000 0000 0000000 | O AR R
390 5745, {4 PRBSO % KR ki

CO00 |11 | 000000 | 000000 |00 | Jit&tsk 85DB |1 00001011101 101 | 1 | BER&EFHLE, GHCH 1499
BN, 452 A 39 Bl 2480MHz iliE, 25 KB

6700 |01 | 100111 | 000000 | 0O . 0000 |0 000 0000 0000000 | O AR R T
390 5745, {4 PRBSO 5 KR ki

CO00 |11 | 000000 | 000000 |00 | yMitatsk 85 DC 00001011101110 |0 | BREFHM, AHCN 1500

CO00 |11 | 000000 | 000000 | 00 | JiRZEs 0001 000 00000000 000 | 1 | fix&4is
BEROAR A% N 19 B 2440MHz 3@IE, P K

5300 |01 |010011 | 000000 |00 | . » 0000 |O 000 00000000000 | O | fx&Hl ks
9057, fE4 PRBSO Hs A M HE i

CO00 |11 | 000000 | 000000 |00 | Jljiskatsk 8086 |1 000 00001000011 | O | AR5, N 86
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BASCINR A2 A 19 B 2440MHz iliE, 25K
5300 |01 |010011 | 000000 |00 | . » 0000 |0 | 00000000000000 | O | @&l
90 W, % PRBSO H 3K N
CO00 |11 | 000000 | 000000 | 00 | yMjiskst 82C6 |1 00000101100011 | 0 | @REFMH, WH N 710
BN, A2 A 19 B 2440MHz iliE, 5K
5300 |01 | 010011 | 000000 |00 | . " 0000 |O 000 00000000000 | O | fw AW ETh
90 W, et PRBSO H 3K <
CO00 |11 | 000000 | 000000 |00 | Jlitassk 80E0 |1 00000001110000 | 0 | BREFHM, AH N 224
CO00 |11 | 000000 | 000000 | 00 | JiRZEs 0001 [0 | 00000000000000 |1 | fvl4tiR
4000 |01 | 000000 | 000000 | 00 | B 0000 |O 000 0000 0000000 | O | fir 2Tl
CO00 |11 | 000000 | 000000 |00 | Jlit&ssk 85C 1 00001011101110 | 0 | AR5, N 1500
B SN 19 B 2440MHz 1@1E, 25 P ALK
5300 |01 |010011 | 000000 |00 | . » 0000 |0 | 00000000000000 | O | &v&-4UksiTh
0 ST, A% PRBSO H% KR N
CO00 |11 | 000000 | 000000 |00 | Jlik&ssk 85C 1 00001011101110 | 0 | AR5 FHME, N 1500
BN, 4524 39 Bl 2480MHz i, 25 K
6700 |01 |100111 | 000000 |00 | . » 0000 |0 | 00000000000000 | O AR T
N0, fE4 PRBSO A4 AR S
CO00 |11 | 000000 | 000000 |00 | yMPitatsk 85DC |1 0000101 1101 110 AR S F, SHCN 1500
CO00 |11 | 000000 | 000000 |00 | yMiistatsk 0001 000 0000 0000 000 SR
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2.11. FEHLEEHE O HCD)

FERA P BRI BB N 122 HCLJZ T, HC At —MEH,
XA FURERE F AR HIEE 0, B R ERM A R MHE N, A
VB RIEHB A TS HO T, ENA IR HC IFRT . BT LATE
PRSHIAE & s Hel 58 A 7RI ) R A AN Z 1, 20021 T 7RI

%F T nordic B nrf51822 X P Fy ML AT SR AE R — AN Fr e,
FrCLIRAERE it oh, BARAE 1R A RO TR 78 Hen 221 J2 19
Refr, SEbp EAEIRRIRE R IR B HCL JZ, ELERs L2CAP JZAT LL
R AT A e o

SRIMSZFR F, 2 HOST A CONTROLLER 243 JTAEAS [E (18
I, HC B CVRLSE T B L RE AR 1. B LR
277 oK R ROR B B B %, 10 UART. USB 155, 14
e 8 CEAR KGR A TR, MR EdE ks .

2.11.1. YO

7E 4.0 VG A8 T — 35 (Volume 4-Host Controller Interface)®
I9F T HO P E O, AT 4 RO

® i ] WK %5 (UART)

® 3 Zk UART

® USB

® SDIO
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REFEF 2 RN UART 200, W EBFE TixMED, bl
AN,

2.11.1.1. UART

® UART AL E

UART HUBCRFRTTLE O X, BhlhiscE e, 8bit A%
ahr, BARAL, 1bit fF1EAL, [RINGE RTS/CTS HEATIRAZE, RTS
R CTS (R 7 2.

CTS=1, FVFREEIE.

CTS=0, ARVFRIEEIE.

XHER, MR RTS/CTS #EAT BV A H42 T b R A
[, X BLAAS & B 1k UART 4B 4% i X 39 7 14 AT 400 BR 1 o

® UART X

XFT HCL B SOF A 20 AR B AT 2 288, ot 2 xs 77
A SRAA AR HCI ) B8 H 0, A2 T2 40 it AN Bt 2 i & 3L 2 vT H
HIECR L. B DARS BEAE B L HEAT AR R .

> fir4(HCl Command Packet) =0x01

> P TOE R S BdE fU(HCI ACL Data Packet) =0x02

> [A] 25 1 1) 3 4 5 % B 45 3. (HCI Synchronous Data Packet) =0x03

» ZEA(HCI Event Packet) =0x04

ST IRDIFERE T Rt WA F 3 0x03 (¥ A Hde i 14 i 4
TR B R B AFR RIS 7 A2 7E A28 B B0t i throhn b b i v 5
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AT, IR fr4 B A R TER A AT 0x01 384

BiE
2.11.2. FHEFO—HC IR

TEHEAS 4.0 PG 1K Volume 2 HH ¥ Part E #4334 500 £
TR HCl BT Ag, AH 2 TR I ITE Y 1/5 &2 R e HEAT R
A XN E 2 AR SR, HRUN BLE JFBAT XA 2 IEHE ..
AR TP AL T FEH] R B HC = FORER, PP T 3 8 T #E
shE PR A

M BT UART FRIAAT LLEIE, XF T HCl @4 D R A 4
P g 2, X T BLE NMizog3tA 3 B s ar S HdE . i,
HOAEE . X TEGERU, e A U, Kk
RN PR OO

2.11.2.1. 2 HEE

REeMNENERIZG G E . BN E WA FZ I EREN, X
NP FH 43 PN X 38, OpCode Group Field (OGF) #l1 OpCode
Command Field (OCF), BP#AEZHFNEAE a4 X, HC Hdr &g

e 2-104,
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0 4 8 12 16 20 24 28 31
OpCode Parameter Total Parameter 0
OCF | OGF Length
Parameter 1 Parameter ...
.
[ ]
.
Parameter N-1 Parameter N

/& 2-104 HCI 754 #5

HAER: K 259

{H SRR

OXXXXX | OGF: 6bit, 0x00-Ox3F H: Ox3F (R4S 7 1k
OCF: 10bit, 0x0000-OxO3FF

SRR K. 159

] SRk

OXXX EMKERBRENGLENTAESHEN BT, 258
B2 DA 7

ZH1 0-N: KEE: Z2HeaK 7

18 ZHk

OXXX B— a2 HEAE B CRE NS

Xt F#EIEAL(0GF), f£ 4.0 MPMBOH AT 7 AMERTH, W05k 2-11

i RAEH R
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K 2-11 ar SHRIFAHIFEL

i &R OGF fH | BLE 3Z#F | OCF fir &4k
Link Control commands 0x01 Y 2
Link Policy Commands 0x02 N 0
Controller & Baseband Commands 0x03 Y 6
Informational Parameters 0x04 Y 4
status parameters 0x05 Y 1
Testing Commands 0x06 N 0
LE Controller Commands 0x08 Y 30

R AR A 2 FEA RARTIFER A Mk Ar 2, 12Ky 2
JRAE | LE Controller Commands ', 43 /& Testing Commands 7& il
Z WA PHY. IRESH S RA 11, 52 HOST 3RHUE S o/E

{EL(RSSI)

2.11.2.2. BEH4EEEA

FORRANE EIIER w2, JLFE— > WAl i
FAFRHEATRE, AR B 22 B MAE R, A a4 ]
e ZEPNA LB A s — R RSB, FRER W ar S IR 15
B AR e, R AT e . 1 BLE FIISHF RS
HOw 14 4, DUNT 2 an 2 R HE M a2 SE ARt T N, FHSK
| BLE Hy 2R 3 ) 0y 3 Fih:

® EHMH A et

=t
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Wl 2-105 Frox, FEFEE 2 HEY . SE0E KRS EH R

0 4 8 12 16 20 24 28 k3
Event Code Pamfﬁ;{hﬁ’m' Event Parameter 0
Event Parameter 1 Event Parameter 2 | Event Parameter 3
°
°
°
Event Parameter N-1 Event Parameter N
A 2-105 HCI F1FE#% ¢
A KE: 157
(] SR Ik
OXXX XA P — RIS, 0-OxFF(OXFF LR EG) 7 )
ZHEK: KE: 197
() SRR
OXXX RN KERIBRENFACOH A SHN B8, 280t
FCE 2 =]
Z 4 0-N: KE: Z2HERK ¥
() SRR
OXXX B DEHEAH B CRE RS
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2.11.2.3. HIEA

X BT s foN P BE AL, B R BLE SR A BE ks 2.
AN E) BRI BB A A A bR EAL, RONFE P
HH2 HC, WEEAENENFR 1. WK 2-106 Fis.

0 4 8 12 16 20 24 28 31

PB BC

Handle Flag | Flag

Data Total Length

/& 2-106 BLE 7 HCI /7#(#5 €
X EIE — 25 a5 H A e
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2.11.3. & MIHEHRA

RIOFEE T HIBTA HCl dr 4381t 43 4>, @id OGF #EAT 704, 77
AR BNE 2-11. FAILE 14 A, HhEENHIRG
H M (Command_Complete_Event) 1 7 & K & FH ff
(Command_Status_Event), X P14 1256 oA o 2 1 [EL K
HARN R 2-12HC1 iy 24 AR 2-13HC AR, Ar & MSEfF R
KOyl 2-107. XEAUMGE RS T BLE Rdr > FIE4E, SHH Ak
S SGE TR B BORTE L, K H RN T MBI, AT
FiTH #74 [1 OGF. OCF UL X SHMFMEIIZHL, i 2 IR FI S HR T
TEEAF AR [N o TR AT R 19 HC #5731l A0 A 1) i 2
EX L
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Generic Events Device Setup
Command Complete Reset
Command Status
Hardware Error

Device Discovery

LE Advertising Report
LE Set Scan Enable

LE Set Scan Parameters

Controller Flow Control
Read Buffer Size

Number of Completed Packets
LE Read Buffer Size

Controller Information

Read Local Version Information
Read Local Supported Commands
Read Local Supported Features
Read BDADDR

LE Read Local Supported Features
LE Read Supported States

Connection Setup
Disconnect Command
Disconnection Complete

LE Connection Complete

LE Create Connection Cancel
LE Create Connection

Host Flow Control
Host Buffer Size
Set Event Mask

Set Controller To Host Flow Control
Host Mumber of Completed Packets

Data Buffer Overflow

LE Add Device to White List

LE Clear White List

LE Read White List Size

LE Remove Device from White List
LE Set Event Mask

Remote Information

Read Remote Version Information

Read Remote Version Information Complete
LE Read Remote Used Features

LE Read Remote Used Features Complete

Link Information

Read Transmit Power Level

Read RSSI

LE Read Advertising Channel TX Power
LE Read Channel Map

Controller Configuration

LE Set Advertise Enable

LE Set Advertising Data

LE Set Advertising Parameters
LE Set Random Address

LE Set Scan Response Data

Connection State
LE Connection Update
LE Connection Update Complete

Physical Links
LE Set Host Channel Classification

LE Set Random Address

Black — existing commands
Black italicized = existing events
Red — new commands

Red italicized = new events

Test

LE Receiver Test
LE Transmitter Test
LE Test End

Authentication and Encryption

Encryption Change

Encryption Key Refresh Complete

LE Encrypt

LE Long Term Key Requesfed

LE Long Term Key Requested Reply

LE Long Term Key Requested Negative Reply
LE Rand

LE Start Encryption

/& 2-107 HCI 7y S I 15 F
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Command OGF OCF Command_Parameters Return_Parameters iR |5 S48
c A Command_Status_Event,
onnection_Handle, . v . ;
HCI_Disconnect 0x01  0x0006 . - & A5 E S8 Disconnection_Complete
eason
_Event
Command_Status_Event,
HCI_Read_Remote_Version . v Read_Remote_Version
- - 0x01  0x001D  Connection_Handle IR e 2 I
_Information _Information_Complete
_Event
HCI_Set_Event_Mask 0x03  0x0001 Event_Mask Status Command_Complete_Evevt
HCI_Reset 0x03  0x0003 Status Command_Complete_Evevt
Status,
HCI_Read_Transmit_Power Connection_Handle,
0x03 0x002D Connection_Handle, Command_Complete_Evevt
_Level Type
Transmit_Power_Level
HCI_Set_Controller_To_Host
0x03  0x0031 Flow_Control_Enable Status Command_Complete_Evevt
_Flow_Control
Host_ACL_Data_Packet_Length,
5 Host_Synchronous_Data_Packet_Length,
HCI_Host_Buffer_Size 0x03 0x0033 Status Command_Complete_Evevt
Host_Total Num_ACL Data_Packets,
Host_Total _Num_Synchronous_Data_Packets
Number_Of_Handles
HCI_Host_Number_Of . .
0x03  0x0035 Connection_Handle[i], Status Command_Complete_Evevt

_Completed_Packets

Host_Num_Of_Completed_Packets][i]
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HCI_Read_Local_Supported Status,
0x04  0x0003 Command_Complete_Evevt
_Features LMP_Features

Status,
HCI_Read_BD_ADDR 0x04  0x0009 Command_Complete_Evevt
BD_ADDR,

HCI_LE_Set_Event_Mask 0x08 0x0001 LE_Event_Mask Status, Command_Complete_Evevt

HCI_LE_Read_Local Status,
0x08  0x0003 Command_Complete_Evevt
_Supported_Features LE_Features,
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Advertising_Interval_Min,
Advertising_Interval_Max,
Advertising_Type,

HCI_LE_Set_Advertising Own_Address_Type,
0x08  0x0006 . Status Command_Complete_Evevt
_Parameters Direct_Address_Type,

Direct_Address,
Advertising_Channel_Mabp,
Advertising_Filter_Policy

HCI_LE_Set_Advertising Advertising_Data_Length,

0x08 0x0008 . Status Command_Complete_Evevt
_Data Advertising_Data,

3 ;\,fm/%\,f 1] E %JIL;\

HCI_LE_Set_S Enabl 0x08  0x000C LE_Scan_Enable, Stat Command._Complete_Evevt
et_Scan_Enable X X atus
- -~ - Filter_Duplicates, HHABFA T EEE
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HCI_LE_Create_Connection 0x08  OXOOOE ot Command_Complete_Evevt
X X atus
_Cancel B HAWFKFEEE

HCI_LE_Clear_White_List

i 0x08 0x0010 Status Command_Complete_Evevt
_Size

HCI_LE_Remove_Device Address_Type,
. ; 0x08 0x0012 Status Command_Complete_Evevt
_From_White_List Address
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HCI_LE_Set_Host_Channel

o 0x08 0x0014 Channel_Map Status Command_Complete_Evevt
_Classification

Command_Status_Event,
0x08 0x0016 Connection_Handle IR A5 2 28 LE_Read_Remote_Used
_Features_Complete_Event

HCI_LE_Read_Remote_Used
_Features

Status
HCI_LE_Rand 0x08 0x0018 Command_Complete_Evevt
Random_Number

HCI_LE_Long_Term_Key Connection_Handle, Status
0x08 O0x001A ) Command_Complete_Evevt
_Request_Reply Long_Term_Key Connection_Handle
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HCI_LE_Read_Supported Status
0x08 0x001C Command_Complete_Evevt
_States LE_States

TX_Frequency
HCI_LE_Transmitter_Test 0x08  Ox001E Length_Of_Test_Data Status Command_Complete_Evevt
Packet_Payload

7 2-12 HCl i S5 ¢
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Event Event_Code Event_Parameters

Status,
Encryption_Change_Event 0x08 Connection_Handle,
Encryption_Enabled,

Num_HCI_Command_Packets,
Command_Complete_Event O0xOE Command_Opcode,

Return_Parameters

Hardware_Error_Event 0x10 Hardware_Code

Data_Buffer_Overflow_Event Ox1A Link_Type

Subevent_Code,
Status,
Connection_Handle,
Role,

y Peer_Address_Type,

LE_ Connection_ Complete_Event Ox3E

Peer_Address,
Conn_lInterval,
Conn_Latency,

Supervision_Timeout,

Master_Clock_Accuracy
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LE_Connection_Update
_Complete_Event

LE_Read_Remote_Used
_Features_Complete_Event

Ox3E

Ox3E

LE_ Long_Term_ Key_Request_Event 0x3E

Subevent_Code,
Status,
Connection_Handle,
Conn_lInterval,
Conn_Latency,
Supervision_Timeout
Subevent_Code,
Status,
Connection_Handle,
LE_Features
Subevent_Code,
Connection_Handle,
Random_Number,
Encryption_Diversifier

£ 2-13 HCI ZE 14
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2.11.4. HCI ¥t

fE HCL BRI vcih oy, 5k 3 31

® UART ik

® A Ja RN AT

® E{FHUEIN A AN Kk

L BRI AR H R 0, an ] 2-108.

(EEAEEEt
i

EAE/
b FIHRAT

X o A

/& 2-108 HCI #1E) 72
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£ UART U8 A B, SR 1 — 3 G2 s it AT R 20K
FR AR PR UART U B 8 7 5 AVIRES, JFE T I

typedef enum
{
HCI_WAIT_FOR_PACKET TYPE=0, //Z5#:%#E4y4H
HCI_WAIT_FOR_COMMAND_HDR, //41 % 5138 /& fi & 43 H A 4t S U 2 3 AN 715
HCI_WAIT_FOR_COMMAND_DATA, //fir 2L iERF R RS K E, Fra S HIREGEE
HCl_WAIT_FOR_ACL_HDR, [/ SRR R o B IR SR 4 AN
HCI_WAIT_FOR_ACL_DATA [/BEERERERBISHKE, A8
}S_BLE_HCI_State_t;

PRUCIRZS 9 S R Bt 70 A 2R, S BRI 7 21 SR s m] LAt
A RN B 7 a2 00 R 8, RIS TN e, 56 4k
BA W RIS SR, R R 7k, A a sl LR R R
RIXAIEAT 22 DB 5 2R SJXAE R P Bl i s
HUR] CLEAT B it 1, 2R (8] = L ) o BEAS AT DR )
BT RIX 40 2 a2 A 10 2 FF R 2T T A, B
e NRI LR AP rAEE HO AR Z A2 3000
(VTR

2.11.5. HCI B BEREfEH

X B i 4 A EHLAE I B2 2 DAL )2 [ 2 A2 1AL
J2 A T DA R Bt AL S (R 4917 . 3 B DL HCI_Disconnect i 24745
WA, HAERENADREFEME, —PD2aREFEM
(Command_Status_Event) , — o~ & % MW # # % W F 4

(Disconnection_Complete_Event). #in-& FIEA4-401 T % 2-14.
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7 2-14 HCI_Disconnect i3S FIF 1

Command OGF OCF Command_Parameters Return_Parameters %[5 E944
HCI Disconnect  0x01  0x0006 Connection_Handle, TR Al M C?mmand_Status_Event,
Reason Disconnection_Complete_Event
Event Event_Code Event_Parameters
Status,
Disconnection_Complete_Event 0x05 Connection_Handle,
Reason
Status,
Command_Status_Event OxOF Num_HCI_Command_Packets,

Command_Opcode

® HOST & i% HCI_Disconnect 7245 CONTROLLER
> [ 0x01 0x06 0x04 0x03 0x29 0x00 0x13) 3% iRz fin 4

R -

[0x01): 43228 7K HCl 474

[ 0x0406): L->MSBI 0110000000 | 100000 JE[l OGF=0x01, OCF=0x0006

[0x03): ZHKE N 3 F

[0x0029]): EHE: )M

[ox13): WiJFJR[Kl: REMOTE USER TERMINATED CONNECTION (0X13)
® CONTROLLER Ki%HH {445 HOST

> [ 0x04 OxOF 0x04 0x00 0x01 0x06 0x04) i 2 IR A A

BT
[0x04] 1byte HCI_Packet_Type SR AR
[0xOF] 1byte Event Code B, Ay RSt
[0x04] 1byte Parameter_Length SZHKE: 4577
[0x00] 1byte Status RE: I

[ox01]) lbyte Num_HCI_Command_Packets E%U}%‘ﬂ:fﬁﬁ 1 @;i&jﬁ
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[ 0x0406]

2byte

Connection_Handle #J#i: 0x0406

> [ 0x04 0x05 0x04 0x00 0x29 0x00 0x16 Y% [ & Hi i & 52 il Atk

fERT:
[0x04]
[0x05]
[0x04]
[0x00]

[ 0x0029]

lbyte
lbyte
lbyte
lbyte

2byte

[0x16] 1byte

Xt T HE A N A

HCl_Packet_Type
Event_Code
Parameter_Length
Status

Connection_Handle

R AR R
FAFANS: RS AT
SHKE: 477

W& T

f)Mi: 0x0029

Reason )& [X]:CONNECTION TERMINATED BY LOCAL HOST (0X16)

Event Event_Code Event_Parameters
Number_of Handles,
Number_Of_Completed_Packets ) )
0x13 Connection_Handle[i],

_Event

HCl_Num_Of Completed_Packets[i]

® HOST k& i%”Hello”%; CONTROLLER

> [0x02 0x29 0x20 0x0C 0x00 FSNOXOONOXDANOKOONOXSPROKIN
0x00 0x48 OX65 OX6C OX6C Ox6F ]

e
[0x02]
[0x2029]
[ 0x000C]
[ 0x0008]
[ 0x0004]

[0x52]

1byte

2byte
2byte
2byte

2byte

1lbyte

HCI_Packet_Type

IR A HIRAY

Connection_Handle&Flag 1) Ai§=0x29,FB=0x02,BC=0x00

Data_Length
L2cap_ Data_Length

L2cap_CID

ATT_Opcode
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[0x0011)] 2byte Handle JE M. 0x0011
[0x676C6C6548]  Sbyte N 2" Hello” 1] ASCII 15

AR E, T HO 2 HHEE 5 TROSHOR0ONOXOANOR00
DRSO ABIOXEEIOXECIONBCIONGE . */ 1~ BLE “icift, f£ HOST JZ
P NS FE T ATT 0 GATT |, fEfe = i <if, 1 HCl BJE
I 1 X9 L2CAP |, P DA i b 200 5 L2CAP JZ 193,
;e ATT 2 L2CAP AR, 10 L2CAP X A& HCI YEHEHR 77 -
® CONTROLLER /IS fF45 HOST

> [0x04 0x13 0x05 0x01 0x29 0x00 0x01 0x00]

R

[0x04] 1byte HCl_Packet Type HIM . ZHAf g 2H R
[0x13] 1byte Event Code HAAS: e HEA
[0x05] 1byte Parameter_Length ZHKE. 5FH
[0x01] 1byte  Number of Handles EREASE: 11
[0x0029) 2byte Connection_Handle HERA)N

[0x0001] 2byte HCI_Num_Of Completed_Packets 258 il HCI Z0dis 43 2H 40

65— $E 55— BLE 3272

Command OGF  OCF Command_Parameters Return_Parameters iR B

HCI_LE_Set Advertising_Data_Length, Command_Complete
L. 0x08 0x0008 . Status

_Advertising_Data Advertising_Data _Evevt

KW E SRS, XA [ Advertising_Data 217

PRI, NI 2-44 P
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B=F EHl

EHLUHOST)E, B—DREETMFLINZ, X BAFARAT
HOST JZHEAT — MU, IR Z IHEE AR A3, “ ARG ST 7.
WIFFAGEE T EN, —KRILBIP R, 5ERBAE LN, Sl
e ATT A GATT 1o X B 5 HE 1-1 Ry N5, W 3-1 Fross

GAP

SM ATT
L2CAP

K 3-1 LHLE I R

FER 3-1 71, BEER Sl EES HOST )2, F Lt & Profile A1
RHHZE 1o BT Al B B HOST J2 Hiid FH U7 A B (GAP) L 22 4 FL i
W(SMP). J& TEFMSL(ATT), B H] R PERIVE (GATT) . 12 4R A i 42 il A i
FEtM(L2CAP) LK. B £ T HOST 4LRAHER, A4 FRAE 5| X5k
EWe? PO BRG], Hlanxs GAP ikt gt Rer, M
B e DI 3 GAP A TELE TR iy, 72K 2-45 A
GAP 7] LI PIM R A K Bl A sa i 2, — M L2car, 5 —4
HESIKE, BEGIRE 0SSR, 1 L2CAP E4E 1)
BN EAE, FTUEREET GAP A5 T BEAN B 4)

135



BLE4.0 fIC Dh#EHE 4 th i 45

FEIX L EYE ATT AT GATT B¢ RA EATTH AR B, XREXS
THAS HOST EHY PR I — 4%, 2 e 22 &1 b r g bk & —
JERINA . Wk 3-1 P, ) BoRe Je AR BRI EE o 31X B 715 Y )
4 (Attribute). Profile. GATT Al ATT.
® JEE: Profile sZ | MFIEER AR, B A XA SR HERLE A We ?

N LGRS 740, AR 14 DM L? X EER—RAMER

Xt T Profile ‘B MM ME , A Profile #RNIZIEAE — € 1AL,

I —E e HEAT B0 . X etk . X GATT Kk, miEqfEe

B e b B B0E A7 TSR L B R R A8 R S A AE GATT )

Bl e — €N LA, XA FR A2 S 1k
® Profile: B MR B VAR AR5 SR 2 pIRET.
® GATT: ‘&AM Profile il 1 BH 1%
® ATT: #E TR ZEAvi MME, Wit EartLyin GATT

W 2 b o -
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& 3-1 ATT/GATT/Profile FZfF

GATT Profile
AR E

GATT
i e PR

ATT
JE I

OHBS BEEW
OHGS: BEES
OH&® BEEE

tend

wmmﬁ@LAﬁFﬁmﬁ¥oﬁ¢ﬂG
//\ﬁjz/\ %‘BTU\[? S|G \ﬁﬁ\“ch%”,
m%$m o, ARXABK T a5
HRE T 7, ARA A XA “ R
AP ELE, dRAEKEE, e
% 5 RGE R R ARG, iEeE
PR, BT LA/ 0L i H Ja 1 R e
WtAe AT i B AR 1

GATT it 2“5 L H R (R 5%t A8 R 1) R
R, BT A PRGN, ERA AR
B CEMUFRIREER, #RAEREAE “ D 7. X T
BRAFRAL, GATT HUAH 24 TNk 55 45 B 2 Bt
JE, XKl B AT S Al A B Profile A1 1F
HOR B . XA B AL R, AR SEEl
Hrifpiie — R, RAERMERTESSE
L, WEUHE T CBRERGENIRET 7 ASRER T A A
FORMIBEERARM R, AT 2ARYE % R K
iﬂ*%ﬁﬁ%ﬁﬁiiﬁ X GATT i e th 2 —FF
K1, BRI N M AE R AR AL 2R GE i sh & AL
%ﬁ%“ﬁ?”%ﬁﬁﬁ

ATT MG T—ANEH “HEk” TH., &
1E 4.0 FIRRYE A E X T B4 215 GATT 41
P, HALHIX LR BN Z
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3.1, ZHEEERIZH|AE P (L2CAP)

L2CAP A4 T — M A0dbn 3 01, B2 EdE R 2 T ENZ, A
MT RS T — AN, B G E A O BATIE R A A
25 (A R R Sk LS T 8RR AT A BER RV TR ), BEAR
EFREESTENT (IR T L2CAP JZEHH L2CAP EHHTH T, R4
S EE BRI, FREATHORAL ) IXREERARAOLE, SURH L2CAP
J2RAZA VE 2 B E R | FEARDIFERE S s L2CAP A 3 ANl € F)iE
B, Mt R4 R E

3.1.1. L2CAP fEiE

{5 T At 2 2 AL 4T F A 2%, L2CAP W LARE I 2 2 i B M i
ek, EREXTT BLE 647 3 NEERMEIE, e 3 2 M€ rER,
3 Sk A ARE R, P IUEL R 3 MEIE. A ATEH
AT, BN 107 EHiE, [FiE0 e WER 271, RIS
FSEARRTT o o 3R 3-2,

# 3-2 L2CAP 15EFF IR

1SR RAF Description Ui BH
0x0004 Attribute Protocol J& N

0x0005 Low Energy L2CAP Signaling channel {XIh#E{5 21518

0x0006 Security Manager Protocol A E BN

RAMBIEARIRFT B2 e ? e &L PRI — e e
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AFEABIEFRRRT, 4 L2CAP JZHIKT2 I8 ME E AR IR ATt A s
R B ERAT B AL . R R RO, B
FAEIR L2CAP JZ X B 45 /2 Attribute Protocol i /& Security Manager
Protocol B Low Energy L2CAP Signaling channel, 2 J& L2CAP Jill FAH
R EIFRAST JE )N E R SR . TR IR o T DURSEE TE R iR
RFBEAT AN IR B B AT

3.1.2. L2CAP FEAKR

FEPBORTE i 7 VF 2 M EE s o, (H2X T BLE A A T

AT RAGE ORI, WK 3-2.
¥~ header

Channel
ID

Lsg 16 16 MSB

& 3-2 ICIIFEH T L2CAP HIEHE €1#5 ¢
® Llength: NAREME FIKE, X BLE & AL H 6 (Maximum

Length Information payload

Transmission Unit (MTU)) N 23 715, 512 Information payload
W KEE N 23 71, AR5 ZERIA BT 23 F5E
KIPWR? JIEREBIRLE BRI, BTAAE L ERHRCK 4 H MD
br EAF1E . Information payload 15 S B2 L2CAP L= ATT HI%K
Pt

® Channel ID: i ID. 0x0004. 0x0005. 0x0006 —~HJik.
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3.1.3. RIIFEELSEEEMKK

X+ L2CAP J21 3 AMEFIE, 0x0004 e 12 & MW SU(ATT)
H, 0x0006 A'E 1) 53 7 —A~ 5 ATT JEA1 [ — A EJZ 22 F ML (SMP)
i, X 0x0005 B RARIIAEE S EIERIRE EE1E, XAMMEE L
R A, AT B2 U ? B 25w S i R R e 2
2 22218 F V7 M) L Generic Access Profile(GAP), A EEME,
GAP JHi% A BRI B BRIk 2, & SRR, HIERALER7E)
W2, TEE 2-45 HATLLE S|, GAP [EHE & H % L2CAP Z (1, ATLA
GAP {25 L2CAP Hdle Kt it A8 € AE L2CAP 1. 44 L2CAP
& fo s L 2 K 3-2 o, A2 Channel ID F38H1 4 0x0005, 1

Information payload HJy 24 a1 3-3 Fions

LSB octet 0 octet 1 octet 2 octet 3 MSB

Code |dentifier Length

data

[ 3-3 [IETIFEIG FE BT i S5 0
® Code: #EY, B GAP KiZHjmr & B FZINH Mm%, *JT BLE K
UHSE R 3 AT a4, 03 3-3 B,

#3-3 [Fmr Y

BAERG Description Ui BH
0x00 Reserved fRe

0x01 Command reject [ili et EEAGH
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0x12 Connection Parameter Update request &S EH Hrig =k

0x13 Connection Parameter Update response RS E 5 B N4

® Identifier: PRIRAT, IXANHIAE 20 OR DL S0 BN SR,
FOE—MERE, BRI BB identity (5 40 R AE R H 1
—HG WHEERTXMEREMNE . identity FIE BB MER A
LA R HMEL, 10X 7 B2 4% O ML 2 B 1D RIUACE T SR A Y
ID 2 —HFE), BRERAT RN Z . 0x00 & — N EERIME, Ahe

® Llength: K/, XPMKER/RHE/FMN data AT 4L

® Data: ##, BEIFRAFRSARA [ e LA A .

3.1.3.1. fdiE4

AR ARAEN, X R A SRR B IR, XA
T eI A R 1, 8 B EERS AN & 3-4.

LSB octet 0 octet 1 octet 2 octet 3 MSB
Code=0x01| Identifier Length
Reason Data (optional)

K 3-4 S AR
® Reason AT, XFF BLE A 2 AMERFTHK, Wik 3-4
IR o
& 3-4 FEZdrSHIR AT

JR R Description B
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0x0000 Command not understood i A AN HE fie
0x0001 Signaling MTU exceeded i H B R AR R

® Data: HUEKEN 0 8 KT 0 FH R, B2 R BT
WANFE, TSN A B TR UM, JA
“Signaling MTU exceeded” B /> 11 I8 2 B2 BE BT i

KIFTEIEZ />, KT BLE Ht/& MTU=23bytes.

3.1.3.2. ERSHEFIE RN N

fF 2.9.2.2.1 FRB F=HLELL LL B ATSLIMERSHER, B4
MHVEA TEHHERSH AR, i XAy 2RI ], i X A4 A
REA MHLACE 2 0L, AR MR IR IX AN 2 )5, Il 2 dr & E 4.
E Ko Eag AN & 3-5 fr .

LSB octet 0 octet 1 octet 2 octet 3 MSB
Code=0x12 Identifier Length
Interval Min Interval Max
Slave Latency Timeout Multiplier
/&) 3-5 L2CAP £ 15 3 i K

AR T, REHR., X EFEM ! BT 4 NS EEDR AT
TaH, Wl UM NIA RE R & e BRIERSHUE, MHLR ReZ 301
RHEB WAL, MEEVNREZER, Ba®EENKIE

“LL_CONNECTION_UPDATE_REQ” X/ & VEANE RS E48 MWL, 24

JE NALZER] “WEi 7 25247 S HCE
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a0 FAUA 2 PR 8 2K U, 2 MMLKIE Connection Parameter
Update request fii4, FAHLTEAKIE Connection Parameter Update
response XM r4 BN, WK 3-6 AT7n. Result A 2 AN 7545 3
R Y EWLFE BB SOEESEE %, Result 4 0x0000, i 24%
ZZHEHBEW . B EIAR B SOE %S B K,
Result=0x0001, fEZAEZHEHT.

LSB octet 0 octet 1 octet 2 octet 3 MSB

Code=0x13 Identifier Length

Result

/&) 3-6 L2CAP £ 5 Fril vy
SEBR IS ECE B, W 3-7 Bs, &8I sniffe REM 2 P4,
A EA R K 3-8, K] 3-9 A1 3-10 s

Slave Master L2CAP 42 rRcvd Connection Parameter Update Request

Master Slave LE LL 38 Control Opcode: LL_CONNECTION_UPDATE_REQ

Slave Master LE LL 26 Empty PDU

Master Slave L2CAP 36 Rcvd Connection Parameter Update Response (Accepted)

/& 3-7 Sniffer REZHE # L

-] Bluetooth L2CAP Protocol
Length: 12
CID: Low Energy L2CAP Signaling Channel (0x0005)
-l Command: Connection Parameter Update Request

Command Code: Connection Parameter Update Request (0x12)
Command Identifier: 0x02
Command Length: 8
Min. Interwval: 400 (500 msec)
Max. Interwval: 800 (1000 msec)
Slave Latency: 0 LL Connection Events
Timeout Multiplier: 400 (4 sec)

/&] 3-8 Sniffer RLEM P L2CAP 2 ESHT T Hria K
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-] Bluetooth Low Energy Link Layer
Access Address: Ox50654267
-] Data Header: O0x0cOf
ood. .... = RFU: 0
4 R More Data: False
1... Sequence Number: True
1., Next Expected Sequence Number: True
vev. .11 = LLID: Control PDU {Ox03)
ood. .... = RFU: 0
...0 1100 = Length: 12
Control Opcode: LL_CONMECTION_UFDATE_REQ (Ox00)
wWindow 5ize: 3
window offset: 534
Interval: 798
Latency: 0
Timeout: 400
Instant: 205
+ CRC: Ox0D26cC67

/& 3-9 Sniffer SREZ P LL FiFEZSLE 5 gk

- Bluetooth L2ZCAP Protocol
Length: 6
CID: Low Energy LZCAP Signaling Channel (0x0005)
=) Command: Connection Parameter Update Response

Command Code: Connection Parameter Update Response (0x13)
command Identifier: 0x02
Command Length: 2
Move Result: Accepted (0x0000)

/&) 3-10 Sniffer RH 1 L2CAP FiE S5 &
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3.2. B

Seiil — NAE GATT PN T IS5 a8 N5 i o

® IR s5 4% SOt BRI W

® el KRB I W

REER, XA AL R — AR A DAL

JEIER — SR A TR A FRAEH, T A S hk A3 . Ja A Bl
e HE AR B A . {E L2CAP H R LLKNIE, HOST i T = I #ifs
R 3 %, JFHMAZFMAHKE, HA—% CID=0x0004 []ifiE,
AR T BLE AITA N AR #0 28 ATT #EAT 5 B4 21 5
4T, AT DO FRERSTR? BovET R #Hi
[, X PRAN R & T B AR M 0 T ATT B3] GATT MR B L4039
78 13 HE B R A T8 AR AN e B R 1, SR R e !
£ 4.0 PRUCHTE L XA AU B 1, 2 B4 I8 — e M
WAE TR RE o TP 3-11 FiTo o

implementation

2 Octets 2 or 16 Octets variable length o-siz%% specific
A A A A
( T T T )
Attribute Handle Attribute Type Attribute Value Attribute Permissions

KI3-11 BT
FESEBR N R A, R TP A IR A 2 A b B s PR 2 i — A
s fe, el a M AER, 2l JEEAI(Attribute Handle).
J& M2 (Attribute Type). J& 4 K JF (Attribute Value) UL % J& M1 7]
(Attribute Permissions). 55 I — SR B (10 )& PR R ! Jik 3-5
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iR, IXANRAE Sniffer SRE T ORI HIEHE, TR HHIE £,
RARIFAR A58 B0 R TR REE 2, IXBRAR R 7= i et
. R Ch 2R GIHIXTRER, RP R iR P .
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K35 LFi IR

Handle Attribute Type Attribute Value
0x2800
0x0001 ) X ] 0x1800 «Generic Access Profile »
«Primary Service»
0x2A00
IIL‘ HRM”
0x0003 « Device Name Characteristic » tuquan_
0x2800
0x0008 , X , 0x1801  «Generic Attribute Profile »
«Primary Service»
0x20 E 1
0x2803
0x0009 XeeTS 0x000a 7§
«Characteristic»
0x2A05 UUID
0x2A05
0x000a
«Service Changed Characteristic»
0x2902
0x000b 0x0002
«Client Characteristic Configuration»
2
0x000c . 0x2800 . 0x180D «Heart Rate service »
«Primary Service»
0x12 i3
0x2803 /it
0x000d - OX000E  #/#%
«Characteristic»
0x2A37 UUID
0x2A37
0x000 0x00B4
xUooe «Heart Rate Measurement characteristic» X
0x2902
0x000f 0x0001
X «Client Characteristic Configuration» X
0x02 i3
0x2803 /it
0x0010 . 0x0011 A%
«Characteristic»
0x2A38 UUID
2A
0x0011 Ox2A38 » 0x03
«Body Sensor Location characteristic»
0x 2800
0x0012 . X . 0x180F «Battery service »
«Primary Service»
0x12 1
0x2803 /af
0x0013 . 0x0014 A%
«Characteristic»
0x2A19 UUID
0x0014 OAL Ox64
«Battery Level characteristic»
0x2902
0x0015 0x0001
X «Client Characteristic Configuration» X
0x2800
0x0016 X 0x180A  «Device Information service»

«Primary Service»
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3.2.1. JEM:H])#%(Attribute Handle)

ERMAT A, FREER TR NT S EEM
MEH:
® TN I ITETFHRIEIER—Fh T

BT, BB, KRR GOAABAERT G, 1762
IREVELTE] —MET B, RES IR — M, AT A —
MORECELZERS, BT AR, fh—F LTS ATE, RIS
FEXA BT AR B FRE, X TRl s A, A TR
FEBAEAE T B, XA BB M UE, XNBES LW, S
il 2 BEHCHE I, AT DA RGBSR AN, R K X A B T R 1
Attribute Type F1 Attribute Value #B$& i3 .
® i — Tyl JE M R R 2 A R S

WA BTG, ST, e Mem s, B
LFEIREIRAEE, —BCRHUH MY, BT 2%k,
BR—FE AW, SR, ERIMEAWNOARER &, B
BERERREZ R0, Badr? o Rl 5 a7 4
o FRFEMARAE — MR B B PINR AL S, BRI i 2
AN, A BRI ? X R feiid @ A AT ),
T TR A i P52 A JR s O £

JE A & — N AN Ox0001-OxFFFF f{1{E, 0x0000 J2&{f B A K.
J&& 1 ) A I VA R TS {H S TH 0 AR GE Attribute Type Al
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Attribute Value, #il13% 3-5 F1# & £ A4 0x0001 A1 0x0008 J5 T HI1E
ST LAASHR K, kR W UG A B N B R I X R R B A R, Y
RIFABERE R RS 1, DR Dy BN g 1k L SR A A 8 UMM
[, PR BA AN, BRI EE T BT, F
AN NRAEHAR T, JBIERREZ MRS A X B HA =L
FEJG SO B TR U . FORRELE B P BRI, R 422y 3 18 11,
B IFAN TR EESLIE, 0x0003 J& 1H 7] LA A4 0x0008.

3.2.2. Bk A(Attribute Type)

Jo I 2 L S SR R AN ARV — N0 44, AEWLAS T CABR AR, X
THLGSEMARTIRE ST 7, LR MRARA T 2bytes 80 2
16bytes K FEME T RARTEAN R, BllnoZit, RATAI RO
THEITE R A4, RN HARIE, FIFEX T — A S AT
fibift “0FI7, AWARIE R4 FTUCH T 2R —, LHEIFE
— AT . 0x180D, 3K i M — K IR I A Y A3 e — AR 6
(Universally Unique IDentifier (UUID)). 7EAR %28 15 e b A B4R 5]
fR552& 0x180D HIME, A & #AINER 2 —DEA LRI IRSHE
T

KT HLAS L] 0x180D HLANIE & L F TR, (RN T AR itic
BTG RIZRG, FrASAHE —F0J7%, X T 2bytes ) UUID, @ H
ANEBEHAENME, 2R - NI R4S, FlaneRimE H
«Heart Rate service » &/~ ({H & 0x180D (1) UUID. FTLATESR 3-5 H13K
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#HHRHAR vuiD A454 5177 AT 3

H 4 2bytes BL#H /& 16bytes [f) UUID f&fH4 = B2 4K UUID 2
128bit KEEHIHUE, HRN TIREEMAER, WA BRI (SIG)E X
T—A “¥WF vuiD EE7, {EA 128bits [ UUID, Z5&—MEET)
16bits A — A . IXFE 2 R I% T K I% 16bits B, HUSO W3 5 4
EIESF vuiD FEERITT . S B R BB DIRE T R, A
A A UUID FREG XA AR —Ml 4, B T, T,
K, RS EOKREES, #FREA UUID SR, FTPCRA T 128bits
KPEHEAT I 2 ]

W UUID JEEUn R

00000000-0000-1000-8000-00805F9B34FB

BB 1 0 R IR 55 1) UUID=0x180D, &[] 128bits [ UUID

0000180D-0000-1000-8000-00805F9B34FB
UUID FRSE FH 77325, W TR DR 36 SR U F UUID AT 1 Va R e -

® 0x1800~0x26FF T/l 4535 UUID

® 0x2700~0x27FF F TARiH it & # s

® 0x2800~0x28FF H T X /3@ I 7Y

® 0x2900~0x29FF F T4 1t Hiiik

® O0x2A00~OX7FFF FH T X /45 2 7Y
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3.2.3. JE14/E (Attribute Value)

JEIEME R —> 0~512 P R, X TR IEA S kil BiEE L
BA W, RS N B8 AT LA e Le 2

® Jik 5518 FHME—iR 4 (UUID)

® fi

o IR

® RRIEHIARTT

® FFEEA
3.2.4. JBEVFT] (Attribute Permissions)

J&PEVF AT SR AR XS SR AR ) — R ORY, S AJRRFISE AL A H
LA YRS 5 B3R 1A & AR IR BR A B A AT A REBLRR , a2 3L
SE T IXAN B M 2 A0, PIanEE S /2 75 T EIF B T 2 R
XA R AT RA R BRI BRI B, R B8R IR 7 5
NEVEEET, IR T EA AR, 7k — ARk, R
AT B, B

R 22 4 JE M (U ) T L B DI R B, T i A
M55 2% LR AR Ak, X RS 8 R 1% — AN R RS
«Insufficient Authentication»( L% 3-13 #iRUILER) H& U, 4%
P B A EHRAAD, B AT R IR EEEAT B IR AE, 1R S
BRI, AT LAVS XA JE A T .

QRN 22 4 SRR (R o) R BN A R, TEHEA RN E Y, RS
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7R BRI cInsufficient Encryptions (I3 AN 2 )45 % P13t . 4%
s B IX AR I, B R RS S AR T K W RN ),
e ] AT R & AR
JEYEVFRIA 5y 3 PSR IERLIR R VT IR VR AT . B UEVE ]
AR )
® jfFl Y]
ViRV ] € AT 3 R A 7 5
> Al
> A5
> WHAE
LR PR, TEARX AR T, R
AL RS as iR B — AN B EA T L APIRES . 25 N B LA,
7R ZG XA w2 RS, B SRR P E A SR
HER.
L =4 N TR ]
IEFF AT A 2 Fi:
> i EAE
> A EINLE
RANEVF AT RS, 52
LTHIBSMNSE, BEEEBS, REERITERITR. (H2
AR R T BT AT TR, RAETERER. %
Sty 5 17 AR 55 5 KR AR, SR AR, )7 3 A HEAIE T K

T FCVF R idim 15 i Al 55 4% AH
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HiEd CAE, TRUTR SR EVGERENE, & AT EIAIER.
ARG AT V7 7] 75 ZAE R SR YRR, 257 I 2 Bl 2 — N ARIER)
HIRIRESE R
® ALYFA]

AL F 2 F

> AL

> I

AP AT R BT, B A 1A BOR T i i 55 4% B
JEPEE . ST — M 2iErE 2, RA NN LI RE
BEEFR . R4 HIRSS A UE .

R : JB MV A AN R LR P VM 1 B3X A handle
JBAEE AR, X AMXIR R 2% 3 U 1 R 25 i A 4 7%
25 6] 1A JR PEABR ) 2R A (B R A ) IR B 45 R 9528, BE T AR %%
B HH AR R F b2

R & 1 V7 2 o B

)
35 Rcvd Error Response - Insufficient Authentication, Handle: 0x0014

996 13.591237000 Master Slave SMP 37 Revd Pairing Request: Bonding, MITM, Initiator Key(s): LTK IRK , Responder Key(s): LTK IRK
997 13.607478000 slave Master LE LL 26 Empty PDU
998 13.621238000 Master Slave LE LL 26 Empty PDU
999 13 622383000 S'Iave Master SMP 37 Revd Pairing Response: Bonding, Mo MITM, Initiator Key(s): IRK , Responder Key(s): LTK
4 | I

Frame 995: 35 bytes on wire (280 bits), 35 bytes captured (280 bits) on interface 0
Nordic BLE sniffer meta
Bluetooth Low Energy Link Layer
= Bluetooth L2CAP Protocol
Length: 5
CID: Attribute Protocol (0x0004)
= Bluetooth attribute Protocol
Opcode: Error Response (0x01)
Request Opcode in Error: Read Request (0x0a)
Handle in Error: 0x0014
I?ror Code: Insufficient Authentication (0x05) |

0000 04 06 1c 01 Oe 69 06 Oa 31 1e 3f 4b 01 97 00 00  ..... i.0 1.7Ke ...
0010 00 al 7b 65 50 06 09 05 00 04 00 01 0a 14 00 05 LiEP L e
0020 ea 75 65 . ue

153



BLE4.0 fIC Dh#EHE 4 th i 45

3.3+ GATT fRZ-22H %

—> BLE BZ5HE 1 22 20 Al Bl 3-12 GATT Profile 73 )2

Profile
Service Service
r - 3 r - "
i Include | ; Include |
e L ——
L] €
L ] (4]
; Include Include
Characteristic Characteristic
O
Properties i Properties
- - —
Value i Value
- - -
| ': : = X =
i Descriptor 5 o ; Descriptor
I o T ©
(=] 4]
Q (4]
e Ir == - =
i Descriptor | i Descriptor
- 4]
L (43
L r
Characteristic Characteristic
ir Prope_r{ies - Properties i
| P - - = - - |
? Value Value i
[ —_ - . e TEEE———
Descriptor Descriptor i
- o T TG T
£ 1]
L] _ (4] _ B}
Descriptor : Descriptor E

/& 3-12 GATT Profile /=
A A BB ? BN T A — N IRESHEE —
R T fE . MWEHRTT RN, — MRS 78 H R 22 FL S mt 2 Profile, 1E
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® 3-1 PHAIEZREEIR . Profile T/ £~ Server A%, 1 Server ) H
0 BZ 4 (Include) FIZ/b—A> (Characteristic) H k. Bilan, 7E%
3-5 FH[f] {Heart Rate service ) ‘L2155, A LAMIR UK 3-6 FIoR .

7 = T EI1 Value F:AN 2 Attribute Value, ‘Bl f&«Characteristic» [FI{H .

K 3-6 LFETRF R

0x180D«Heart Rate service » 1»ZE 1R

0x2803«Characteristic»

Properties 0x12 ‘
0x000E /3
Value
0x2A37 uuiD
. 0x2A37
Declaration L. 0x00B4
«Heart Rate Measurement characteristic»

____________________________________________________

! . ! 0x2902 ! !
! Descriptor ! . L. ) . I 0x0001
S _ _ «Client Characteristic Configuration» _ | ______ !
0x2803«Characteristic»
Properties 0x02 ‘
0x0011 =773
Value
0x2A38 uuID
0x2A38
Declaration ) .. 0x03
«Body Sensor Location characteristic»

3.3.1. R%

WAt ARV ? B iCRTE rh 2 X A 5hiA 1) -
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A service is a collection of data and associated behaviors to accomplish a particular
function or feature.ln GATT,A service definition may contain referenced services,
mandatory characteristics and optional characteristics.

R HR I IR S5 2 46— R IR A RAT A AR &, N T
LA R E D AR BCE AR . TR — AN IR SS AT DA B 5] A R 4% R
(Include). sRFIPERI AT HIFFIERD {Characteristic).

AR RS I SR, BRSNS
B AN IRSS A IR 0 AN AN E UL D ANRE E S IRSS
& TR IR A B, S5 RT R — AN IR 45 7 B 83 A RIS ) OXFFFF.
FITAT BB 5 SORE SR BRSSP W R AE R 18 S/, TR RS € € X
e EIRAE R G — NS S A B E U, Rtk e SCRERFER
S IE.

TR AR R S5 B E S BRI RS P LA E S R
X B ESRA A RVENE? 7EFL 3-1 TAHRE], Profile B2 M 11, T

AH ERIX LA E L

3.3.1.1. JRE =M

MR 55 B B T A ) ? S, s & R A &, &
A DURARIR AT 2 MR 55, X T0Fat, mhad & Ut 77 3AT AR fih 0 3
IR 55 -

M 3-5 F1r] LLAE H AR 0x000C~0x0011 #&—~«Heart Rate
service » (>R 1155 s FJAK 0x0012~0x0015 /2 «Battery service » H itz
% . NR# 5118 3-5, [F N«Heart Rate service »/R%5 %N, {H

R TR BALLERIE— AR KA IR ? A e 2
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BRI ARERE, RAME— 2 RIS, R =], i
LAREMERAT AMENE? B CHINE? M PiAg Al 3-11 FrrT BLsA
TEALE GATT J= e FH I 2 A & 1t 28 2 (Attribute Type), A& PEAE

resa N ERE, Wt uiin RELE GATT ZREFNIE A BT
Ham), aRARRAZA — MR, I IX A B PS8 (Attribute
Type) ] UUID AR %5 — M € HIME , IXAME AR AR iU AR S5 7 3 .
fE# 3-5 HFAJIRCA 0x000C [#) UUID=0x2800, IXAME il 2 557 1,
£ 75 Bl —“>«Heart Rate service » 0> 311k 5% o X ft EIE G “ @ 1257
M4, XA UUID (E 2 X 7 @ FH . SEBR_EAE GATT Profile H )&
VR ZA, Wl 3-13 fiw.

Attribute Type uuID Description

«Primary Service» 0x2800 Primary Service Declaration

«Secondary Service» 0x2801 Secondary Service Declaration

«Include» 0x2802 Include Declaration

«Characteristic» 0x2803 Characteristic Declaration

«Characteristic 0x2900 Characteristic Extended Properties

Extended Properties»

«Characteristic User 0x2901 Characteristic User Description Descriptor
Description»

«Client Characteristic 0x2902 Client Characteristic Configuration Descriptor
Configuration»

«Server Characteristic | 0x2903 Server Characteristic Configuration Descriptor
Configuration»

«Characteristic For- 0x2904 Characteristic Format Descriptor

mat»

«Characteristic Aggre- | 0x2905 Characteristic Aggregate Format Descriptor

gate Format»

/& 3-13 Summary of GATT Profile Attribute types
FEIFRTER], RS AR A N EERE: (EERSD

«Primary Service» f1 (/X ZE Ak 45) «Secondary Service», HSAXPHNE
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4 X il W 2

® (HEARS) «Primary Service»

NIT B T RE R RT3 H B 2RSS BT — & SRR DRI
W e, BRI B B Z RS

® (KEARS) «Secondary Service»

AN T A i L2 B AN 5 2 ) S B AR AT AR PR Y
B IR RS RAN 7 B A e S i), IR F AR T A A
PR G, TEZERSHE THENG, &7 RS E A7 ik
ita, BERT LB %, (R W% P 55 2 it B AR PE R d

WSEL ARG A RERRI R E T 22 R B4 o a2 il 2
55 AR EMRST I, i R et v E k55 (Include) #3474
CEEIE

3.3.1.1.1. R E KR

e v R Al 55 7 S R E Y UUID ELIEAT T, A SR AR
FSEUAHA%A? Gk 3-14 s,

Attribute Attribute

Handle Attribute Type Attribute Value Permission

OxNNNN 0x2800 — UUID for 16-bit Bluetooth UUID or Read Only,
«Primary Service» OR 128-bit UUID for Service No Authentication,
0x2801 for «Second- No Authorization
ary Service»

A 3-14 R A H
A4 E ) Attribute Value J&—4> UUID {EWE ? IX AN T HLfE,
B TAERU AR AT RS 75 B, 2wl e i TAER LT 15 VRl i 4%
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HOAAH A MRS, MHEIERRS R SIG M GE 7 # uuID 5
Fe H O VUIDAE, 8 Ul 150 75 B IR 2% 3 Sl 2 F R RS 8 1
UUID AJF—> UUID &, X/ UUID \] LLJE 16bits B /& 128bytes.
fE3% 3-5 1, WATLAERE 5 MRS AR, JF HAOE B E RS, W3k 3-7
I

K 3-7 DFE I EHRS A

Handle uuIiD Value
0x2800
0x0001 . ) 0x1800 «Generic Access Profile »
«Primary Service»
0x2800
0x0008 . ] 0x1801 «Generic Attribute Profile »
«Primary Service»
2
0x000c . 0x2800 . 0x180D «Heart Rate service »
«Primary Service»
0x 2800
0x0012 . X . Ox180F «Battery service »
«Primary Service»
0x2800
0x0016 . X . Ox180A «Device Information service»
«Primary Service»

3.3.2. HE RS «Include»

BE RS, Wi TAE SRR E S e %, w7 DL
R #include"XXXXX.h"HEAT A K SO . AR — MRS T H
LB R 45 L T P S S A%, AT DB «Include» SR 58 B o
SRTM » «Include»— & JEAE RS 75 W1 2 Ja Y, T84 i 9% 75 WA I A 7 2,
H RS T ASIH 53— AN RS . BRSBTS — AN IR
55 IS IR R S5 A TFEIAT A o IREEIRSS AT LS| — AN IKEE R 55
o BRI E RS SRR B AR SSIG BUAR D, IR S| ] 3
MRS D T o A4S RS «Includex (175 BA RS 22 E A REIVE? 40

3'15 Fﬁ/j—‘_\‘o
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Attribute | Attribute
Handle Type Attribute Value Attribute Permission
OxNNNN 0x2802 — Included End Group | Service Read Only,
UUuID for Service Handle uUuID No Authentication,
«Include» Aftribute No Authorization
Handle

K] 3-15 5 RF A% A
M 3-13 A A] PLAITE A2 R 45 < Inc lude> AR B ] UUID=0x2802.
R EMEEIAT 3 DR AR 7R B RIS A . A KA
AR EAQ SRS T UUID. MR E&E— N SEHF AR —EF I,

2 UUID Jy 128bits I, ARSS UUID REAAE A BHE R & 0. Wik
3-8 ffram. IR 0x0281 [ )& PSR Jy<Included 2R A, "B 7 B A &5 1

AR%% eManufacturer ServiceYBl ) miiR%S, MRS AIH N 0x0500, 2H.
S5 RN  0x0504.
# 3-8 GEFEHEN

Handle | Attribute Type Attribute Value

0x0280 | «Primary Service» «Weight Service»

0x0281 | «Include» {0x0505, 0x0509, «Manufacturer Service»}

0x0282 | «Characteristic» {0Ox02, 0x0283, «Weight Kg»}

0x0283 | «Weight Kg» 0x00005582

0x0284 | «Characteristic Format» {0Ox08, OxFD, «Kilogram», «Bluetooth SIG», «Hanging»}
0x0285 | «Characteristic User Description» | “Rucksack Weight”

0x0500 | «Secondary Service» «Manufacturer Service»

0x0501 | «Characteristic» {0x02, 0x0502, «Manufacturer Name»}

0x0502 | «Manufacturer Name» “ACME Temperature Sensor”
0x0503 | «Characteristic» {0x02, 0x0504, «Serial Number»}
0x0504 | «Serial Number» “237495-3282-A"

3.3.3. BHERAEIsH

FIRA R B E RS <Included T AL EHH SR AW, HAtt

SRR ? EAENTI? 1E GATT Profile H¥ @2k AR 3 4. «
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BB RS »«Primary Service»,« X Al 55» «Secondary Service» Fll«h {4

»«Characteristicy o —MNHFET—NFEH, RSTHLERT T MR

S RE D AR T N — R B ECE T MRS A

WS ST A IR IR S5 AT 70 4, R A IR AT o L. RSS2
— M ERE R IR S AR R A e R 2

3.3.4. Kpf«Characteristic»

N2 FH IS FH 02 S P RO, i L P AR A ) Jes PR AR R R i AL PP
FIT CURRPAE U8 B LR . RR PR 8 3 MR B

® it

® I R AR ) A= 1]

® RFMEfiRTT

R 3-9 WU 3-5 ORI A —MFE A BRI Z—
ANENREE. WNRFRTEAE 2, Rk W5 5855 B2 R W R
VERME, B aBAE? T DU IURE 7 A i) e PEAE B2 A9 AR 0x000e
A SR 0x2A37 WIS 2 58 75 1 1 0 75 T v ) R Aoy R g S
R, WA TR = W R PR R YRR

K 3-9 LF I HIFFIE

RFHER Handle Attribute Type Attribute Value
0x12 PN
0x2803 X ez
1 7 B 0x000d . Ox000E A/
«Characteristic»
O0x2A37 UUID
0x2A37
La=C1:| A =<1 B
R HRIERIE S | 0x000e «Heart Rate Measurement characteristic» Gt
S 0x2902
KPR 0x000f X 0x0001

«Client Characteristic Configuration»
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3.3.4.1. ReiEAEE

ME 3-13 R PURNE, R BAR SR UUID {H A2 0x2803, F
P R R S S IR R R E T, BHEAEE 3 MR
FEVEVERR . B AR E 2R, HAUN Rk, W&l 3-16 AR,

Attribute | Attribute Attribute
Handle Type s Attribute Value Permissions

OxNNNN | 0x2803-UUID Character-

Character- Characteris- | Read Only,

for istic Proper- | istic Value tic UUID No Authentication,
«Characteristic» | ties Attribute No Authorization
Handle

& 3-16 FFIEAE B 5
R R B R R PEAE R 3 B REE MR (S 1 AN, B
Wi 2 N, BRI E L R 2 7Y 16bits ) UUID B /& 16 F

5 128bits ) UUID. UN5E 3-9 HI%F: = HH

3.3.4.1.1, JBHE %)% (Characteristic Properties)

PR TR — > 8 AL B WiE 1 RV E RSB B X — R AR AE Y
SO o L T I IR AN 1 T DARIE 75 B PR A S A 1 S A T
DI B A3, DU 4 “FB” diAT8AE, BURH 4 FBotfE)R
PEPM ATT B 7o 415R 3-10 Bk

£ 3-10 FFIEIMENE

P (=] iR

ik 0x01 R BCEZAL, AL 0 IR 55 s ) P e B i A
T «Server Characteristic Configuration»

BLEL 0x02 XA @ S 2 AT ad e e O BEAT B HUR)

% (INEE) | 0x04 XA & VAR AT L 52 fin 2 AR EAT i 4R

HH (A M) 0x08 XA e AR F] DUE S SE AR AT 5 14E, IFA
M

162




BLE4.0 fIC Dh#EHE 4 th i 45

pei 3| 0x10 AR 55 75 0] DL E B8 &0 e R 45 % P i

=N 0x20 AR 4% 28K B AR AR N R 25 P v, TS 358 7 i 1
TN

T 5 fiy 4 0x40 s J5 5 a4

¥R 0x80 YL — N JE

3.3.4.1.2. JBME{E —Rp 1 B J8 1 A H (Characteristic Value Attribute

Handle)

J& TR A R B R 8 B R R RO

3.3.4.1.3. BHE PRI 28 E (Characteristic UUID)

J&& 1SR T Al A2 R A B A D ) Je P 1 J RS AL R uuiD.

3.3.4.2. K E

REVEAE 1 7= W R AEARF I 7 W R S — N I, BT IR E X
—REEEHE - AREEEY. e ERAE 3-17 fron. 7R
R 3-8 YRR W R PR AR A

Attribute
Handle Attribute Type Attribute Value Attribute Permissions
OxNNNN Oxuuuu — 16-bit Characteristic Value Higher layer profile or imple-

Bluetooth UUID mentation specific
or 128-bit UUID
for Characteristic
uuiD

1 3-17 FF1E1E A
KT AR —ANREE, 0SB U BSOS (Profile) FiR 1R A% 2K
FAEA S A EAT N, IR E RSB AT RIAT )y, LA
5] 88 38 AR PO A 55 A TS RIS T Proofile.
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3.3.4.3. FrHEHRRF

Frfhitid e RS — R TR ER REE R, Fitd a2
PR, — VRIS E AT VAR B 2 AR AT, 10 BT A ik 177 40
s R O AR IR 55 1, B A 381 OO A ok AR 5 AR U AH N Y
Profile #EATHE . FIRFTFERBEAERFIEAE A 2 )G, WERA Z iR 17
BEAT ], HIRFRRAIE R .

Rl LS IS 6 Fiid fF AL G, 4ia Rl 3-13 1531 a1
AU UUID fA -

® iy FEMEFi  «Characteristic Extended Properties»: 0x2900

® JFMH ik «Characteristic User Description»  : 0x2901

® % kit AC B «Client Characteristic Configuration» : 0x2902
® 5234 PERC B «Server Characteristic Configuration»: 0x2903

o MR IRK R «Characteristic Presentation Format»: 0x2904

® iR EK A  «Characteristic Aggregate Format» : 0x2905

3.3.4.3.1. iy B RERA

AR I RSRAS MOy et ot 75 B X&) 3-18

Attribute

Handle Attribute Type Attribute Value Attribute Permissions

OxNNNN 0x2900 — UUID Characteristic Extended Read Only,
for «Character- Properties Bit Field No Authentication,
istic Extended No Authorization
Properties»

B 3-18 JF1E D JE NI i 2 17 77 5]
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JERPEER 2 MW EEE, ERIEEA bit Kom— N RAITER,
R EAPRAIR S 4 B I EECE B A5 RR R R . HRTE LT
IR, Nk 3-11 o

7 3-11 Characteristic Extended Properties bit field

P iR & E11%)
Reliable 0x0001 | AJEHLE NEUE 1 BE

Writable Auxiliaries | 0x0002 | 5 A\ “HpthH PR ” FiRFFIHE 17

3.3.4.3.2. KA P HERERE

7 SR ) A P AT G B I FR TR 2R 0, e
APRF R SRR A SR ER, N FAh et A S 3. Bt
PTURCE IR E, [EHH" A 20 R HEATHE, A N
PR IR — Tl FERX MERBE EAE 20 #5. BRI B

3-19 7R

Attribute

Handle Attribute Type Attribute Value Attribute Permissions

OxNNNN 0x2901 — UUID | Characteristic User Descrip- | Higher layer profile or
for «Character- | tion UTF-8 String implementation specific
istic User

Description»

B 3-19 JFIE/H ) 78 1 17 77 4

3.3.4.3.3. &P Uit B fiARF

SCHRPEFIECE T B4R 6 AU Y 2 7 i G B F R AT« B FR R B
# AN El 3-20 P IR AT 2 —> 2bit FIEUE, 72 T ik Bl
5T, (HRARVFFNRE . % T Al @ Fn e fan e IRk
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AME, MFELE Profile FREAT 5 SCH. BGOSR RS 45
WENZE 2 ), AR KIS TIE A ? I8 04k Vil ? #f e

i Profile i E 1.

Attribute

Handle Attribute Type Attribute Value Attribute Permissions

OxNNNN 02902 - UUID for Characteristic Readable with no authentica-
«Client Characteristic | Configuration Bits | tion or authorization.
Configuration»

Writable with authentication
and authorization defined by a
higher layer specification or is
implementation specific.

[ 3-20 Z I & f i 7 A B
3-21 NJEMEAE bit Ui

Configuration | Value Description

Notification 0x0001 The Characteristic Value shall be notified.
Indication 0x0002 The Characteristic Value shall be indicated.
Reserved for OxFFF4 Reserved for future use.

Future Use

/& 3-21 Client Characteristic Configuration bit field definition

FEFR 3-5 A XS O A BE R o

3.3.4.3.4. JREF[IFHACE FIRRF

s EEHREEERZ A bit A2(E 3-23), EEEGERE Hix
PR BT 8 IR 5 BOAE SCEE o T AR RIS TR A IR 55 8 T E

R, BRI R ARETT FRH, Heg b Sz R rEr AR SS
K SCHTEE T FERIEE, A P2 SR Bl 2t ame? st 2RV,
LA R AR 5 B S PR AR . — LB IRSS A W Bes 2 MR Ve BEAT ) 4
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R 55t IR B xS WA A R0 T 4 o B A R R

Attribute
Handle Attribute Type Attribute Value Attribute Permissions
OxNNNN 0x2903 — UUID for Characteristic Readable with no authentica-
«Server Characteristic | Configuration Bits | tion or authorization.
Configuration» Writable with authentication
and authorization defined by a
higher layer specification or is
implementation specific.
£, 2 pn fofe
K 3-22 JR55 a5 I B 7 A 7
Configuration | Value Description
Broadcast 0x0001 The Characteristic Value shall be broadcast
when the server is in the broadcast proce-
dure if advertising data resources are avail-
able.
Reserved for OxFFF2 Reserved for future use.
Future Use

/& 3-23 Server Characteristic Configuration bit field definition

KA A AFERE P B «Characteristion 1B — 4 bit
FRJE B EEEI 36 2 R REPEE AR B R A AT T 5L, B
TIRS, T RE BRSPS HAth Ve A& B AR L B, (RN # Ry
VE(E R “URBE: 37.5°C7 XAEMIEHEMRA A A L, MR
B RBTET XARS R, IR 37.5°C7 XFERIEGE A AL R
FE R R &2

3.3.4.3.5. RERRE IR RF

f 3 P & I RV (GATT) B H Y 22— R SCRFIB A 2 i 38 %%
Fri g e EREBEIBUCRRFPE R BUE, FFETEAER MR A1 SIS DL
NI PR R . R PR AR U IR A R AR AT TR R O A
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Beghim 2 - am R - R e RIS B EE R an 18] 3-24 Fos

Attribute Attribute
Handle Attribute Type |Attribute Value Permissions
OxNNNN  |0x2904 — UUID |Format |Exponent|Unit Name Description |Read only
for «Character- Space No Authentication,
istic Format» NO authorization
4, — O A
] 3-24 FFIEZE R IR A IR T
> J = EJL
e s EBA 5 D

® f%: 157

XA U R O BEE R, G AR R char RN
int 87, JURiX BB SUA AR 2R, BAR B BORTE .

® ¥ 177

FRECAT DR Gt Fdil/NEOS AL B, SRPRE=FFEE 10 . B
BRI 3, Rt R TR T 11 16 A7 8%, fa¥0h 2, A %LbR
HHLA 3005 WIRIRECN-2, Fith{H & 2345, WA SERrfE 2 2.345,

® Hif: 27

B FR R A B B, I RO B T, AANIE R C . HREML
SO AFIERT, PrULEEIRE.

=

LS 17

o k. 27

EHEA T B EE o XA B 7 BUE NS 2
A4 A B T IR B LA . R B — A 16 ALEITG
P55 50 XA I - BUEUE I 3 L UAE Assigned Numbers document

A
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3.3.4.3.6. FFEREE MR

A7 LERFIE R I L B — B R RS 2 - BB W HIARHE AU RF 5 R ROR
HER ERIREAE, @A SQEMAEE, HHGE K
A CAERME. N T MIE SRR R AR R, R R G R R
£ I VF 51 F 2R i AR AR R A S E IR 5 BL BRI

% &l 3-25 Fiow.
Attribute
Handle Attribute Type Attribute Value Attribute Permissions

OxNNNN 0x2905 — UUID | List of Attribute Handles for Read only

for «Character- | the Characteristic Presenta- | No authentication
istic Aggregate tion Format Declarations No authorization
Format»

K 3-25 FFIER G5 AL TF

BT, AR B AT AR R s SR 1T (2
R 20 RN 2 FE)RVRS PR IR S s R 1, e 38 AR A s 51
TR o Tl 2 i 8 RE E A A e e I A A s X M
ARG

TLER N, FRERG R AGIA T B 5| H B 2 MR 2
BAFA N E TR AR BT E A LR B A [F 0 55 A B 4
SIREN 2N T RERE G 5ellE SR rRRHER RS
ALK
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3.4. B (ATT)

HE i s #iF. W

(LS|

i oh] it Profile ¥4 &2 50 2E , 1X 15 & MBS PhiSGHAT 2ds FE T

N ERYE /T

3.4.1. B IHNTE

RPN EZ 3 A5 |E L EEEK B

JEMEMY T E SR RIS B AR B . BARInEE 3-12.
#3-12 FIE P E ¢

PDU K7 Send By i
52K Request Client | % i [a] i 55 2808 SR 2 i
W% | Response | Server | fR45aExt b R N 2
4 | Command | Client | % Ui [ IR 55 o A3 i 2 o M 2
A | Notification | Server | k5% as X4 I B 7] 25 ) S it A1 — TG B2
f878 | Indication | Server | IRZS # 0T REIEHUE RN 45 K Ui
ffiiN | Confirmation | Client | %% 7 3t X 45 7~ HI &

E R VN EPS!

X E W B R HERE 7, BT piE(E 77 U4 Request T Response
&%, Indication Al Confirmation & —Xf, 7E¥&A 152Xt 7 BN & Y

RN BB

A& AN REREAT 2 2

BRYIE KRB TR A o A2 AE K]

Pt EAR] DAEAT AT IS i 2247 R0 A% 4
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3.4.2. BHEHLEER

PR N 3-26 frs B8 17 BRI b 24,
HALSHA PRI, — MR AU S INENIEE SRS, 57— Fhe
WA 12 TR GRS B

10ctet Up to (MTU-1)
< > < >

Opcode Parameters

ATT PDU if without signature

1 octet Up to (MTU-13) 12 octets
< > < > >

Opcode Parameters Signature

ATT PDU if with signature
K1 3-26 71PN K 15
AR R, WA S RN, WA E AR
K AR IE . AN BE R C AT — IR ANIE, AT ZEHIRT
WIE. FMSUE SR -

An Attribute PDU that includes an Authentication Signature should not be sent on an
encrypted link. Note: an encrypted link already includes authentication data on every
packet and therefore adding more authentication data is not required.

3.4.3. JBMEWHN PDUs

JER AR SCEE L, 2 FH RN e 1 s P R R S A . X —5 L
S BRI . BRI E A RSB IARST, TR U] ATT

HiUE AN GATT RS K I

171




BLE4.0 fIC Dh#EHE 4 th i 45

3.4.3.1. X# MTU

K 3-27 N H: MTU BRER . B 3-28 AAZH: MTU 7n . 8] 3-29

N Sniffer REEZH AL MTU A

Parameter Size (octets) Description
Attribute Opcode 1 0x02 = Exchange MTU Request
Client Rx MTU 2 Client receive MTU size

Format of Exchange MTU Request

Parameter Size (octets) Description
Attribute Opcode 1 0x03 = Exchange MTU Response
Server Rx MTU 2 Attribute server receive MTU size

Format of Exchange MTU Response

& 3-27 XHMTU €152

Exchange MTU Request (0x0200)

L

< Exchange MTU Response (0x0032)

/& 3-28 X MTU &

Bluetooth Attribute Protocol
Opcode: Exchange MTU Request (0x02)
Client Rx MTU: 158

Bluetooth Attribute Protocol

Opcode: Exchange MTU Response (0OxG3)
Server Ex MTU: 23

/&) 3-29 Sniffer REZHIXH MTU 2047
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FEARTOFEE T, BT ERIN MTU 05 23 75 .

R

e A KEIXAERE, EREMERZ 23, XU LHRE
ANES PRI 9 e &A% 4R

3.4.3.2. 5B E K\ % (Find Information Request\Response)

K] 3-30 ARG BiE R\ E KR E 3-31 ARG BIER\NE
IR K] 3-32 4 Sniffer SEAESS RS B R\ B HdE

Parameter Size (octets) Description

Attribute Opcode 1 0x04 = Find Information Request
Starting Handle 2 First requested handle number
Ending Handle 2 Last requested handle number

Format of Find Information Request

Information Data

4 to (ATT_MTU-2)

Parameter Size (octets) Description
Attribute Opcode 1 0x05 = Find Information Response
Format 1 The format of the information data.

The information data whose format is
determined by the Format field

Format of Find Information Response

Name

Format

Description

Handle(s) and 16-bit Bluetooth | 0x01

A list of 1 or more handles with their

UUID(s) 16-bit Bluetooth UUIDs
Handle(s) and 128-bit UUID(s) | 0x02 A list of 1 or more handles with their
128-bit UUIDs
Format field values
Handle 16-bit Bluetooth UUID
2 octets 2 octets

Format 0x01 - handle and 16-bit Bluetooth UUIDs

Handle

128-bit UUID

2 octets

16 octets

Format 0x02 - handle and 128-bit UUIDs

A& 3-30 7615 515
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Client Server
—— *
Find Information Request (0x0205, 0x020F)

>

L Find Information Response (0x01, 0x0205,
«UUID1», 0x0206, «UUID2»)

Find Information Request (0x0207, 0x020F)

>

< Error Response («Find Information Request»,
0x0207, «Attribute Not Found»)

& 3-31 16158 15\ BN &

Bluetooth Attribute Protocol

Opcode: Find Information Request (0Ox04)
Starting Handle: Ox000b
Ending Handle: Ox000b

Bluetooth Attribute Protocol

Opcode: Find Information Response (0x05)
UUID Format: 16-bit UUIDs (Ox01)
Handle: Ox000b

UUID: Client Characteristic Configuration (0x2302)

Bluetooth Attribute Protocol
Opcode: Find Information Request (0Ox04)
Starting Handle: Ox0018
Ending Handle: Oxffff

Bluetooth Attribute Protocol

Opcode: Find Information Response (0x05)
UUID Format: 16-bit UUIDs (Ox01)
Handle: Ox0018

HUID: Client Characteristic Configuration (0x2902)
/] 3-32 Sniffer SREETH1# 158 17 R\ WA 27
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AR AF B R E R A — R AN E MR AR RIZE R E B X
FEME——NBELE P i R DT R R PR

ERAE RIEROEH WA BIEARMERAR. EITE X
TR B0 B ARER . O TR BIFTE BUE R, %0 R
AR FIIR A 0x0001, 45K AJHNBIY OxFFFF. {EERIE N5 S H A
AKERRG], AR S IA &N, P RERXIGER, Rkt
AR RO SON B4R B B B K BIAR E Jm — N RO TG -

BHRAE B R A AR AT . A PR, AR ET 16
frf7 uuID K5 3, A MTRZOEH 5 MEtEAIE-2RA
F—MuR T 128 A7) UUID, RFEEA 1 ANEIEAIR-2EIS . 7R
[F]— R L P AR L A A I PR RS X

3433 . #% K A H A K E K \ B & (Find By Type Value

Request\Response)

& 3-33 MR EIRIFER\ME B K 3-34 NiESERE
G R\PZ R R K 3-35 4 Sniffer KA R BUE A HRIE K\
VRSP

TS RE A R SRR 0] A2 m] DAAR 25 5 1 28 2 5 B0 (e oA
FEYE . ZIE RO S PRI I FWAIE R AN, e Eiki
o T X —VE BRI B I, dn RANE R rh iirdi s iR A
A, IBAIKAJE Il AL N R [E]
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Parameter Size (octets) Description

Attribute Opcode 1 0x06 = Find By Type Value Request
Starting Handle 2 First requested handle number
Ending Handle 2 Last requested handle number
Attribute Type 2 2 octet UUID to find

Attribute Value 0to (ATT_MTU-7) Attribute value to find

Format of Find By Type Value Request

Parameter Size (octets) Description

Attribute Opcode 1 0x07 = Find By Type Value Response

Handles Information List to (ATT_MTU-1) A list of 1 or more Handle Informa-

tions.
Format of Find By Type Value Response
Found Attribute Handle Group End Handle
2 octets 2 octets

Format of the Handles Information

K 3-33 18 H 276 1R\ B CFE A

Find By Type Value Request (0x0001, OxFFFF,
«Primary Service», «UUID1»)

< Find By Type Value Response (0x0200, 0x0214)

»

Find By Type Value Request (0x0215, OxFFFF, 3
«Primary Service», «UUID1»)

Error Response («Find By Type Value
Request», 0x0215, «Attribute Not Found»)

] 3-34 12T [E X 16 1E R\ P B
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Bluetooth Attribute Protocol
Opcode: Find By Type Value Request (Ox06)
Starting Handle: Ox0001
Ending Handle: Oxffff
UUID: GATT Primary Serwvice Declaration (0x2800)
Value: 0218

Bluetooth Attribute Protocol
Opcode: Find By Type Value Response (0x07)
-] Handles Info, Handle: Ox0033, Group End Handle: Ox0036
Handle: Ox0033
Group End Handle: Ox0036

/4] 3-35 Sniffer KRG 5 11 1% T (E B 1615 R\ L 5401
XA A T E IR A 2 BB 2RSS . KRR, 5 i
Forp 2R B N RSS, IR U BOZ IR H) UUID. Bl S Y
M 7 44700, 25 2 40 28] 0 %A 1 S I 55 A8 SS9 ) A AR BB o ek Tk FA) I
% R AE RS A TP Bl — Ik, SR EATT R e B 2605 — AN R AR Y

3.4.3.4. #RAEF R\ N (Read By Type Request\Response)

& 3-36 LR TR R\M A B . Bl 3-37 NI RLE K\
NN . Bl 3-38 O Sniffer SRAE 2 iR B R\ ML HG 4

XA 2 BEAE BN VI B A BRIRCRAN R AL . =% ) S (N R T8 Je 1k
SRR M AR AR o] U 230G 3K . 15 SR E S AR 2R A&
A R VERISRA . Wi SORE 4 T I AR AR

XA R T SR PE TR, FRE R SRR IR 55
I IR B A HIOR IR SRS R A R AE
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Parameter Size (octets) Description

Attribute Opcode 1 0x08 = Read By Type Request

Starting Handle 2 First requested handle number

Ending Handle 2 Last requested handle number

Attribute Type 20r16 2 or 16 octet UUID

Format of Read By Type Request

Parameter Size (octets) Description

Attribute Opcode 1 0x09 = Read By Type Response

Length 1 The size of each attribute handle-
value pair

Attribute Data List 2to (ATT_MTU-2) A list of Attribute Data.

Format of Read By Type Response

Attribute Handle

Attribute Value

2 octets

(Length — 2) octets

Format of the Attribute Data

/&) 3-36 1557 IEIE SR\ o B 5

Client

Read By Type Request (0x0200, 0x0214,

Server

«Include»)
Read By Type Response (0x08,

0x0201, 0x0500, 0x0518, «UUID1»)

Read By Type Request (0x0202, 0x0214,

A

«Include»)
Read By Type Response (0x06,

0x0202, 0x0550, 0x0568)
Read Request (0x0550)

Read Response («UUID2»)

A4

A

Read By Type Request (0x0203, 0x0214,

«Include»)

__Error Response («Read By Type Request»,

0x0203, «Attribute Not Found»)
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Read By T 11, 0x0214,
«Characteristic»

0x0211, «Attnbute Not Found»)

Read By T 0x0200, 0x0214

-%m-) .

Read By T 7, 0x0203, 0x02, |
$50204, - UUIDT=, 0x210, 6x02, 0%0212, +UUIDZ)

EW 'M -

Discover AN Charactenstics of a Service example

Read By T (0x0200, 0x0214,

“ iCn)

Read By Type Response (0x07, 0x0203, 0x02

>

0x0211, «Attribute Not Found=)

5%0204, <UUID1~, 0x210, 0x02, 0x0212, «UUID25) |

Read By Th 0x0211, Ox0214
«Characteristic»)
Error «Read By T Ueste

D¥scover Charactenstics by UUID exampie

Read By Type Request (0x0001, OXFFFF,
«UUID12+)

 ¢Pead By Type Response (0x04, 0x0380, 0x0BEC)

Read Using Chavacteristic UUID example

[ 3-37 BT IE SR\ B
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Bluetooth Attribute Protocol
Opcode: Read By Type Request (Ox08)
Starting Handle: OxC018
Ending Handle: Oxffff
UUID: GATT Characteristic Declaration (0x2803)

Bluetooth Attribute Protocol
Opcode: Error Response (0x01)
Request Opcode in Error: Read By Type Request (0x08)
Handle in Error: Ox0018
Error Code: Attribute Not Found (OxDa)

Bluetooth Attribute Protocol
Opcode: Read By Type Request (0x08)
Starting Handle: 0x0001
Ending Handle: Ox0D007
UUID: Device Name (0Ox2al0)

Bluetooth Attribute Protocol
Opcode: Read By Type Response (0x09)
Length: 13
-} Attribute Data, Handle: 0x0003
Handle: Ox0003
Value: 4e6f726469635F50726F78

00 07 06 26 01 8 14 06 Oa 3d Qe 47 62 00 b7 00 OO Y PR =.Gb....
10 00 dS 45 65 50 Oa 13 Of OO0 04 OO0 09 Od 03 00 4e ..EE2F
20 &f 72 64 69 63 5f 50 72 6f 78 0a ae ab

/&) 3-38 Sniffer K51 1 BZH L1 R\ N B A
3.4.3.5. BEIEK\M. & (Read Request\Response)

K 3-39 AEER\M B . B 3-40 AELER\N B . K 3-41
N Sniffer K8 7 A SR\ 2 204 -

B K2 e B AT B I SR o SR EL S — NI, T
2 3% B2 AR X I ) S 1M o AT AE 2 P s TR MR SRR B L
7 gefi iz s R BUm PEAE .
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Parameter Size (octets) Description
Attribute Opcode 1 0x0A = Read Request
Attribute Handle 2 The handle of the attribute to be
read
Format of Read Request
Parameter Size (octets) Description
Attribute Opcode 1 0x0B = Read Response
Attribute Value 0 to (ATT_MTU-1) The value of the attribute with the
handle given

Format of Read Response

A 3-39 BEIFR\ B

Read Request (0x0002)

Server

Read Response ("Example Device")

Read Characteristic Value example

/& 3-40 sEiF R\ BN B

Bluetooth Attribute Protocol
Opcode: Read Request (0x0a)

Handle: Ox0017

Bluetooth Attribute Protocol
Opcode: Read Response (OxOb)

Value: 64

/& 3-41 Sniffer FEEZ H1EEIE R\ W B L1
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3.4.3.6. KXT&LIER\ M2 (Read Blob Request\Response)

K 3-42 R RIEE R\N B 0o K] 3-43 AR G EEiE SR\ W 2

=z
o

>l

AN EIEE R, ToERAN R, 2R ] O RS
SRORIRBUF AR 75 . KO RIEBOE KA & @ i, e85 ik
(B AR A Hdle Hh A A% o Tmi N2 AR VE W A2 BTG, B8 R Al fe
Z B EE .

FERTS T JRVEERIHT 22 A1), Ranss st AR U 221
JEVEAE, AR IR QR HGE Ko F 25 M N IR 8155 23 A5 2
44 T, GHUbgRSE, ERIM i R e B R PEE .

ZAF R T ORI 5 AR IR AT

Parameter Size (octets) Description

Attribute Opcode 1 0x0C = Read Blob Request

Attribute Handle 2 The handle of the attribute to be
read

Value Offset 2 Thtalr:| offset of the first octet to be
rea

Format of Read Blob Request

Parameter Size (octets) Description
Attribute Opcode 1 0x0D = Read Blob Response
Part Attribute Value 0to (ATT_MTU-1) Part of the value of the attribute

with the handle given

Format of Read Blob Response

B 3-42 AN REE7 R\ 5 2 C
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Client Server
——— *ﬂ
Read Blob Request (0x0003, 0x0000)

>

‘Read Blob Response ("A Very Long Device Nam")

Read Blob Request (0x0003, 0x0016) >

< Read Blob Response ("e Using A Long Attribu")

Read Blob Request (0x0003, 0x002C) >

Read Blob Response ("te")

-

Read Long Characteristic Values example

] 3-43 AN R L7 R\ B
3.4.3.7. L EZEER\ME (Read Multiple Request\Response)

& 3-44 2 EIERUE R\ . & 3-45 32 B R\

VRS-
FIRAE =N RAE P A B A %3 RO S — DA m ik
FR N2 U 22 2 37 SR PR 3R (BT AR L FR) JR AR o 828 T PR DA i 2 )

BUEZ R AR, DL, R RAER 1 wm — R e el 2K
FE, HAb R AU E K TEE . W2 vl, aRE mi—1 %
EREHUE SRR =&, AT R E LA €, Fe—A4
JEVE R EE N AT AR AL

0 SR v U SRR J AR A BRI v R a0 B e K
B IRRKE, B2 TCVR BN S 258 0 O B e 25 77
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Parameter Size (octets) Description
Attribute Opcode 1 Ox0E = Read Multiple Request
Set Of Handles 4 to (ATT_MTU-1) A set of two or more attribute han-
dies.

Format of Read Multiple Request
Parameter Size (octets) Description
Attribute Opcode 1 0x0F = Read Multiple Response
Set Of Values 0to (ATT_MTU-1) A set of two or more values.

Format of Read Multiple Response

K 3-44 Z H LR\ E 5

I Client Server

Read Multiple Request (0x0380, 0x0009)

>

Read Response (Ox08EC, 0x0A)

Read Multiple Characteristic Values example

/K] 3-45 Z HEHGESR\ W BN e

3.4.3.8 . % 4H KA 3 W E K\ ME (Read By Group Type

Request\Response)

K 3-46 i H R HUE SR\ B kg 2. 18] 3-47 4R
BUER\NZ 7/, Bl 3-48 A Sniffer A2 i 40 8BS SR\ N
B

EAFE RS RUE SRR, M SH N AWRTEE, ORI
MA—AN BB, HOAE @R B AR o g 1 F
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M 70,5 BT ) Jee PR O« Jig 1 2 2 s e — e I A SR M %
1B
RERE, IR HIRA R TGS, e IR BT B 2R 55

W) S RO s 128 BRSSP i — AN I DA S AR S5 A W I
Rk, AT B BAME SRORR B e s BRI B 2RSS 5 2RI
J& VEFIRIRI T DL A 3K 28 R 55 R ST

A0 [R] ARk [R50 A E RN - RS i B, G0 SRk [B] A A A B m] AR
A A K AR R ) & PR A 28— i MR R |l [AIE, 2% 7 i
ARG R, OB as FIM R R BB EER AU T~ — AN @ k.

Parameter Size (octets) Description
Altribute Opcode 1 0x10 = Read By Group Type Reguest
Starting Handle 2 First requested handle number
Ending Handle 2 Last requested handle number
Attribute Group Type 20r16 2 or 16 octet UUID

Format of Read By Group Type Regquest
Parameter Size (octets) Description
Altribute Opcode 1 0x11 = Read By Group Type

Response

Length 1 The size of each Altribute Data
Aftribute Data List 2o (ATT_MTU-2) A list of Attribute Data.

Formal of Read By Group Type Response

Attribute Handle End Group Handle Attribute Value
2 oclels 2 octets (Length - 4) octets

Format of the Attribute Data

K 3-46 1A FER LR FS\ B E S
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Read By Group Type Request (0x0001, OXFFFF, =
«Primary Service»)

Read By Group Type Response (0x06, 0x0001,
0x000F, «UUID1», 0x0010, 0x0017, «UUID2»,
0x0100, 0x01FF, «UUID3»)

Read By Group Type Request (0x0200, OxFFFF, !
«Primary Service»)

i

Read By Group Type Response (0x06, 0x0200,
0x02FF, «UUID4», 0x0300, Ox3FF, «UUIDS»,
0x0400, Ox04FF, «UUID6»)

Read By Group Type Request (0x0500, OXFFFF,
«Pr lmary sefv‘ce')

frror Response («Read By Group Type Request»,
0x0401, «Attribute Not Found»)

-

Discover All Primary Services example
K] 3-47 FZ T IBAGAR\E N

Bluetooth Attribute Protocol
Opcode: Read By Group Type Request (Ox10)
Starting Handle: Ox0001
Ending Handle: Oxffff
UUID: GATT Primary Service Declaration (0x2800)

Bluetooth Attribute Protocol
Opcode: Read By Group Type Response (Ox11)
Length: &
= Attribute Data, Handle: 0x0001, Group End Handle: OxD007
Handle: Ox0001
Group End Handle: Ox0007
Yalue: 0018
= Attribute Data, Handle: Ox0008&, Group End Handle: Ox000hb
Handle: Ox0008
Group End Handle: Ox000hb
Yalue: 0118
= Attribute Data, Handle: Ox000c, Group End Handle: Ox000e
Handle: Ox000c
Group End Handle: Ox000e
Value: 0418

/K] 3-48 Sniffer FEHE 75 111 15 20 F8 7 LI IR\ vt B 5 HE
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3.4.3.9. FiFK\B.%& (Write Request\Response)

K 3-49 NEiER\MNZEAK. B 3-50 AFiER\MNERE .
3-51 Jy Sniffer A5 5 iE R\ N Z 55 -

Parameter Size (octets) Description
Attribute Opcode 1 0x12 = Write Request
Attribute Handle 2 The handle of the attribute to be
written
Attribute Value 0 to (ATT_MTU-3) ;’he value to be written to the attri-
ute

Format of Write Request

Parameter Size (octets) Description
Attribute Opcode 1 0x13 = Write Response

Format of Write Response

] 3-49 5 i k\ A E 5T

Write Request (0x0002, "My Device") -4

Write Response ()

+

Write Characteristic Value example
A 3-50 Fig R\ WE N

Bluetooth Attribute Protocol
Opcode: Write Request (0x12)
Handle: Ox0014
Value: 01

Bluetooth Attribute Protocol
Opcode: Error Response (0x01)
Request Opcode in Error: Write Request (0Ox12)
Handle 1n Error: Ox0014
Error Code: Insufficient Authentication (0Ox05)

/& 3-51 24 Sniffer L5511 5 17 3\ v B4 45
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3.4.3.10. E#y4 (Write Command)

K 3-52 A5 a4, K 3-53 NS4 nE. & 3-54 4 Sniffer
KA 5 fr S8

BN RPATEIE K, X5 N B AN . 5 A4
QNG SEPN:I) S ekl Y RS PNk (=

BTN, ATLMEH S N4 kb, Bz & m LAEAE
T 20 ik, RGN AR T — 2% SRS A AH R B R 82, X iy 4 Y
PRI SEA BRI ZERIN, ZFREIES .

Parameter Size (octets) Description
Attribute Opcode 1 0x52 = Write Command
Attribute Handle 2 The handle of the attribute to be
set
Attribute Value 0 to (ATT_MTU-3) l’he value of be written to the attri-
ute

Format of Write Command

K3-52 S S5

Client Server

Write Command (0x0022, 0x01)

Write Without Response example
= — 2
K] 3-53 i Son

Bluetooth Attribute Protocol
Opcode: Write Command (O=52)
Handle: O=0035
Value: 02

/& 3-54 Sniffer K55 H 5y S 417
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3.4.3.11. &4 5#4 (Signed Write Command)

4 3-55 WL G k. K 3-56 AL EWmLRE,

Parameter Size (Octets) Description

Attribute Opcode 1 0xD2 = Signed Write Command

Attribute Handle 2 The handle of the attribute to be set

Aftribute Value Oto (ATT_MTU - 13) The value to be written to the attribute

Authentication Signa- 12 Authentication signature for the Attribute

ture Upload, Attribute Handle and Attribute
Value Parameters

Format of Signed Write Command

/& 3-55 L iy S pg A

Write Command (0x0022, 0x800000022184374801 L

Signed Wite Without Response example
K1 3-56 34 Gir S e

ZE e MEALRL, REMECSIMNERES . BT IXER
B, Ao A] PATA) IR 95 o RO B N 2GR E O, 10767 0% d
fFiEf. ZR5mSEHT UM &
® TN A 3 G A I A IR
® kN E N 2 G N Ay A B 7 N BB Rk A

WIERE 44 A 44 TH U A SRR 1l o 2544 TH AR X 1 5 [
HIE I — 2% T BT AN [F AR, SR TH S RS IR B R P T 5 15
il P25 44 T Has o] DR B BB, R, R 5 A
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B4 BN HT REAR TR, 2 & 2 2 o TH EINIERS B
64 £, SN TAIN. BUEMBAL I EER G . TR, WRSHHE
AR P i A e R 24 TH s o

3.4.3.12. & 515 R\ NZ (Prepare Write Request\Response) F

PATEE R\ N2 (ExecuteWrite Request\Response)

% 5 1 SRANNAT 5 1 R LB F P D R -
o IRt T KBMAE NS AN T)he
® TAIRVFAE M ERPAT R T HAE P BEANZAME

JETEIR S5 28 65— AN ER S NG, HAh R A A S TR,
BB AR /NI AST I B, (EGE TR A7 BT 7 2R S NI RS -
HEEWRHATENERE, #ERBSAREA BB, B2l
PATE NGRS T HAT X LA T NIRIERITT IR 5

WS SEREES . BRI B, XA Rk
Lo X 3B i B AT ATE BA B b o % 2 AN JE AR, A P DA —
KBNS o KR, EEIERATHER AFIZ 1T, 257 b v] DA
i 5 5B PRI I A 8 23 AR S NS5

A 5 N 60 538 SR B R S (A% AR 2y S Al . Z T
DI FE MO A 1 B A 366 R P S o 257 sty v UK L o S92 17 >R 1) 7
BAB, DRAIEHE % FO B0 B E A 3

4 3-57 9% BIER\BMZ kg . 14 3-58 J9ifE s HiFR\NMZ 7R

=~
Bo
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Parameter Size (octets) Description

Attribute Opcode 1 0x16 = Prepare Write Request

Attribute Handle 2 The handle of the attribute to be
written

Value Offset 2 The offset of the first octet to be
written

Part Attribute Value 0to (ATT_MTU-5 The value of the attribute to be writ-
ten

Format of Prepare Write Request

Parameter Size (octets) Description

Attribute Opcode 1 0x17 = Prepare Write Response

Attribute Handle 2 The handle of the attribute to be
written

Value Offset 2 The offset of the first octet to be
written

+Part Attribute Value 0to (ATT_MTU-5)) | The value of the attribute to be writ-
ten

Format of Prepare Write Response

& 3-57 Gig K\ W B

Prepare Write Request (0x0003, 0x0000,

Server

"My Special Device *)
Prepare Write Response (0x0003, 0x0000,

>

-+

"My Special Device ")
Prepare Write Request (0x0003, 0x0012,

-

"Next To The Kitche")
Prepare Write Response (0x0003, 0x0012,

>

"Next To The Kitche")
Prepare Write Request (0x0003, 0x0024,

>

-

"n Door")
Prepare Write Response (0x0003, 0x0024,

"n Door”)
Execute Write Request (0x01)

A

Execute Write Response ()

Write Long Characteristic Values example

] 3-58 g R\ BN B
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W LLIX A B R, HEREAER, g “H&S”, dtik
ARIEMSREAEP L, LRSS RS TEMSS & ) —
Mg T, HETA HESANBERE A G RS a, W AET
—A i, BPABUTE, “HUTE” M2 HIERHAT S N BT #
1Es
SERGE R, — BREGE A R 5 NER, RS S HA —N b
I AT PAHAT BOHE R 5N BI o 20 P o R IR R IR BN “SLZIB N7 I
ITBNER, BJE RS SHAE— KT BAE BN E . 8 IR %
AR P BN o AR 25 /7 i 2 IR HE 2 1 R — AN @ PEAE, B4k
5 B WAL R 171 128 P 5 N I o 3k W B SR A P 4 4% BA B
BRRRES, BInGEF e fF TN BB B R I ERE, I
] DA — AR PA B SR SB e AR BA S e S 0 B (0 SR PR 5 N“ 257,
BEBN “BLE”, ZEAEESIIRRESN “BH”, MEERTX
BAA o IXARAE BEAE — AN TR0 vh SR A ) SR B

3-59 NHAT B IHR\ME IR, & 3-60 A FEFIEHR\NE R

=7
4%'\ o
Parameter Size (octets) Description
Attribute Opcode 1 0x18 = Execute Write Request
Flags 1 0x00 — Cancel all prepared writes
0x01 - Immediately write all pend-
ing prepared values
Format of Execute Write Request
Parameter Size Description
Attribute Upload 1 0x19 - Execute Write Response

Format of Execute Write Response

/& 3-59 H AT 515 R\ A %
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Prepare Write Request (0x0323, 0x0000, 0x00) >l

¢ Prepare Write Response (0x0323, 0x0000, 0x00)

Prepare Write Request (0x0324, 0x0000, 0x0103) N

J’rgpare Write Response (0x0324, 0x0000, 0x0103)

Prepare Write Request (0x0325, 0x0000, 0xC0) >

‘Prepare Write Response (0x0325, 0x0000, 0xC0)

Prepare Write Request (0x0327, 0x0000, OxFF)

<Pnapam Write Response (0x0327, 0x0000, OxFF)

Prepare Write Request (0x0326, 0x0000, 0x07) |

. Prepare Write Response (0x0326, 0x0000, 0x07)

Prepare Write Request (0x0323, 0x0000, 0x01)

e Prepare Write Response (0x0323, 0x0000, 0x01)

Execute Write Request (0x01)

>

< Execute Write Response ()

Reliable Writes example

A 3-60 A IE S im R\ E N
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3.4.3.13. AJ#§ifE %I (Handle Value Notification)

K] 3-61 NEJREIEA . K 3-62 NARIERIR .

Parameter Size (octets) Description

Attribute Opcode 1 0x1B = Handle Value Motification
Attribute Handle 2 The handle of the attribute
Attribute Value 0 to (ATT_MTU-3) The current value of the attribute

Format of Handle Value Notification

/] 3-61 1 A6 15 ¢

Handle Value Notification (0x0009, Ox0A)

Notifications example
K 3-62 HIRFABHIN

4 IR 55 A AR ) B P i R A R AR R MRS ST, W RUKRIE —
SEAINRMEB AN o IXAN 2 IR 5% 25 R 45 25 7 i 1) T A ¥ S5 o 1) — o,
I HARANEESR M LA o RS54 7T LAAEATART I 20 ik 1Zad - (=]
B AR A AT FE

R 6L B SR P R AR AN . R 2 R R 5 A R AR
B — 2 R FOR & RIS R MR S BB . e R T R
B — o EAMUALEE 3 BE AT b IR 55 45 SR IC4 i7J 1E H
FOSEBT, T AR SR@ s 7 i A BRARAS HLI AR A

194



BLE4.0 fIC Dh#EHE 4 th i 45

— ORI, RS AR ISR E ek G BB AN . KRR B AL
FEF H 5% 7 i BT 5 WA @ AL REIN , et BRI IRSS REE SL 2
H O AT RPIREE AR Z 7 o 130, K B4 A Fe it R B PG L iE
.

R i A B AR AL, B ATRT AZEAEAT I 2 0%, A
B I BT 2 R, — 0 I RS F T 0 5L 2 1) %5 ) i
RIEAE BHITE L

3.4.3.14. AJ#E$E7~\#A (Handle Value Indication\Confirmation)

FRRAE TR R AL T AR RN o B A5 AH TR A Ja 1 ) A BN 3
{8, AER i s UG R R . RS & — IR A RRRIE— %48
s I H WSRO RS 4 GER AR T —F 48R

WA EAR TR, FEH TR RO R & TS,
FRORBAN AT St . — BURSS SUEITE R, BERERIE % ) i
BT %S B

K 3-63 AR R\IAIAEAE . & 3-64 NAIIRTE R\IIA R &

Parameter Size (octets) Description

Attribute Opcode 1 0x1D = Handle Value Indication
Attribute Handle 2 The handle of the attribute
Attribute Value 0to (ATT_MTU-3) The current value of the attribute

Format of Handle Value Indication

Parameter Size (octets) Description
Attribute Opcode 1 0x1E = Handle Value Confirmation

Format of Handle Value Confirmation

& 3-63 75\ B E 15U
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Client Server
 —

Handle Value Indication (0x0009, 0x09)

i

Handle Value Confirmation ()

Indications example

] 3-64 7 H] 75\ B B

3.4.3.15. RN

2RV TR 58 B SR T ER IR RIS, B AT PUAIR R R IR N
B anFE Al I AOR B NERIRE B NFEA B, HiZ)E R R,
TS0 IR 5 25 I8 I 5 ) 82 SR R 17 SR R IBCT) SR R, TIAS /& R BN
M o7 1E 8

R R A0, 5 R BRI S5 1 SRAH SR P A {5 8, il SR 2RI
fm . SEEHER Y ERR% ., — B R i BRI, E ek
DA% R 5 LR IE ) B S5 2RV SRARN R o DRI, 5% R S 2 o — il
) FH ) 2 4 SR SR 246 i SRR 1 T ¥ o 3K A U B B — 2% T DU Y
VB SR AR AT A0 RT BRI 00 52 SR T 7 M 2 A D i 2

& 3-65 NEIRFER\B N B, & 3-13 NERIUEER.
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Parameter

Size (octets)

Description

Attribute Opcode 1

Request Opcode In Error 1

0x01 = Error Response

The request that generated this error
response

Attribute Handle In Error 2

Error Code

The attribute handle that generated this
error response

The reason why the request has gener-
ated an error response

Format of Error Response

/] 3-65 N5\ B E 15

A 3-13 HIRICHS A

iR SEEZR=) A
0x01 | «Invalid Handle» TREIN
0x02 | «Read Not Permitted» AN FRVFEEEX
0x03 | «Write Not Permitted» ARHFFAN
0x04 | «Invalid PDU» PDU L3
0x05 | «Insufficient Authentication» INIEA 2
0x06 | «Request Not Supported» 5 RA
0x07 | «Invalid Offset» (CLE2-V/ %3
0x08 | «Insufficient Authorization» FRA 2
0x09 | «Prepare Queue Full» 125 A1 37
O0x0A «Attribute Not Found» JE M AAFAE
0x0B «Attribute Not Long» JEPEIE R &
0xOC | «Insufficient Encryption Key Size» | FAEHK A &
0xOD | «Invalid Attribute Value Length» J& PEAE KB AL
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OXOE | «Unlikely Error» N AIETER S
OxOF «Insufficient Encryption» A 2
0x10 | «Unsupported Group Type» HRA ST Fr
0x11 | «Insufficient Resources» RIRA B
0x12:0x7F | Reserved (NS
0x80:0xFF | Application Error N H e 1

TR P AR AT —— A -

TR TR PRI AR IO, EAERSS # THAMEAE
ZEE R T BT IS5 ae AN sl AN L &35 SR B B el B N B Je 1k
M. R I RO R E D 0x0000 B AR AT LRI I 15
ARFER  ZBEEARVFEDOLRMAE . 022 7 i 1B 52
B R R S R B IER, P PURIE IR %

ARFEBN ZEEARTEANIEEME . FlaniSE S A R 3%
JEPEAE R 3 BOZ AR

PDU B3k R 25 AR BIRIE K . 38 H 2% - i Rk T iR
1% AERE, - SEOZEG. B0, BEEHOE RO 71 1
FIRRVE N HCHME — 28, B BGE SRA B & -5 S50 5 23
T

WIEARR U B A& sk /D A BAERS, B GVE AT I o MR fE i
WELHNERAE . T HHATUGE, W RLRIER N, BURER &L
R TEC AT I 488 FH 22 478 R C 0 AR B0 28 EAT O 50 8
ERADZTHRE RS ARIAR R IE WS RAE S AT VA AT . MRS 4%
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RIATHEACHAIER, BERAFMIRA A RNTE K, A LUE
FIZAE IR o %R R 0] DME Y B as ToiR AT 18 SKIN AOER A 1%
o WBELIM WROSWMER, (HmEELIAN. WMiEENE
PR R B A R 80z R, H2B3 8 MRy 0 FfE.
o HZMICH HTHTHFEEREANIKRRECH, #E5
NG RITEHARNT

o EBUEAFE BIELENAFE. ZHIRMH A NEIEEE
N B R LR E R VR . A B RE BAFR. 14228
RO R S IR B PUR R & TR W T ELE I
RIMF, R EME A R 45 € WA Bl A B8 k. X%
RAEUEESHIE K FSSR SRR AR RO RIS, %
TR UL I AL S AR VO L A SR B2 e SR e i

o FEHIERNWER HIO R EHGE K AT E BB B AR KR R K
R, 2 REAEL, %) S L Z SO B U K. R R 2
KA B MM IR, IF HAZ KB/ R0 B3 BUE 3K 2 1 2101
MTU S o B I ] 8 (0 2 S 18 R U SRR BUR PEAE 1 A 22
T, B R O RO SRR SR T

o MEPIKEAR ixfHiRSh T EEZRCLNE . MESHEBGEL
RIS OLT,  EC TR B RO RR B BE AN 2 I 55 IR B3R . A7 L8 )
VAR 75 45 FH v 5 2 AR R BH R 78 7 DRAE a0 PRI P L 2 1

® CRAIR XEVFRNEEMEIRIG V. MRSBOZERNHE
FEBAH I, 2 “RAHFIR,
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AR LR EE N e, HERRNE. —SEitE
N R PRUE B AL

HRBAR WS ANER PO E B8 2R AR H KA.
T2 SRR IR 3R A e H AR 55 A RN B 4382

RIEAR RS54 1 BHIEA L ARSI AT B 5 13 K - 12,
FAR ST BT IR, A A R B b 2R
R FEREE R, e e KERK, W S80zHiR.
RIAREER  BAERI IS R EIAT 1A SRR AT, RSSO
FC 1B IR R AR TS B R B BITAE o 3K % — 1> 128-255 i Fil A HAH %
SE PR 2 A AR TR AR S5 RS TR o
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3.5 GATT #UFEM ATT BB

B 7T SCRIEIRE, MY TH 7 EEEAK R, (B3 K
bR AN E RIS .
3.5.1. GATT I E

STF GATT $UFEE X T Wl ATT WM R BRI FAR S 55

FIRFFHIFRHET V. GATT FUEEA 3 AR KIHE . &
FEERURE AN AR 55 4% A S AR o

3.5.1.1. RIFRS FgketE

3 PRI SS . RO B ERSS . %55 uuID KL E
LRSS BIREEMS

TERR oS BILCL G, (] DURBILAEA G5 Bkt . EEHUG e B R4
Ve, 2R R PE AR R F R A
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3.5.2. ATT VM5 GATT BLgHR

% 3-14 N GATT FFERLL 5] ATT PDU. 3 3-15 S ATT PDU B i %]
GATT FlFE. K 3-16 A Sniffer REE “ ORI Irss 1@ HEEE 2 .
77 3-14 GATT W4 Z) ATT

fEH

GATT #ifE

ATT B

Server
Configuration

Exchange MTU

Exchange MTU Request

Exchange MTU Response

Error Response

T MTU 153K

Read By Group Type Request

Discover  All Primar NI .
_ ¥ I Read By Group Type Response | #%4H 28752
Primary Services
. Error Response
Service )
of i ori — Find By Type Value Request
iscovery iscover Primary Services Ay :
i y Find By Type Value Response | $%Z57U{H &4k
By Service UUID
Error Response
. . Read By Type Request
Relationship . . . ==
. Find Included Services Read By Type Response i yitar ey
Discovery
Error Response
Read By Type Request
Discover All Characteristic s,
_ Read By Type Response Fe LY
of a Service
Characteristic Error Response
Discovery . o Read By Type Request
Discover Characteristic by s,
LD Read By Type Response TR A EL
Error Response
Characteristic | _ | Find Information Request
. Discover All Characteristic [—; - S (2 St
Descriptor ) Find Information Response EHAZEIER
. Descriptors
Discovery Error Response
Read Request
Read Characteristic Value Read Response BREL
Error Response
) _ .| Read By Type Request
Read Using Characteristic s,
D Read By Type Response TR A EL
Characteristic Error Response
Value Read fed 1L N Read Blob Request
ea on aracteristic .
: Read Blob Response KA R HL
Values
Error Response
. — Read Multiple Request
ea ultiple .
P ["Read Multiple Response Z H

Characteristic Values

Error Response
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£ 3-15 ATTPDU L1 -Z) GATT 7%

R U OB GATT BLEE
T MTU iR T MTU FIFE
YT BRI 5 e i R
B E AR R VM4 UUID 0L B B B
R ARG
| \ I TR
KSR HY 1S
YRR B SR 1 UUID TS
¥ UUID SEEUERE
I SR
LR SRS A R
o S
KM REERUAR S KA P A B
S EEAR S A (LR
P RIFE & B R
o EpN T
s 5 AP PR
EINTS RS A
=GN I S
e Ey NI
ﬁizgi FEPE TS5
o B KA R T
IV R ER RS I8 N EH R
R L
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#3-16 LF il Hm It E

Handle

uuID

Value

Att 54

0x0001

0x2800

«Primary Service»

0x1800

«Generic Access Profile »

Eluetooth Attribute Protocol
Opcode: Read By Group Type Eequest (Ox10)
Starting Handle: O=0001
Ending Handle: Owffff
UUID: GATT Primary Serwice Declaration (Owz8007

Bluetooth Attribute Protocol
Opcode: Read By Group Type Response (Ox11)
Length: &
- Attribute Data, Handle: O=0001, Group End Handle: O=000F
Handle: OwO001
Group End Handle: Ox0007F
Value: Q0018
- Attribute Data, Handle: O=0008, Group End Handle: Ox000h
Handle: Q=008
Group End Handle: 0x000b
Value: 0118
- Attribute Data, Handle: Ox000c, Group End Handle: Ox0011
Handle: OwO00C
Group End Handle: Ox0011
Yalue: Odila
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Bluetooth Attribute Protocol
Opcode: Read By Group Type Response (Owx1l)
Length: &
- Attribute Data, Handle: Ow0012, Group End Handle: Ow0015
Handle: Qx0012
Group End Handle: OwxO015
Value: Of18
- Attribute Data, Handle: O=0016, Group End Handle: Owffff
Handle: Ox0016
Group End Handle: O=ffff
Value: Qalsd

« Device Name

Bluetooth Attribute Protocol
Opcode: Eead By Type Reguest (0=03)
Starting Handle: 00001
Ending Handle: Qw0Q007
UUID: Dewice Name (Owx2a00)

0x0003 | 0x2A00 L. “Nordic_HRM” Bluetooth Attribute Protocal
Characteristic »
Opcode: Read By Type Response (0=09)
Length: 12
- Attribute Data, Handle: O=0003
Handle: C0=D003
Value: 4esfrf2e469635T485 24d
0x0008 | 0x2800 | «Primary Service» | 0x1801 «Generic Attribute Profile »
0x20 P )i Eluetooth Attribute Protocol
0x000a Al Opcode: Eead By Type REeguest (O=x08)
0x0009 | 0x2803 | «Characteristic» Starting Handle: O=0008
0x2A05 UuID Ending Handle: 0x000h

UUID: GATT Characteristic Declaration (Oxz2803)
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Bluetooth Attribute Protocol
Opcode: Read By Type Response (O=09)
Length: 7
- Attribute Data, Handle: O=0009
Handle: OwxG009
Value: 200a00052a

«Service Changed

0x000a | Ox2A05 ..
Characteristic»

Bluetooth Attribute Protocol
Opcode: Find Information Eequest (Ow0d)
Starting Handle: Qx000b
Ending Handle: Qwx000b

Bluetooth Attribute Protocaol

«Client Opcode: Find Information Response (0<05)
0x000b | 0x2902 | Characteristic 0x0002 UUID Format: 16-bit UUIDs {0«01)
Configuration» Handle: Ox000b

HUTD: CTient Characteristic Configuration (O=z2902)

Bluetooth Attribute Protocol
Opcode: Write Eequest (Owlz)
Handle: O=O00hk
Value: Q200
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Bluetooth Attribute Protocol
Opcode: Write Response (0=13)

0x000c

0x2800

«Primary Service»

0x180D

«Heart Rate service »

0x000d

0x2803

«Characteristic»

0x12

(£

0x000E

1A

O0x2A37

uuIiD

Eluetooth Attribute Protocal

Opcode: Eead By Type Request (O=03)

Starting Handle: O=000c

Ending Handle: Ox0011

UUID: GATT Characteristic Declaration (Ox2303)

Bluetooth Attribute Protocol
Opcode: Read By Type Eesponse (0=09)
Length: 7
- Attribute Data, Handle: Owx000d
Handle: QuwD00d
Value: 100edD372a
- Attribute Data, Handle: Qw0010
Handle: Qw0010
Value: 021100382a

0x000e

0x2A37

«Heart Rate
Measurement
characteristic»

0x00B4

Bluetooth Attribute Protocal
Opcode: Handle Walue Notification (O=1hk)
Handle: OwO00e
Value: 00bdg
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Bluetooth Attribute Protocol
Opcode: Find Information Request (O=04)
Starting Handle: OwO00F
Ending Handle: O=0010

Bluetooth Attribute Frotocol
Opcade: Find Information Eesponse (O=05)
UUID Format: 16-bit UUIDs (O=01)

«Client Handle: O=000f
0Ox000f | 0x2902 | Characteristic 0x0001 UUID: Client Characteristic Configuration (Ox29027
Configuration» Handle: 0x0010
UUID: GATT Characteristic Declaration (Oxz2803)
Bluetooth Attribute Protocol
Opcode: Write Request (Oxlz)
Handle: Owo00f
Yalue: 0100
Bluetooth Attribute Protocol
Opcode: Write Eesponse (Ox13)
0x02 P 5
0x0010 | 0x2803 | «Characteristic» 0x0011 | AJ#H
0x2A38 uuID
«Body Sensor Bluetooth Attribute Protocol
0x0011 | Ox2A38 | Location 0x03 Opcode: Read Request (O=0a)

characteristic»

Handle: O=0011
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Bluetooth Attribute Protocol
Opcode: Read Response (O=0hb)

Value: 03
0x0012 | Ox 2800 | «Primary Service» | Ox180F «Battery service »
0x12 P Bluetooth Attribute Protocol
0x0014 | HJHK Opcode: Read By Type Request (0x08)
Starting Handle: Qw0012
Ending Handle: Qw0015
UUID: GATT Characteristic Declaration (O=x2803)
0x0013 | 0x2803 | «Characteristic» Bluetooth Attribute Protocol
0x2A19 | UUID Opcode: Read By Type Response (Ox09)
Length: 7
- Attribute Data, Handle: O=0013
Handle: Q=0013
Value: 1214001924
Bluetooth Attribute Protocol
Opcode: Eead Request (Ox0a)
«Battery Level Handle: Q=001
0x0014 | Ox2A19 0Ox64

characteristic»

Bluetooth Attribute Protocol
Opcode: Read Response (Owx0h)
Value: 64
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Bluetooth Attribute Protocaol

Opcode: Handle Value Hotification (Ox1ib)
Handle: Qw0014
Value: a4

Bluetooth Attribute Protocol
Opcode: Find Information Request (0wx04)
Starting Handle: 00015
Ending Handle: O«0015%

Bluetooth Attribute Protocol
Opcode: Find Information Response [(Ow05)
UUID Format: 16-bit UUIDs (O=017

«Client Handle: Ox0015
0x0015 | 0x2902 | Characteristic 0x0001 UUID: Client Characteristic Configuration (O=xz902)
Configuration» Eluetooth Attribute Protocol
Opcode: wWrite Reguest (Owxl12)
Handle: Qw0015
Value: 0100
Bluetooth Attribute Protocol
Opcode: Write Response (O=13)
0x0016 | 0x2800 | «Primary Service» | Ox180A «Device Information service»
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3.6. Z4EH (Security Manager (SM))

TR 22 2 2 4 B I3 v M Ak 38 0 0 Kb R ) 15
CEREREER XA R, FIE T Oy 73 IR A AE &
LI L XA LS
® iyt RAAWE? 224 WHEERASAE G I A T B AT !
® NEF a4, FHRMAA?
® JnEAMRITH A
® NN SR E R (5
® U AEFILRTNY
® NRF51822 Jil #5248

® NRF51822 Fll IPhoneds [#]4= 3 HE 23 ¥t

3.6.1. MEM T AHAaMmERT R

FEERRIN, nE I E R R IR L . ML e =T
Ui TR INE BRI L A, I TE AR AR B
BUERRIEAR. R : BIREKHFEAKETFBRASBINER, X
FJEE 4.0 FIRTE PR TIFA. JRSCHTF:

User information can be protected by encryption of the packet payload; the access
code and the packet header shall never be encrypted.

REMFAERE, SEEEIRR T DA EZE iR KABr SN A NESN 43

IR — N B e B R, R s e AE.
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N T IR WIRIETT A RSy, WIEAE FH L 223 B 0 N &5 i Al v 5
2, W IR S =07 B AL AR AT A 4 SEIAE, W R
T Re BB B M B Bk B — D ATME B

RS — MR TS, R R B RSGE . ERGE
SEARBEE B NE R, B FHRORIE1ZE B D S S i

TR, 1. 0% 7B RIE B R, b7 157 IO 50
2. RIEFIZEHREHRESE 32 MHEE T EERE(MIOE, XA
ERERT BN BERES OSSR, CRC AR A RN, H2& mIC
AR B O IERR I, 7 3.6.3.3.4 P Al LAAIE, MIC HLsEmt 2% 4
WAE: 3+ N Bl 6 i) BT SR i R e A e 28 =T Dhid

TS B 58 I T LWL AR VU R 2 B S 7 S — A, g2
A, FEIRE S, A —— 8, RIS, 1E BLE
R, SEfr bR Sia kA, FT AR, g R se R ik
RAT o IR BRI 51 AR Se 3N % R 45 (AES) . ARTHFEIE T {8 H AES
7 128 frfAS, A SC. AN SO 128 fiff. B RIRIAR
F3(3-1) %75

B =Eye, (L) B B 3C=E(key, B 30) (3-1)

RGN B RN, A SRR 1, £ BLEA.O FIEMY
i EIRE RS, TIFNER BNMEE L PFHRRESREAKRHA
M H BB R 2RI R, el — T ER S RN —
Jii, R EARPIHE =TT AT R AR B AN E Y, — B AL S
BETTGI T, A XA e AR EE T BTRAXS Tk
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AT I B s A 2 0, TR 7R B I B 2 A B E B R i
FAFRMA, XTI TR E RS

£ BLE /] 4.0 1 R 2F 5 MEPIHREILE, REHEIUEmN —k
bo— k%4, A RHEPIILER AR ARRR Bt =8, 1M
AT N B I A B S8, X 5 MRS
® I[fil %54 (Temporary Key:TK)
® 5 W24 (Short Term Key:STK)
® K HIFh4 (Long-Term Key:LTK)
® H i fiEHTFh A (Identity Resolving Key:IRK)

® EREZ AR (Connection Signature Resolving Key:CSRK)

3.6.2. MNEAMRITHEAR

£ 4.0 W22 G B BH ) UM ST 5, (H R RZ&IE R
SIAFIRE-) T AR e o W RIARI T (N AT E
)
® ah AL XANRRBUR AR TE S AT AR AT I BS54 (hash) 9 .

R (3-2)

ah(k, r) = e(k, r’) mod 2** (3-2)

HA k=128 bits « r=24bits. I r' @4 r mALEh 0 I8 F] 128bits.

F#ik 32 r' = padding || r, padding Ht/2& 104bits [ 0, “||” &

MR E . mod 2% HIM 2 IR BT THE 45 RIMAK 24 .
® cl ¥ XEIFEFIMER R, £iXLAKE-3).
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cl (k, r, preq, pres, iat, rat, ia, ra) = e(k, e(k, r XOR p1) XOR p2) (3-3)
Horp
pl=pres || preq || rat’ || iat’
p2 = padding || ia || ra
k =128 bits:  key %4
r=128 bits: rand FEH1%L
pres = 56 bits : pairing response command BC X N Z A4
preg= 56 bits : pairing request command B X} i K A4
iat= 1 bit : initiating device address type At £ Hihik 2
ia = 48 bits : initiating device address At W g ik

rat =1 bit: responding device address type i 3. 1% £ ik 2570
ra =48 bits : responding device address M v # 55 Hidik
padding = 32 bits or 0: %I 0 F At #E AL
s1 PR AL THE IS STk H, RBEXAA(3-4).

si(k, r1, r2)=e(k,r’) (3-4)
Hor
K= 128 bits
r1=128 bits: X & F K4 K% 128bits [HIFEHLEL
r2 =128 bits: 1% & W5 F ¥ % K 1% 128bits HIFEHLEL

r=r1’||r2, Trl’ F r2 288 r1 F r2 B 64bits
BRI XABREUR T E K IR LT R AN S0 H 2,
Fik =LA (3-5),
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dm(k, r) =e(k, r’') mod 216 (3-5)
Hor
k = 128 bits r= 64 bits
padding = 64 bits r’ = padding || r

® d1 FR¥: XAEREUHFKITE LTK. IRK. CSRK il DHK 254535 4H,
Li1EA N (3-6).

di(k, d, r)=e(k, d’) (3-6)
Hrp
k =128 bits d = 16 bits
r = 16 bits padding = 96 bits

d’ =padding || r || d
3.6.3. MNFH XL E TR

XS — R, AR MR E, o 4R B3 B
B CEER s, WS mihe, BERKZeEYItE, mix—
AR 2 Ho A8 SN 2 2095 2 5 9880 (STK) A LE (] 3-66 H1 Y Phasel
A Phase2); M4RE MR A IIERFI(LTK) . B A FE AT AR B (IRK) M1 %
2 fEATRBEA(CSRK)IX 3 N5 BH H I AN B 21 G 3R AT 28 # (] 3-66
H111) Phase3) 5, KA 45 (1 X S B R A7 fids B HCHE P2 P Vi AR

X AT B

EEXt4f e (B 3-66 H ¥ Phasel. Phase2 F1 Phase3) R G EMH
WA Z A — KBTI A2k E, R RENFETERK
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EEBRMREZFE—RER, BAE RN GRERR? FAF
KN HFEIETH “4he” IE, RO EKE RN
BT T A0, RN EE ERE ANRES, BAZE
KIEEMA 2B HIARN SR FNER—AHER: FARFER
BEER TR EME TR RY, LA RSB A B A=,
FrUtE BB R B RR.

RO 48 J& — D =B B i, ani&l 3-66. BTPIASBT BUS /2 A
5 = B — /N T B A R R A A BRI B T AN BN A
oA B BORE, MR A S =B, M TR R A
WA “gbe” IR,

BB e BCXRFAE AT #4521 e i 2 BH (TK) (B

BB 2. SO Bl LA R B BH (STR) A 7

BB 3: AR e

|
[ Established LL connection )
Pairing_Reguest o
_ Pairing_Response Phase 1
Pairing over SMP
- » Phase 2
[ Establishment of encrypted connection with key generated in phase 2 )
- Key Distribution
_ Key Distribution Ao
Key Distribution
v ¥

/&3-66 XL FE
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XEAPrBIAA KRR, 5 1 HrBORE 1l P (TK)R AL 5 5
[ B g A2 R E 1B 2 M B AR (STR) I 2R 1, I e 5 56 3 B B
SEATAE; M58 2 MrBEAIESC “Pairing over SMP ™ FRf# 5t /& I i 22 4
I PUOEATECN , Tskbr A B BOd R H £ e B CIEE
F—> IR EOEAE R &S, WA =77, M S st &0 e X
Ji 5. MrBe 3 SEbr b T8 e HId R, By EEA7 il 3 2 4 Hdls e
H R A AT A2 5 3 I BORE R, IXANBY BoAt i 1 B il 58 2 B Bk
RS AT N, W ORI =i S 2 2R

3.6.3.1. FCXTHRMER: #:45 B im it 35 4H (TK)E

XA Bl C R BIRGE 1w = (TR A . A4 B2
EAPERINE? 1X BIRBIFCARF LSS, At ASZ#? 284 T HA?
TN F HE (10) DhfE, X B ATM HLEUERST AN LU DT, 38R 5 7R
B E A NBGRE RS, AN AT DS N, OYBGRELA S B
AN R R . X BT IE N =T 2 — A, XANE
e AW T EmA, HRIMRA KT W R B prich i ui
HARERE WoRb, LEAAHEE, Eae? FrblfdZmi
F BEAT FE A N S (10) T RERY A e, LAIK B —A U5 AR e =T U7
AP TK I, Sebr B ROk HE TK B OEA R 5E4 10 YuE
. DMEHRRIR 96, AR AAERHE R E S, ZAEAL
AN POS ML EA N BERL AT o B, (B O W E S 15 A
&, BB WAl RRIE R R, PR 24200 0 3 Fhks
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£
® Authenticated MITM protection: HJ 5 H1[A] A {3
® Unauthenticated no MITM protection: A~ A 575 H (] A {4
® No security requirements: TLZ2ER
MITM 4 man-in-the-middle BRI [a] N =8, XK “ N7 N
ZoE B =TI BR . ATEE I N RIPRAE TK HERASAE=
J7 A B ) TR B ANFTEEG I AR R U TR L 5
=T R RE S FE IS TR A, BT LA AT SE ks 100
RIS I AE A T B, AN e e ) N S U
SR S b IO RAAEAZ # AN R ] SR 22 10 BE T, RIS TK 2
AN 10 B, XA RHEAC B R &
10 A2 /7. 00B(Out Of Band:is #M)INIEHME AT . VIERR K. Hib
PRNEA KK 3-66 T2 3 Br Bol E o Bo B € % 8. 10 BE/J. 00B
WAEEHE 7] IR R AGAIE R K kP & 3-66 28 2 BBt STK
AT R, SRR E TK AR RO T
® IR RIE T THA T EMTE AT L MITM.
® PR/ FEVMUORTE A HLE T PRI K /N N [7Bytes, 16Bytes]
k& [S6bits, 128bits], {HZFEIE BLE AT B EH4L 2 128bits
KRS, FrOWERKEAE, B2 maeh 0, ML

128bits.

218



BLE4.0 fIC Dh#EHE 4 th i 45

3.6.3.1.1. Input 1 Output fE /7

o N Ay HE AR 2 R R A A 7 AR T S N BE ) LK 3-17;
a1 RE ) L3R 3-18 Pl
& 3-17 AFETT

RARES ViBe

e BB TR\ DI RE
B FUR AR RRE R Y BN, TCib R FTHHEIL 2 i
PRI YES/NO  $)5F; Ji—Fir U R — ANl e PRI A Py %
T, FoREFEY, HIFRIR N.
BEAMA 0-9 FEM— e L, SREEEe s 7

T AR AN 5 N YES/NO [

#3-18 HHFET

I EES Pi B
A Beda B AN RE RN BE AN REAL A — 1 6 MBI EUE
i HEUE B ] LA s B BERG AR IR — > 6 A AU AUE

FE A — s Ed AN B 0 AL & A4 Be o XA B B R R
FAT ARERIRE T SRBL TR B . A HESI IR 3-19,

F3-19 410 455557

HEETT "
NN Jokan Nt g /) HEER
A%\ YES/NO Tok N e ) i~ H BEf N\ YES/NO
Al AR RERA e IRTYIN

FHIEAZ IR, ¥ B QLR G RE I RIB G W 7 s, W7 IR
LHCM 10 ZZERETRIEE R, RIFRIEHA A& 16 ) R & k4%
M7 S TR B FE =, At Ul TKH BAATR EL =, ERIXA
WRGA R A S T AT @S 3 B, 2T N e A\ B
BRI RSZIL - AP B 10 RE 145 B B MR EE P A TK
X ? W& 3-20.
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7 3-20 I ] B HNTK) =4 19 77 20 %

Yt oo — | masHEEH _
I REEER X YES/NO RERA | T@mA\EHH | #EfER
N PN TP
RTAE: m| RTAE: I\ NEEE | RTE: | MEHEE
REeBon | BT | BRI A AT | 7, REsE | BHEEA AT | 8, R
TS TS N N | 5 I N

BB ] 5 B I ]

N PN TP
B L e HRIfE: | RT/E: I F:\i%i%ﬁ RTAE: Jn F_j%%ﬁ
X YES/NO BEEREAT] | BEERR A AT | I, R | BEEERA AT | N, R
TS TS N N | 5 BN N

BRG] 5 B I ]

BINEM: | MINELD: | WANED: B NN
BEE RN EE R NEER | R TE | NEE R
RERE |~ KEHE | &, KEE | &, KEHE | A |~ Rl
HIN. N | M. % | BN N | 5 HIN. e

FEEE I RE | BERK AR FERE T 5 BB T 5
RITME: m| RTE: | RIA/E: | RITAE: | RITA/E: i
TN | FEERAT | A AT | % BB | B | SRR
5 1 CIED 5 5

BINEM: | HMIANZELD: | BANED: PN TP
BEEHER| N EHFE NEER|RIME M MNEEER
BEMER |, KiEE | &, KEH | &, KiEE | BEEA | R, K
HIN. N [N . % | BN N | 5 HIN. N

FERSTTAE | BERR T E A e A e

M 3-20 AT LAKIIE , 10 g /7 S Bk 5E 1) TKAR 17 AT PiA,

T BSOS Fh H S =R W sE TKAE

® Just Work: W TAE-—--1XB] TK XUHEA N 6 >0, F 22 AR 0

® Passkey Entry:#ii N\ Z - 1X I TK %I\ H 6 17 %7 000000-999999
® Out Of Band(OOB): i #h----1X AT, il 7 — P2 A A

WA RIMZE, [FIHRE TK BEAT1EIE

3.6.3.1.2. Just Work: R T.E

AR5 AP e A B2 BN TKE, BT 6 4> 0. X F-aXp
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T R — AN R, EARERT 1k MITM Zifi o 1Rk 2 fs
RIS TS RT SRS, 0 DRAEFCXT 902 2 RE DRAE ST MITM Zealy, AR A
FE 22 e FREE TN BB 2 oA B Bl (1, Al A2 Tl I A
J7 AR IR R R I I B s 22 4z, (H R ANRE DRI FC R 90 I A

3.6.3.1.3, Passkey Entry: i \ %15

FARE TR I A Rl T A Y, TR AN
5 AR PSB85 B I 35 B — A o X T N PR U, SEIHI T
XZ: MARET, " PMREITREEHCHERE LER
[000000,999999). [F] HIBEHL 6 Az Mi#AFE N\ AE X 6 A fUs, #
X 6 SLEAE Ty — AW Bk N DI SE B A5 1 TRAE —FE

XA RERERT I MITM By, (HRERIIE 2 R, BN
g X M A ) TKAAE R A 6 FrBERLEL, 38R MR Bt i
Bidi o {H R ERAE B 08 1 R A By, A A AR IR e i
Hh—5E & ] S

XERANER 6 M8 B ANZ “0196557, A4 SLhRfE
F ) TK fE>A~ 0x00000000000000000000000000004CC7 - 3 2 FH 0 b

T3] 128bits.

3.6.3.1.4. Out of Band: %74}

W AN 51— T A7 sUR B A 4n 5 e, W SRs S A Y
B 1k MITM 1, IR AABIE M) TK EH 2 2R 1. i Hax Ay
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N TK A S 128bits IFENLAL, HEMRIEZ ARG =T 55+,
(G Hh 128bits BEATLAL M2 00 L i N 25 i B ) 6bits FRIBEALEZE /I
A BRI 24, (ERXE A A — @R X3
i EAREILACH) 00B #& M. Fr MEAFIEACH, b feh—Ma
Bt R 7w B 2B A B & AMAEEE B BE T B 00B(Out Of
Band: 7 /1) A EEHE AT FH 1

3.6.3.2. SN LR SE HARR4H (STK) A=

FCXT B2 1 Bir BOER R A # S 3 TR EL 10 TK R 2 F R
HrarWe? 255 2 By B RBRIE N E PIEAT U S A B EE 1R -
® HfiiME
® JHIALEH(STK)(H

3.6.3.2.1. HMHIAMETE

BET TKAH, (HRANTHRIEAE CBEN &R H O R EER
IV, Wb ZIE AT L8 T S AN A 58 X 7 B B A o P B 0 7 1
SRR, AT 2 X 5 7 Pl 7 B R ) e & o BT RA 0 O ENLERA
{6 / i & 0 N AH (Mconfirm) T 5 R0 AL B AR /0 B 2 B AE
(Sconfirm) it 5. FHVETHEAE 2RI R EON c1 m#BUIL(3-3). i
P S EE Kl H O 5 dt, ARt ise&itft. Aidon:
Mconfirm = c1(TK, : FZH##

Mrand,: A H A& 25 W B ) REATLEL
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Pairing Request command, : At XHE R ay4
Pairing Response command, : HoX} W & i 4
initiating device address type, : AHCH 1 & kY
initiating device address, : A CHE &k
responding device address type, : N & #FH B HhESRAY
responding devices address): W &3 ¥ £ ik
ML AR/ me B2 B OB T B
Sconfirm = c1(TK, Srand, Pairing Request command, Pairing Response
command, initiating device address type, initiating devices address,

responding device address type, responding device address)fl = AL
IMEAR—FER, R RRMEE A T Srand.

3.6.3.2.2. JEHARMEA(STKME T

53] TK J5 85— MERDE TSR, IR B A e R

Hh s1 B (3-4)0 BRI STK HHE IR
STK = s1(TK, Srand, Mrand)

Herb Srand 1 Mrand AT SECRRELIR (8 F A —FE

R STK THEL A AW ? gt A n i “ R IR " e ? STK
FALER H IAE T RO 40 AR 3 M BN A A B SCdE AT i 4%
B, T STK AV AK IR LTk OR 75 B2 B R AT In 2%, 48
3 By BAt s AE AR 3 BBt H A HI 2 1 LTK IRK BASZ CSRK 28453
Pl PO AT INE AL FE, st e YA E FO AR, 5 3 B
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HL O 2 FH N 1 8 SO A S

SR STK BRF LTK FEAR e E R AE R B R IE R BE BT In 25 1
%9, ATHEENEREEENNZE, NEIREANEFARSETH
Session Key(SK), tMat R U218 %4H SK & STK Bl LTK X% 4HiHl
W5 R e tFHAIN, HHEAKXWT.

SK=e(LTK,(SKDslave | | SKDmaste))

S K B K%, ESCiRE) sTK 7] DIRE LTk FE A A
5 osK, HEAARBLTATCMER STKAVE LTk IB? JWABEH—
HATEEN B, 7E58 3 BrBUsh BB BT In 2 S s Ml Ttk
RRIIFR Uk REFHER, FrUTEETE 2 EIHESRRIN
STK AR KHIZ A LTK SRPE 1R E 4 SK. R vt R E & s g%
IR B2 BAUE S 1ERMA SK EATEERR NS . B4 HLAR AW

FI STK 1 LTK A %540 0 3.6.5 .

3.6.3.3. fFEFHIIHE

(EILAHB IO 3 AN BALHTAL R B/ B R AT T R s
4, RIS R , e (TR RAIR JLREIE 2 7 25
Gl SIu Lt

3.6.3.3.1, KHA%HA K THE

KA ITK R HZ d1 FH I (3-6). /BT

LTK=d1(ER,DIV,0)=e(ER,0[ | DIV)
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SRR B MR B MR 2 ER A DIV iIX 230 ER(Encryption
Root) ZE nrf51822 H1ESEE— 128bits HILGEEHLE, FEHERELE Flash
SISV

ER is used to generate LTK and CSRK. ER can be assigned, randomly generated by the
device during manufacturing or some other method could be used, that results in ER
having 128 bits of entropy

RZHORIX — )T, (HRZRAE WP IR T LI ET ! DIV &
5= “Diversifying ” XA FIAET 3 AN FRIE Y REN “HHEs”. H
R — Sl 2 HOR 5 T R B SR . DIV BT R
DIV=EDIV XOR Y Z{ EDIV=DIV XOR Y
EDIV B g s /3B, IXAME 2 7EFU A 9B 5E 1 B2 P o i ML ACIE
Za FAL, MRCXS85E 576 5 R B FALA L AL, A5
KPP ITKe — 7 T EARSK R R LT ANIE IS B SCORGE fRAE LTK
a2ty 55— J7 MWL RREC T I A e Y B B3R R, ]
LA MATLBE AR 225K o TH LU AN A R R ARG RO R, A
Pl E A4 EDIV 1Y), HATRMAERE, ARG RENIEL
{872 2 fe A e Dy BENL A MBI SCRETE Fh R BIAR S .
Y R IE I TR R, A B2 dm REUL(3-5). TR R
Y=dm(DHK,Rand)=e(DHK,Rand’) mod 216
J5TH mod 2"° [ H 12 R B 25 RN 16 717 Rand 1 EDIV J2 [F]
— e AER ), T LUE B RTAT EDIV AR S KA AR TR AL
DHK i d1 s it HAA 2], HHEIT:
DHK=d1(IR,3,0)=e(IR,0] | 3)

IR(Identity Root)fl ER —#£, & —A[EEHIE, 7E nrf51822

225




BLE4.0 fIC Dh#EHE 4 th i 45

4 [ 5E LE flash 1, P JFE s

IR can be used to generate IRK and other required keys. IR can be assigned, randomly
generated by the device during manufacturing or some other method could be used,
that results in IR having 128 bits of entropy.

3.6.3.3.2. W AAHLIEREIR &3 AR T 4H IRK

St — T AKRET GAP EHIARM B & HuhE A % & Huhk 37
P NSRRI FE AL L
® N HLhht

Ak R
LSB  24bits 24bits MSB
| AT | AT RR RS |

® [t
BENL B AL S Dy PiE: S S AN AL Stk
> FRAHLE
A i Bk R T A — RS SR I D B AL
1.k 1) 8% = 2bits DAAUH 1;

2. NAE4N 0 BE A 1,

LSB 48Bits MSB
‘ Random part of static address ‘ 1 ‘ 1 ‘

> T HIE
AAHIE STy WSS AN AT g bT i bE AT g AT ik
& ANTTENTRAA BEAL AL
AT AT AL A BRI 2 « 1.5 2bits Jy 05 2.4 FE4 9 0 B 1
3NRESE T ER S MR A S bk . AR
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LSB 48Bits MSB
‘ Random part of no-resolvable address ‘ 0 ‘ 0 ‘

& 1AL BEA LR
AT FERT ARG B ML L () B = R bits A “107, fm bit N 0. A
D,

LSB  24bits 24bits MSB
| Hash (¥ 4 i9) | Rand(BibLE) [1]0]

R BT AL AT BEATL M bk 1) A2 7 R A AT 1 7 BRI e 1 5 A i A
EHH(IRK), AR FATEXT 5 A IRK B REMEAT XS T WY S 47, A s #638
i IRK ST — A AT RO REA Lt AL, X0 B O fid b 5 BH 1) 2

an
(aYay

® 1 fiE T AL BEA LI 7 AT R

WA A AT RA AT REATL Ik R 4L T A 3 il ey 7 308 20 A — A
BEAL S 73 A — AN IRK S B AL 70 34T W A T SE3RAF 695 hash {i
HI2 ah EOLA(3-2), tHE W

Hash=ah(IRK,rand) = e(IRK, rand’) mod 224

Rand & —/MNBEHLEL, B4 IRK SUZEARIIVE? IRK I d1

PRE, TR
IRK=d1(IR,1,0)=e(IR,0/ | 1)

IR — B2 —NEE RIME, B2 U TR B W — i IRK 2
ANEAR
® T fiE T AAA BE ML L AT R

BT — R IR BX AN M IE I B T, H R A 5 T A I 7% 2
AT H Ol EIER IS  THEAKIRK A ah 3, HRH P RIZSH,
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—A RO DT RENLAL, BB EUE RK, XN SHUEESR
KBTI e IR RS IRK FFORAFAE R 12 o S THSRCH Y hash
AU R AE ) hash —#F, TBEHIX A dess & B O 2R
B

REFIER: ANBET BT FBRZA IRK, BREAE R
REAN 2 A EHLREATIE B G05E o BT LAE T SR A 75 2458 1 A IRK.

3.6.3.3.3. EEZZMEITHEEH CSRK

TEBAR 2 44 ) IE B 55 B8 21 CSRK 25 4H, "8 FH 12 d1 s
R(3-6)77 4., HHEIT:
CSRK=d1(ER,DIV,1) =e(ER,1] | DIV)

EM K AR RE NS AR LS5 3.6.3.3.1 75,

3.6.3.3.4. B4i+H

FEJE M ATT TR 3.4.3.11 ) “BL 54" iR EIER
BRI G . RS BRSREARAR, 52X R A A R &
Message Authentication Code (MAC)F Message Integrity Check (MIC)Z!|

JRAERERAR? AEDBORTE A XA — Bk

This specification uses the same notation and terminology as the IETF RFC except for
the Message Authentication Code (MAC) that in this specification is called the
Message Integrity Check (MIC) to avoid confusion with the term Media Access
Controller.

There is an optional Message Integrity Check (MIC) value that is used to authenticate
the data PDU.

KME = B2 NES A 4.0 T3 Media Access Controller X N6 5
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FEAE I gE, £F 4.0 WL K] Message Authentication Code (MAC)EX 44
Message Integrity Check (MIC). 521 MIC Bt/ MAC, RIZE44NIIE
P TR SAE SR POU At 15 B e BIER A (MIC)X 4 4
XA MAC FIJESEEAKREIE? Bl P a0 T A 5X(3-7):
MAC = CMAC(K, M, Tlen) (3-7)
Hort CMAC s HOE —MARHE R E RS Fr P2 e BB 58 B
FTUASF 402, i, RS k BI9IERS 2 ]
CSRK: Tlen J9[H5E 1) 64bits a2 8 FHKE: 1M M £ —MAlFE K
W, e s T s A B AR EEE X A B PR R, TR T
M = data | | SignCounter
o4, B v e BEAS 44 A A2 7 1T I s 3456 789ABCDEF1’,
Mit#8% SignCounter Y 67653874 (0x040850F2), A4 M HIE N
‘3456789ABCDEF1F2500804’
MBSl BURGE, B SCHR B RS L b s A — M EUE,
bR EIAR BERAGE — N ETHEE, RS T EAEE MAC B
MIC H# . FEiHE PDU H ¥ MIC A 4 5715, '€ /2 MAC [ 5 32bits,

Lt MIC {8 MAC 55 4 7T .
3.6.4. JNZEiRAE AES-CCM

BLE i FH i) /& AES(Advanced Encyption Standard)B[ 52 N%& b
HE . ERTSCIR BTN RE e(:(3-1)), ‘B & AES FréEH ] Electronic

Codebook mode encryption (ECB) R HL %5 b AL . 115 MAC & F 2
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1%L CMAC, 'Es&H Counter with Cipher Block Chaining-Message
Authentication Code (CCM)SEZF . AES-CCM 2 T4 25 25 i B s 7 BAAIE
A, BiEA 3 FREOR: AES INE 512, T80 Y BAAE,
£ nrf51822 71 AES ECB 1 AES-CCM #Rj& HHAHMF5Ep, FA
AES-CCM TR EEWFLe 5?2 3 3 /~:CCM nonce(Nonce #& Number
used once Y Number once HJ%i 5 ). counte-mode blocks #lI

encryption blocks. H:H' counte-mode blocks Fl1 encryption blocks 7& i

R EAR R, XA RS H S HE] CCM nonce, FTEAA A4
CCM nonce M4

WK 3-67 I, nonce FHAELTHELAR  J7 A AL A — M HTERA A1 B (1V)
Fe) e

nonce=PacketCount| | Direction| | IV

PacketCount i1 #3345 39bits, J7 AL 1bit, T IV 345 64bits
I 8 779, X 8 PP EEXT e R 4 Y. X 3 M B KON
13 75, £ Nonced XFHiHHIMK 7bits J& T ALTHEds, M bit
NITIAAL: 1 R EE HENURIELS L, 0 Rl th AHLR S
Blo =T iHE8 PacketCount 7B A AL AE :

The Link Layer shall maintain one packetCounter per Role for each connection. For
each connection, the packetCounter shall be set to zero for the first encrypted Data
Channel PDU sent during the encryption start procedure. The packetCounter shall
then be incremented by one for each new Data Channel PDU that is encrypted. The
packetCounter shall not be incremented for retransmissions.

SERRAF B : 5 — kI35 B B PacketCount 5 0. RERILH) PDU BHTHKEIEH,
AT IINEFNE; REREERERRIX T K& FTRSEL,
MrBTHESIINEEFHE, NMERARER—NEEFHFHIZNEELE
5, RERFNEESHETIOM. FEXTE—M & nE e B
ATHRERITHINZR, FARER—MHES E#iTinm. ERaMm
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| ZART .
Size
Octet Field (octets) | Value Description
0 Nonce0 1 variable | Octet0 (LSO) of packetCounter
1 Nonce1 1 variable | Octet1 of packetCounter
2 Nonce2 1 variable | Octet2 of packetCounter
3 Nonce3 1 variable | Octet3 of packetCounter
4 Nonce4 1 variable | Bit 6 — Bit 0: Octet4 (7 most significant
bits of packetCounter, with Bit 6 being
the most significant bit)
Bit7:directionBit
5 Nonce5 1 variable | Octet0 (LSO) of IV
6 Nonceb6 1 variable | Octet1 of IV
7 Nonce7 1 variable | Octet2 of IV
8 Nonce8 1 variable | Octet3 of IV
9 Nonce9 1 variable | Octet4 of IV
10 Nonce10 1 variable | Octet5 of IV
" Nonce11 1 variable | Octet6 of IV
12 Nonce12 1 variable | Octet7 (MSO) of IV

X B R AR T RN 1) & 72 BLE HhllhRlsE, BT
I PR CRC Al MIC REREEFTHHERBEFTI REHZE
R BAR AR R S RIA R R B ROE R - XA E FEAE T AR
AR ST nrf51822 Kk, HABRMEHMRER, AR
R RICF RN, SR E L. TIXT AES 5%
R e MIAEMHRIIPE, Fra MBS, BE7 DR A B SO R 1
KU, HR RS o MTRFMA R B KA
I BT, BARRE TR AR ENRRIRF.
%FF CCM nonce HJ#EFTE RAM FiE 4% R 4N & 3-67 BT 774 , B4

/& 3-67 CCM nonce format
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NS W
3.6.5. SEEMZFTERR

INEL AU SM R SE R, 1B — S 802 i LL E it
T, GRS IEIME AR A L BTN 7 A5 4E
EVHEAS M, SOREEBAME T IEWE 3-68 s,

] o 2z 4 BN 0 s i R A R IR, R A IR R N
FORARYE BB S W2 5 7 AR A R E S A 1B
FIAZ AR E IR 2 TR, 26 2 B BOs e ME PR SR A E B
FHIZIIBENLEL B 5 EAVSOETIMEZS ML, AP A IE T INES T
B, ZJa ENUCEFENIE G AP, P WLERIRENEDS, JT iR THE
W, HTHERI B IMEA BNV R E —FE, MHLE AR R
BB FHL, BN R IERENLE LS 0L, BRI Resz B8t . A
RENIRS e 1 EHIMERIBEN IS, & B 2 THE RIS ] STK.

TR STK Ja EALE L BEEZAEH] LL_ENC_REQ AN TE K,
TR R TR ] SK KIS HS 1 % 9170 BUE SKDm Ak 45 AL,
LAL cem EH #Iaa AL F & Ivm 8. TH5E LTK /9 EDIV AT RAND 244
HRIELE INL. HE2 SKDm Fl IVm (B2 B2 K NE? 1 4.1 PhiE
AW —BE: IV AT SKD ER DR BERLEL .

IVm shall be a 32 bit random number generated by the Link Layer of the
master. SKDm shall be a 64 bit random number generated by the Link Layer of
the master. Both IVm and SKDm shall be generated using the requirements for
random number generation

IVs shall be a 32 bit random number generated by the Link Layer of the slave.
SKDs shall be a 64 bit random number generated by the Link Layer of the
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slave. Both IVs and SKDs shall be generated using the requirements for
random number generation

X E [ EDIV Al Rand S0 RRE STK /B4 LTK 75 Sk KIPPH|
P, 2 EDIV A Rand 4 0 B, FTRIX/AMINETE R RAHISH
—IREEXRE, FTUAEH STK /R4 LTK fEH1; = EDIV 1 Rand A4 0
i, BRI NEEZERIENE, X MERFESE —IREEXT B AL
RIEEENH], MITRARTTARE, REE—RKENHEdESH
ZEEEWNSE, ZEHEER RHERERITEH.

MHLIETE LL_ENC_RSP I N THEA SK M R IS Hith Ak 4
Hl, X E Mz AR LL_START_ENC #HT 3 KN #REF. & 11K,
MALEE B S5 20K LL_START_ENC_REQ HF A2 17 SR & %45 E ML,
IR R A7 N B I B 56 2 T B ERLERIRE A
HLEITF A NS KRB S, BN N 1T A6 N a5 SR N2
LL_START_ENC_RSP Zi ML, JFH H CHIFRICR E &l 28 3
o UMM C KRB E Dy 1 I, Bt DLN i B8 B DY E)
F MUK 1% ) % L LL_START_ENC_RSP , Z J& M HL & 3% n % i)
LL_START_ENC_RSP .45 EHLA M ZE A 3 XN 2 T1d 4

FCXT S0 I EE 3 M BOR AR SR 1 B BRI AR, 1R R0
ARLEEH, Py At #2 F RE 2 AT R
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A ML
| l

{ BB I A A STK

’

Security Request (AuthReq)

Pairing Request (10 Capability, OOB data flag, AuthReq, Max Enc Key Size, Init Key Distribution, Resp Key Distribution)k

Pairing Response (10 Capability, OOB data flag, AuthReq, Max Enc Key Size, Init Key Distribution, Resp Key Distribution)

X

X

{ TETRR0 )

PO 2 STO
N 128fipERLEL ¢

i AT

4 SO B WK BT ELSTKAISK L S 3h3 74 in a5 48

’

Mconfirm = c1(TK, Mrand, Pairing Request command,
Pairing Response command, initiating device address
type, initiating device address, responding device
addresstype, responding device address)

Sconfirm = c1(TK, Srand, Pairing Request command,
Pairing Response command, initiating device address
type, initiating device address, responding device
address type, responding device address)

Pairing Confirm (Mconfirm)

-
>

A

Pairing Confirm (Sconfirm)

Pairing Random (Mrand)

<
il

-
>

%Check for confirm value match

Pairing Random (Srand)

;Check for confirm value match

STK = s1(TK, Srand, Mrand)

LL_ENC_REQ(Rand,EDIV,SKDm,IVm)

7 N

v

LL_ENC_RSP(SKDs,IVs)

SK:e(LTK:(SKDSIavel |SKDmaste)) ::"

A

LL_START_ENC_REQ

LL_START_ENC_RSP% 3. &4

A

\ 4

LL_START_ENC RSP 3£

SN B Al B R }

Encryption Information (Long Term Key)

Master Identification (EDIV, Rand)

A A

A

Identity Information (Identity Resolving Key)

Identity Address Information (AddrType, BD_ADDR)

Signing Information (Signature Key)

Encryption Information (Long Term Key)

Master Identification (EDIV, Rand)
Identity Information (Identity Resolving Key)
Identity Address Information (AddrType, BD_ADDR) N
Signing Information (Signature Key) :

K 3-68 it B EEHINT IBAE R X 1 00 FE
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3.6.6. ZEEIERIN

o PR RS A B e (R A B e B AR I ey R A 1
I A ) i mCE B A

3.6.6.1. ZE&EHEHMLSEHKA

7 a Py A% A 3-69 FR .

LSB 1 octet 0-22 octets MSB

Code Data

[ 3-69 L5 B iy RS =
1 FHmA, 0-22 ZHNEHES . Hibadimits 10
A, Wk 3-21 iz,

K 3-21 LR E P i S

il iR g iR

0x00 fRH 0x07 Master Identification

0x01 Pairing Request 0x08 Identity Information

0x02 Pairing Response 0x09 Identity Address Information
0x03 Pairing Confirm O0x0A Signing Information

0x04 Pairing Random 0x0B Security Request

0x05 Pairing Failed 0xOc-OxFF  {#F4

0x06 Encryption Information

3.6.6.2. ECXTiEK Pairing Request FIECX] B2 Pairing Response

BC X T SR N 2 ) A% 2 — R U ] 3-70 s, R AN ]
RSB 3-71 k.
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LSB  octet0 octet 1 octet2  octet3  MSB
10 00B
Code=0x01 | capabilty | dataflag | AUthReq
I;'f;; 'E:& Initiator Key Rﬁﬁﬁg;‘der
Key Size | DStieulion | pistribution

K3-70 Fixf K6

Bluetooth Security Manager Protocaol

Opcode: Pairing Eeguest (O=01)

IC Capability: Keyboard, Display (Ox0d)

O0B Data Flags: O0BE Auth. Data Not Present (O=00)
- AuthReq: Bonding, MITM

..01 = Bonding Flags: Bonding (O=01)
T MIT™ Flag: 1

Max Encryption Key Size: 16

- Initiator Key Distribution: LTE IRK

...l = Encryption Key (LTE): 1
o1, = Id Eey (IRK): 1
D.. = Signature Key {(CSEED: O

- Responder Key Distribution: LTE IRK

«..1 = Encryption Eey (LTE): 1
o1, = Id Eey (IRK): 1
.. = Signature Key (CSEEDY: O

A 3-71 Sniffer 75 1R HTHINT 15K €
® 10 Capability 10 fit /7 1 5
HARWRLLRE SI1E 3.6.3.1.1 T ELUHE, XHEKS—M 10 gE/1xt
RLE]—ME, 5k 3-22 s,

#3-2210 GE11G
& iR ZizA iR
0x00 HER 0x03 Te i NG H
0x01 7R yes/no 0x04 PR R
0x02 AR EE 0x05-OxFF R

® OOB data flag /bR E 1 7T
EARER R H O YA L H 00B. 4FrE N 0 N £ A T H: 00B;

208 1 W3R 3CRF 00B, i B TK Hi 00B figfit.
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® AuthReq AEIERIRE 17715
AuthReq /& Authentication Requirements {78 . B XA 7R

N3 AR, K 3 72 K 3-72

LSB MSB

Bonding_Flags MITM Reserved
(2 bits) {1 bit) (5 bits)

K 3-72 N EHIFR R
> Bonding_Flags 45 & fr &L 2bits HA U1 % 3-23.

K 3-23 HEEly

Bonding_Flags(b1b0) 4§&EK7Y

00 TR E
01 T E
10 N

11 (8¢

> MITM 71k ] ABcdidr & 1bit
= MITM=0 It}, TEFBTIEHE AT 2 MITM=1 1, AIER 2
B 1E A e N Tk
® Maximum Encryption Key Size & K&K E 1 5775
RKNEHRKE R NN 7-16 775, WA T 128bits [UHH], %
I A AN 0 AT .
® |nitiator Key Distribution & #C# G877 HCH % 4H A Responder Key
Distribution 7y B2 N2 BE K154 H )% 1]
KA XAy 15779, e LR & 3-73 for.
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LSB MSB

EncKey ldKey Sign Reserved
(1 bit) (1 bit) (1 bit) (5 bits)

/&1 3-73 BLE Z 8777 Fi#5 +C
L3 EPDE, &b 1bit.
> EncKey JN% %41 LTK
N1 TR IR AL R BEFR AL LTK 455 7, i 1d Encryption Information
command K% LTK, [FIBfIA2AZ0IETS Master Identification command
K 1% EDIV F1 Rand %,
> IdKey 51 fifEfr 5 IRK
N 1B R PR ECE REFR AL IRK 245 %) 77, J#id Identity Information
command K% IRK, [A]BfIE AR Identity Address Information & i%
e bk B F AL L
> Sign x4 \IE CSRK
N1 B AL E E REFR AL CSRK 25 5% 7, i i Signing Information

command 1% CSRK.

3.6.6.3. FECXTHiIN{E Pairing Confirm

BB A ASRFAE 5 4 R IE X B A 5T T, B A2 500E 5
O, AN G HTHE STK & . BRI ER& & 3-74. S FREW
B 3-75 Bios

© T2 0x03. Jo T K ER A2 128bits Bl 16 75 I IAE
RXAFMERTHE I 3.6.3.2.1 5.
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LSB octetO octet 1 octet 2 octet 3 MSB
Code=0x03 Confirm Value
Confirm Value
Confirm Value
Confirm Value
Confirm
Value

& 3-74 BT A 18 G 45 =

Bluetooth Security Manager Protocol
Opcode: Pairing Confirm (Owx03)
Confirm Value: S2ZbcZacelbcfz2111lbehbez2239897a201

/& 3-75 Sniffer REEZ5H1 1955 A f £
3.6.6.4. FCXTPENLEL Pairing Random

AIEZ a5 EAHBC S BENLE, XAFENLEE — A
128bits [ DFREHLEL - 19 2 Dy REA LA BE S H B E . A% (0 1 3-76.
= R A AN ] 3-77,

LSB octet 0 octet 1 octet 2 octet 3 MSB

Code=0x04 Random value

Random value

Random value

Random value

Random
value

K1 3-76 HIXTREVIZCE75 ¢
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Bluetooth Security Manager Protocol
Opcode: Pairing Random (O=0d43

Random value:

ed7edf 717dfc41502b023 2F817 70478

/& 3-77 Sniffer REE 5= HIEEH] 1 €

3.6.6.5. FCXTRM Pairing Failed

B X I R m B D A8 iR R 2 EH ISR IG5 > e )/ 3 [
3-78 flizm. - fih 17y, RIGR 1 5. BARRIRCHS I &

3-24 FIi7o
LSB octet 0 octet 1 MSEB
Code=0x05 Reason
[&3-78 XTI (444 26
2K 3-24 FIXT ISR AT
JR R AS JE R 42 R Vi B
0x00 R TR ¥
0x01 SRR N RIGC F P N R U, 4 G O 2 N A
0x02 OOB ANH[ ] 0OB i A=A R
0x03 IIE TR K T 10 B8 /7 a8 B AIE 35 3R AN BE T 2
0x04 BMER  WRIRFAERT B SAEA —
0x05 FOXEA SR WA SRR
0x06 B KN BRI R E B K
0x07 WMANTRE  HURE— SMP ANSZEIa 4
0x08 ANBH JEL A BE X 5 I R - SR AN B R A
0x09 FIRBECXT PE % B A UEAS 70 VF P IR RGN (8] N 3 22 [FIAE 1S
3R
Ox0A TS XF sSMP B— M A A [l g MSEE R, SHKE

OXOB-OXFF {#¥4

T ekt 3 e 1Y
PR E
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3.6.6.6. %5 & Encryption Information

N AT BRI SR AL SR 52 5 B0 43 B vh 23 e AR SR e 245 F 21 LTK
PLEE S B R Ak O A P21 STK N8 B 55T i it
feli. 'EjE 128bits HIH] 16 F . BRItk K 3-79 fr
e BHREMIE 3-80.

LSB octet 0 octet 1 octet 2 octet 3 MSE

Code=0x06 Long Term Key

Long Term Key

Long Term Key

Long Term Key

Long Term
Key

K3-79 E 178 A%

Bluetooth Security Manager Protocol
Opcode: Encryption Information {(Ox06)
Long Term Key: 0el389f36884277F0fFclled4d20ccazhb

/& 3-80 Sniffer FEZHTLTK £4

3.6.6.7. EHLEE Master Identification

XA H e I MLAIE S EHLE, B2 m« EHLEE 7,
HSLIXA 2 5 — YOI AT MHLRE 2 5519 EDIV AT 8 55K D
PLEL Rand KIZZG TN, EZJEHERS, FOYMHLAGRAE K, Fr
PLEHL RS ZORX A PAMERE 4 MHL, T ML BIX I AME, T
HY LTK AT ENLREREAT N 815, A A Bt e € XA EHL. Frbh
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I EHLEEE 7 a2 o B A A 3-81, 2 HFeRE RN 3-82,

LSB octet 0 octet 1 octet 2 octet 3 MSB

Code=0x07 EDIV Rand

Rand

Rand

K 3-81 LHIHEE

Bluetooth Security Manager Protocol
Opcode: Master Identification (0O=07)
Encrypted Diwversitier (EDIV): Oxefl8
Random Value: OFezz2949FfFf5hoge

&/ 3-82 Sniffer KL T H &5
3.6.6.8. H1+{5 & Identity Information

S5 BIRIE 1 B T B4 IRK. B ar 2 B & 3-83.

R EM K 3-84.

LSB octet 0 octet 1 octet 2 octet 3 MSB

Code=0x08 Identity Resolving Key

Identity Resolving Key

Identity Resolving Key

Identity Resolving Key

Identity
Resolving
Key

/& 3-83 G E %A
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Bluetooth Security Manager Protocol
Opcode: Identity Information (Owx0&)
Identity Eesolwing Key: bDaech3d4ladizliafSccchlazzdéledfh

/5] 3-84 Sniffer REEZ1 51715 5 €

3.6.6.9. H{ihit{s S Identity Address Information

S AT S B IRK B RE IR0 77 Y% B ALk F) SR R de i
AT REAL I S PRI 7 B BB L HEAT XS B, AT 3k — 25 SEE
BaFh o S FLIE 5 £ ik At R 383X A B A B AR 25 %65 77 11 6
g AN & 3-85 s

LSB octet 0 octet 1 octet 2 octet 3 MSB
Code=0x09 AddrType BD ADDR
BD _ADDR

/] 3-85 L1 bl 156 G5 ¢
BESAHE 1 F bR (I 3.6.3.3.2)f1 6 =17 BD_ADDR.
4k BD_ADDR ALk # 40y 0, B4 W E AddrType ¥ 0x00;
W1 BD_ADDR NERASBEAL B &k, 415 E AddrType  0x01. =

FORER Sy bk A5 S B U 3-86 Fas

Bluetooth Security Manager Protocol
Opcode: Identity Address Information [Gxﬁgjl

04 06 1f 01 dé 10 06 C0a 3f 1c 38 56 00 hE

9a af 12 0c 02 00 06 OO FERNTIFENEE
Sh dd eh

/&] 3-86 Sniffer EHE5S 15 (4 5 B €1
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3.6.6.10. Z4{5E Signing Information

G B R IS B A T 28] CSRK H . B 2B X
& 3-87 B

LSB octet 0 octet 1 octet 2 octet 3 MSB

Code=0x0A Signature Key

Signature Key

Signature Key

Signature Key

Signature
Key

[K]3-87 H LG (45

3.6.6.11. Z4&1EK Security Request

XA WAL e Ta] ENLE R 22 2 B I L i an 2. B RS
AU 3-88 Fizn. L&A 1 717K AuthReq, X ANFITEC T 1 KA (0

2.6.6.2 1)) AuthReq FE —Ff.

LSB octet 0 octet 1 MSB

Code=0x0B AuthReq

/A3-88 wiE K15 E A
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3.6.7- NRF51822 jina i {4kt

Nrf51822 [N AH G IS AF 40 4 3 MR, 4399 : AES ECB HE
TEG A AES_CCM A HLE bl fE AT A Accelerated Address Resolver

(AAR).
3.6.7.1. HLTZAL A AES Electronic Codebook mode encryption

LT i A ECB B 9 n s o FH 2 BN 51 ZE el 2 e £E nrf51822
HH P 3 A B A A e 5 2 1) 2 W SO B DL B S 1 85 ST S I IR AR
£ RAM H1, JEIT DMA #4745 . ey N R EE . B ORI
AR B HE — AR S B A SC 25 A7 A B SN Ja 2B i ST
B8 € FIHIE L. £ RAM 1 ECB IR 4514 4] 3-89 k.

Address

Property offset Description
KEY 0 16 byte AES key
CLEARTEXT 16 16 byte AES cleartext input block
CIPHERTEXT 32 16 byte AES ciphertext output block

/& 3-89 ECB 7 RAM 11150 #74% 1y

3.6.7.1.1. ECB F&Fi%it

ECB #ER AT 3 ek dl, Hdlmaitaviantt . 5w & ek B

g[ﬁo

/*ECB HiE 4544 & SL*/
uint8_t ecb_data[48];
uint8_t* ecb_key;
uint8_t* ecb_cleartext;
uint8_t* ecb_ciphertext;
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/*ECB ¥ S5 M1 a6 0 */

bool nrf_ecb_init(void)

{
ecb_key = ecb_data;
ecb_cleartext =ecb_data + 16;
ecb_ciphertext = ecb_data + 32;

NRF_ECB->ECBDATAPTR = (uint32_t)ecb_data;
return true;
}
/*ECB Jin# ek ¥+ /
bool nrf_ecb_crypt(uint8_t * dest_buf, const uint8 t * src_buf)
{
uint32_t counter = 0x1000000;
if(src_buf != ecb_cleartext)
{
memcpy(ecb_cleartext,src_buf,16);
}
NRF_ECB->EVENTS_ENDECB = 0;
NRF_ECB->TASKS_STARTECB = 1;
while(NRF_ECB->EVENTS_ENDECB == 0)
{
counter--;
if(counter == 0)
{
return false;
}

}
NRF_ECB->EVENTS_ENDECB = 0;

if(dest_buf |= ecb_ciphertext)
{
memcpy(dest_buf,ecb_ciphertext,16);

}

return true;
}
/*ECB %I E*/
void nrf_ecb_set_key(const uint8_t * key)

{
memcpy(ecb_key,key,16);
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3.6.7.2. AES CCM Mode Encryption (CCM)

Xt AES-CCM HIBR R LLE B, B E— s i —
A0 B B ER T A I 7 3. Nrf5188 LRt HE L, F- 8
RO s E T X MR A Radio (Y FC & R AT Hic a0 10 i 3 I %

3.6.7.2.1. AES-CCM F&EIR TAEWRE

AES-CCM TARRUAE AR 3 17 B, 7EREASE R AR AN 25 B S s 2
SLESEHIR, 77 AR I I 5 i s 2 FH B 4, SR 88 B AT D A 5
HAREAE 283 KSGEN (155 8 Sl & M A B, ARl e SR =4k
ENDKSGEN Z{F, RJ5 535 CRYPT fE&HEAT I ss, 58 a4

ENDCRYPT F/4. AES-CCM LAEVFE a1 3-90 AT

=+

A
KSGEN

keystream

generation encryption/ decryption

/& 3-90 AES-CCM L 1EJiFen &

3.6.7.2.2. AES-CCM MEHuinas 2

TEHIR N2 i, AES-CCM BEHURE I #0507 RAM HH)
Hidik, XFT AES-CCM HEHUZ BEEL INPUT 274728 Frdi ml iy tthoil, b
JE RIS BN 4 575 BE B BV A (MIC), A AES-CCM 23 4%
Pk K B XK B A, X 4 AT I B B P, E K n
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Ja M EPE BA7 L E] AES-CCM B H 1] OUTPUT 354728 Frfi A Y Hi ki .

e fE R B b 3-91 Frs.

NPTR SCRATCHPTR
Unencrypied packet H Header (S0)
H L |RFU PL » < Soralcharea IF_{’:FU: reserved for future use (S1)
OUTFTR PL: unencrypted payload
Encrypted packet MODE =ENCRYPTION — AES CCM EPL: encrypted payload
H | L+4 |RFU EPL MIC < < ‘ﬁfﬁﬁ‘:
CNFPTR
/%] 3-91 AES-CCM FEH 12510 F2
3.6.7.2.3. AES-CCM HEER 2R 72
FEHIR AR FE A, AES-CCM BLHUAR# % B AL 4E RAM H Y]
bk, X AES-CCM AELHGREEL INPUT 217 3 TR ik, e
JE A& 4 FATHME B S B B (MIC)FRIE AES-CCM FR B A 1Y)
MIC IR AR E(MICSTATUS) H AR 78 HE MIC B6:41F /& 75 1E A, [F] B} AES-CCM
SRR P KB XK E, BiX 4 Z U EKESH I, &E
W i 35 I R G AE TS AES-CCM B ) OUTPUT 24728 fiTHE
] bk, R IR R B A 3-92 Ao
oUTPTR SCRATCHPTR
Unencrypted packet H Header (S0)
H L |RFU PL < < P Scratch area lF:\':FLU: reserved for future use (S1)
INPTR PL: urencrypted payload
Encrypled packet MODE = DECRYPTION —»! AES CCM EPL: encrypted payload
H | L+4 [RFU EPL MIC > < iﬁiﬁf:

CNFPTR

/& 3-92 AES-CCM P17 21 FE
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N

TE A AES-CCM L5 & AE AR BT, T2
AR EE T . AES-CCM BT R 1] 5 K05 i 5 4947 1) 7 1 B0 27
o FEBIRCL K ESMLIIRT 4, B0F 1 FWHHEHA 4 75

1 MIC, TS24 MIC H &S IR SFRE

gl

3.6.7.2.4. CCM EBUESE#)

711K 3-91 A1 3-92 H1H — 4> CNFPTR 45 ] CCM ¥ 4544 , CNFPTR
& AES-CCM MEHRH () — N EFAEE, XA ZFAF A AR B — AN R 1
RAM H1 CCM 25 iR FIHbtE. 7F 3.6.4 T 1] 3-67 mi/& CNFPTR fit
817 CCM HHEZE 1 o 1E nrf51822 Hig L I#) nonce W45 H9 LK 3-93 iy

N o
Property ::::ss Description
KEY 0 16 byte AES key
PKTCTR 16 Octet0 (LSO) of packet counter
17 Octet1 of packet counter
18 Octet2 of packet counter
19 Octet3 of packet counter
20 Bit 6 — Bit 0: Octet4 (7 most significant bits of packet counter, with Bit 6 being the most
significant bit)
Bit7: Ignored
21 Ignored
22 Ignored
23 Ignored
DIRECTION 24 Bit 0: Direction bit
Bit 7 - Bit 1: Zero padded
v 25 8 byte initialization vector (IV)

Octet0 (LSO) of IV, Octet1 of IV, ..., Octet7 (MSO) of IV

A 3-93 nrf51822 1 CCM H #4514
fE&] 3-93 RS ANIE 3-67 RIS —FER),  H2AE nrf51822
HUR B B KEY HRAE 1 IX S5 rh, ROt Hds. 771
(DAL GE AR YR

249



BLE4.0 fIC Dh#EHE 4 th i 45

7E & 3-91 FH ) INPUT i1 OUTPUT i [ ) 485 #4) 23 ) i 1%] 3-94 A&

T
3-95 . 1R “Address offset” SEHuibEWAZA 2 A T E .

Property Address offset Description
HEADER 0 Packet Header
LENGTH 1 Number of bytes in unencrypted payload
RFU 2 Reserved Future Use
PAYLOAD 3 0 to 27 bytes unencrypted payload

/5] 3-94 AES-CCM PB4 FE INPUT 25 14]

Property Address offset Description

HEADER 0 Packet Header

LENGTH 1 Number of bytes in encrypted payload including length of MIC
Note: LENGTH will be 0 for empty packets since the MIC is not added to empty
packets

RFU 2 Reserved Future Use

PAYLOAD 3 0 to 27 bytes encrypted payload

MIC 3 + payload ENCRYPT: 4 bytes encrypted MIC

length Note: MIC is not added to empty packets

/5] 3-95 AES-CCM FRL 11 271 F2 OUTPUT 2574/
P N B SCRATCHPTR 8 & AT Fi [7] i) A2 1 Se A H - H0 st 77 A= i A
BHHE, ERFPERE—ANED 43 FHH WA,

2.6.7.2.5. AES-CCM HEHLE R RADIO KL &

AES-CCM F1 RADIO & 34T TAER), AFHE CPU Y, AT &
XA Y4, RADIO 75 BTN 3-25 Fion I &
7 3-25 1% RADIO HIH &

RADIO ¥t f& Pt

PCNFO.SOLEN 1 kN 1575, X 3-94 111 HEADER

PCNFO.LFLEN 5 BEREIRES R KE I 5bit, X T RAM 715 15275,
Xof N & 3-94 A ) LENGTH

PCNFO.SILEN 3 BERIRS TR 3 b4, X T RAM H 5 1 775,
%ot V[ 3-94 F1 (] RFU

MODE 1_MBIT_QPSK 3t/ W5 A& %) 1Mbps i i %
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PCNF1.BALEN 3 B2 M HEK E 32bits B 4 77
CRCCNF.LEN 3 CRC K-Ji A 24bits B 3 ==

2.6.7.2.6. NZEAFE RADIO FFAEHIER

24 AES-CCM Jn%% Jf-iE i RADIO f£#iff, RADIO #4705\ AES-CCM
BN AE O RESE B N2 AL . BT BL OUTPUT $841 A1 RADIO HH I
PACKETPTR #8445 1] ¥) RAM HH ) [a] — gk . LI 3-96 FiTai .

INETR SCRATCHPTR

Unencrypted packet

H Header (S0)
| " - L: L
OUT&PTR H L |RFU PL 7 N 3| Seraich ance RFLU: reserved for futureuse (S1)
PL: unencrypted payload
PACKETPTR Encrypled packet MODE =ENCRYPTION —3» AES CCM EPL: encrypted payload
CCM data
i i
H L+4 | RFU EPL MIC - - structure
CMFPTR
To remote
> t A receiver
RADIO e
TXEN —

/&1 3-96 AES-CCM Fl1 RADIO ZH & 145l # €4
9T VLHCE Radio [RIR 7 2E3R, KSGEN {L45LZ07E Radio [1) START
{55 2 Hifil %z, ENDKSGEN A1 CRYPT 145 My Pttt /7 sb ifi R .
4P 3-97 K 3_97 H A PPI ¥ Radio H11] READY {11 AES-CCM Hiff]

KSGEN f1-55 1347 & H% .

2.6.7.2.7- fEZEATE RADIO F KRR,

=1 AES-CCM fi#% RADIO W B2 i in & Ay, AES-CCM 470t
M RADIO 2B A AF b B O # A . fir L AES-CCM Ht INPUT $i5 4T
A1 RADIO H [ PACKETPTR Fi 145 A () RAM H ) [A] — 3kt 4nf&] 3-98
IR o
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SHORTCUT
 {
ENDIKSGEM CRYPT
key-stream .
AES OCM generation enayption
A
KSGEN ENDCRYPT
Y
PP
READY
RADIO RU P A H L |RFU EPL MC CRC
A
TXEN END
A J
READY START
 §
RU: Ramp-up of RADIO H Header(S0) EPL: encrypted payload
P: Prearble SHORTCUT L: Length
A: Address RFLUE reserved for future usqS1)
P -
/4 3-97 PPI 7 AES-CCM F1 RADIO Jj & HT 1€/
OUTPTR SCRATCHPFTR
Urnencrypted packet H H (0)
< - L
INPTR H L |RFU PL < B »|Scratch area RFU: reserved for future use (S1)
& PL: unencrypled payload
PACKETPTR Encrypted packet MODE = DECRYPTION —» AES CCM EPL: encrypted payload
» H | L+4|RFU EPL MiC > < COM data
CNFPTR From remote
\]/ transmitter
RADIO «
RXEN —

/5] 3-98 AES-CCM Fl1 RADIO 4 2 BE/ 17 €4
N T VGHE Radio I 73R , AES-CCM ) KSGEN 1T 45420 {E Radio
[¥] START 1155 Z Hifi )<, CRYPT £ 55 WA Z07E Radio [#] ADDRESS {12
JE A .
N CRYPT 4155 #1 ADDRESS MG 4F R AE [ — I a4, B4
AES-CCM AZRAE Radio (1) END FA1 21 5¢ e Wi . 18] 3-99
L PPI#F Radio ) ADDRESS F/FA1 AES-CCM ] KSGEN f£55 14 4%
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T AES-CCM [] KSGEN {T:4%-38 33 Radio ) READY Z-44: [ PPI &M% .

AES OCM

RADIO

key-stream .
generation deayption
A A
KSGEN| ENDKSGEN CRYPT
v )
PRI PPI
READY ADDRESS
RU P A H| L |rrU EPL MC
READY START
¥

RU: Rarrp-up of RADIO SHORTOUT H Header(S0) EPL: enarypted payload
P: Preamble L: Length D :RADIO receiving noise
A Address RFU: reserved for future use(S1)

END

/& 3-99 PPI 7= AES-CCM F/] RADIO 117 Z 1 12 /1]
3.6.7.3. PuEHbEAFENTIEL (Accelerated Address Resolver (AAR))

XF 1 AT AT e A bk DL bk A R B L 3.6.3.3.2 I &
HidE A

AAR il — b ERS © ) ADDRPTR $E 4124 J5ifE Hibht 2 /T 3 A
FATR L m A B AEATIT AR UK START 4155, WIRAE IRK &S
IR T REMRATIX AN AL IRK, FBA¥E =4 RESOLVED FAff. 7E
nrf51822 H1#x £ A LLIEME 16 4N IRK Z54H(IRKO 21| IRK15), AAR ¥4 A\ IRKO
T A . B T 2 /04 IRK A AAR FEH 1) NIRK 2747 23 18 35
MR REENTI, 77 2E NOTRESOLVED HF. iR fdT 5e Bk
P24 END FH45

A, AAR BAR B fENT LRI RE ), (HREAREIX 0 k2 A

b ki FEA L IE . HAEE X 2 BEN LI IR b 0 75 A Ik R A s

WANEE X 73 A0 F Hudk o Ry AT AT b AN AT ATtk o R T L R
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AT RO AR, AREFIWTIbE R S B AT R PE. AAR AR UIA

3-100 fii7~. & 3-101 25 AAR F1 RADIO it & T.1E.

SCRATCHPTR
AIDE:resolwable address
START —»
— @ Scratch area
ADDRPTR
RESOLVED #4——
\4_
| | | l IRK data
Lol 2 [ D
IRKPTR
/& 3-100 AAR 1454717
SCRATCHPTR
START — S0: S0 fieldof RADIO (optional )
PACKETPTR slScratch area L: Length field of RADIO  {optional )
ADDRPTR - = 51: 51 fieldof RADIO (optional )
RESOLVED 4— ADDR: resolvable address
AAR
» S0 [ L S1 ADDR » < Liﬁcﬁb:

IRKPTR

I

RXEN —»|

From remote
transmitter

L ———

/& 3-101 AAR FIRADIO F7 & T 1F

3.6.8. ZEBFHFEHHIE T EM T

XTI R AR R R AT o A AL T REAE R

A2 5H STK A 1E 2540 SK 2%,
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3.6.8.1 FNETHE

HARREL I H 0T

cl (k, r, preq, pres, iat, rat, ia, ra)

pl=pres || preq || rat’ || iat’

p2 = padding || ia || ra

k is 128 bits A%E i

= e(k, e(k, r XOR p1) XOR p2)

PAAEH, HEHIAE 3 MO e, I E U TAET5 0 Tk O 0, 08

ARSI, R 6 A, ELZ 0O0B A

r: 128 bits BN random SN FEMLERE DAL A IZE IBEALEL
pres: 56 bits B[l 2}y pariring Reqest command
preq: 6 bits B[}y pariring Response command  #1 &3t 7 N5 ) 4E
LSB octet 0 octet 1 octet 2 octet 3 MSB
10 Q0B
Code=0x01 Capability data flag AuthRexq
Maximum . Responder
G | e | o
Key Size Distribution
lat:1 bit  E[I A initiating device address type  EALIJ B A HLIESEAY jat’ 4y 0x00 B 0x01
ia: 48 bits Rl initiating device address FEHLH A& b
rat:1 bit Bl responding device address type ML) & HibESEY rat’” 24 0x00 B%# 0x01
ra:48 bits E[I°~ responding device address  MALI 45 Hidik
padding:32 bitsor 0 IXAE— MK O T L 128bits £k 0 A1)

Bluetooth Security Manager Protocol

ald
1o
20

Opcode: [Eairing Eequest) (0x01)
I0 Capabhility: Keyboard, Display (Ox0d)

006 Data Flags: 00B Auth.-Bats Mot Fresemt (Ow=a0)
AuthReq: Ennmng,MIW{ET&Q—QXGBGBIGGBGGQ4G1‘
.01 = Bonding Flags: Bomdirmg—GowatT—
.1.. MITM Flag: 1
Max Encryption Key Size: 16
Initiator Key Distribution:

LTE IRE

..1 = Encryption Key (LTEJ: 1
.1, = Id Eey (IRED: 1
.0.. = Signature Key [(CSEE): O
Fesponder Key Distribution: LTE IRE
..1 = Encryption Key (LTEJ: 1
.1, = Id Eey (IRED: 1
.0.. = Signature Key [(CSEE): O

04 06 1e 01 22 0= 06 Oa 03 1b 2c 18 00 bl 73 QO
01 04 OO0 05 10

00 59 ab 9a af Oe Ob OF 00 08 OO
ERDPE od Od Oc
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Bluetooth Security Manager Protocol

Opcode:|Pairing RESpDﬂSEI(GxGE)

IO Capability: Mo Input, Ho Output (0x03)

O0B Data Flags: O0B Auth. Data Hot Present (0007

AuthReq: Bonding, Mo MIﬂ{ﬁfes=Gxﬂl0210010003@23
...... 01 = Bonding Flags: Bomdimg (OROTT
veee 0., = MITM Flag: O

Ma= Encryption Key Size: 16

Initiator Key Distribution: IRK
....... 0 = Encryption Key (LTK): O

. Id Key (IEE: 1

.. = Signature Key (CSEKD: O

Distribution: LTE

....... 1 = Encryption Eey (LTEK): 1

Id Key (IEE): O

Signature Key (CSREKD: O

i i

bl

m

]

o

u]

3 .

o

m

3 .
[y

b H

h

! I

oo
LI
neon

20 04 06 1le 01 25 Qe 0o Oa 01 22 39 19 00 92 00 00
12 02 59 ab 9a af 06 Ob OF 00 06 OO0 VERRERRIENEL
20 af af 3d

Bluetooth Low Energy

Access Address: OxBeg%beds rat’ =0xz01
—| Packet Header .
... .... = Kx Address: random | iat’ =0z01

e Tx Address: random -
. 0101 T¥PE :f COMNECT_REGY {0x05 1a—'i]x495ee436?536
Length: 34 ra=Uxzfalascaldbss

[[nit Address: 49:6e:ed:36:76:36 (49:6e:ed:36:76:36)
deertising Address: fa:3a:Iciz2Dide:g2 (fa:3a:3c:20:d6:32ﬂ

jury
]

Bluetooth Security Manager Protocol | .
Opcode: Pairing Confirm (0x03) EIHL—}}/-'\_IHL ﬁﬁkﬁ

Confirm Value: 087bTed2z2bbdieanlsdfOelldforatad
Bluetooth Security Manager Protocol

Opcode: Pairing Confirm (Cwd3) o -

Confirm Value: EELE'E21&E|‘JEC"FE|E3Eiétﬁﬂ?ﬂ%?&ﬁ-ﬂmﬂﬁ
Bluetooth Security Manager Protocol

Opcode: Pairing Random (=043 = %ﬂr_féégggggg E

Random Walue: h4th3c911d1faae§Eﬁ alf- 3 1JL§E
FEHRLE MHLIBENLEC
Ox 6b 25 36 48 1f a1l 42 8c ae fadl 11 c9 b3 cO b4

Bluetooth Security Manager Protocol

Opcode: Pairing Eandom {Ox0d4) éé\b@-é;::}zﬂk E;H[,ﬁ

Random Value: e8clics73ffezedd F2edct

MAL A 25 FHLRIBELEC Y

0x c9 06 cf e3 72 82 09 b8 d0O 2e fe 3f 57 3c c1 e8

2T

cl (k, r, preq, pres, iat, rat, ia, ra) = e(k, e(k, r XOR p1) XOR p2) i
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0x00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
random :

TR DHLEIREN Ly

Ox 6b 25 36 48 1f al 42 8c ae fa d1 11 c9 b3 c0 b4

MR 25 EHLEIBEHLEC

0x c9 06 cf e3 72 82 09 b8 dO 2e fe 3f 57 3c cl e8
preq :

0x03 03 10 05 00 04 01
pres:

0x01 02 10 01 00 03 02
iat’:

0x01

0x49 6e e4 36 76 36
rat’:
0x01
ra:
Oxfa 3a 3¢ 20 d6 82
T A
pl=pres || preq || rat’ || iat’
=0x01 02 10 01 00 03 02 03 03 10 05 00 04 01 01 01

p2 = padding || ia || ra
= 0x00 00 00 00 49 6e e4 36 76 36 fa 3a 3¢ 20 d6 82
IR SR EAT BN B E R T 5

const uints t key[1s]={0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0};

uint8_t RI1[16]={0xch,0xZ5,0x36,0x48, 0xlL, Oxal, OxdZ , Oxde, Oxae, Oxfa, Oxdl, Ox11, Oxcd, Oxbh3d, OxcO, Oxba} ;
uintd_t pl[16]={0x01,0x02,0x10,0x01, 0x00, 0x03, 0x02, 0x03, 0x03, 0x10,0x05, 0x00, 0x04, Ox01, Ox01, Ox01} ;
uintd_t p2[16]={0x00,0x00,0x00, 0x00, Ox49, Oxbe, Oxed, Ox36, 0n76, 0x36, 0xfa, Oxda, Oxde, Ox20, Oxda, OxE8E] ;
uints_t dest_bur[ils]:
int mwainiwvoid)

{

i

uintd_t i=0;
system clk 16M();
nrf _ech _init();
nrf ech set_keyikey):
for{i=0;1<16;i++)
{
pl[i]*=R1[1i]:
H

EE: BT EIGERARNFEC TR
BEFT EREHAKEE TR

while (nrf_ech_crypt (dest_bur,pl)==Lfalse]}

forii=0;i<l6;i++)
{

pe2[i] *=dest_bur[i]:
H

while (nrf ech crypt(dest_bur,pz)==false];

while (1)
i

i

BTSSRI T

257




BLE4.0 fIC Dh#EHE 4 th i 45

“§ dest_bur 020000070
/0] pop O
v 11 A 068
¢ [2] 097 7
¢ [3] 0xDF 7
¢ [4] 0l 4
7 [5] 0x0E 'H'
¢ [6] 0xDF 7
¢ 7] 05 L
/(8] (s 7
¢ [9] (3E >
/4 [10] 060 'm'’
¢ [11] 2B '+
s [12] 042 ‘B’
¢ [13] 0xFE '?
¢ [14] 0x7B '
¢+ 115] LEB [owe g

Bluetooth Security Manager Protocol | .
Opcode: Pairing Confirm (0x03) EIHL—}}/-'\_IHL ﬁﬁkﬁ

Canfirm Walue: O08rbfedzzbidiearlsdfOelldfarasad

dest_bur 0x20000070
¢ [0] OxAd 7
¢ 1] 052 'R’
v 2] 080 '€’
¢ 3] 0x1E "
4] 0x39 9"
¢ [5] 0xAS 7
’ [6] 0xC1 7
¢ [7] OxE4 7
s [8] 0x3E >
¢ [9] 0xD& 7
¢ [10] 0:0F ¥
¢ [11] 0xB8 7
¢ [12] 0xAE 7
¢ [13] 0x21 !
¢ [14] 095 '7
¢ [15] 0xBA 7

Bluetooth Security Manager Protocol

Opcode: Pairing Confirm (O=03) @'L i J&ﬁ“
— 1
Confirm Value: Ea9521aehﬂﬂfd83eéﬁE a8;3¥§ aﬂjkﬁg
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3.6.8.2. # 1 WERINE----BELXRE STK M SK i+

S5 RAM HH Y — L2
Address: |0x20002592

Oxz20002592: SOEAOZES SBE4SDCF SEVCEE3S ESE1ESEC
Oxz20002542: 265033CD SCDEBEEE ABZS0ES7T B4E49345
Oxz00025BZ: 5993916 93B4545Z FT7FA1797 SEED4ZAD

Address: [0x2000013c  TETEEppmen FRERE Lage

0x2000013C: [S9982916|98B458452RF7F 21797 SEBD42 AD
0x2000014C: [6479CDSE]
0x2000015C: SAS33H34] 188EEC6C 188EEC44 00000044

0x20002592 A ECB f5HLA/E RAM H (M4 4544 :  SK=E(LTK,SKDs| | SKDm)
% 1 17(0x20002592) /9 key: X HLEEHARN LTK, (HZ A2 —IRBCATE6 i Bt A KEY=STK;
%5 2 47(0x200025A2) W 3C: i 4 LL_ENC_REQ AT LL_ENC_RSP H 43 B {3t (1) SDK {1 £H 41 1.
SDKs 1F /=17 717'5
% 3 17(0x200025B2) %5 3. A& 2215 %5 SK.
0x2000013c J}y CCM HEHRAE RAM HHIELHE 2544 : 56 1 17(0x2000013C) BN SK 2 iEHkEH, #H
TS 3 47(0x200025B2)—FF .

> THE STK fEHI%4

STK=E(TK,Srand | | Mrand)

Srand F1 Mrand 1~ &

Master Slawve SMP 47 Rcwd Pairing Random

£

- Bluetooth Security Manager Protocal
Opcode: Pairing Random (0wx0d)
Random Yalue: edrFedfrl7dfcd1502b0232fR17fF0ara

QOO0 04 06 28 01 be 10 06 O0a 03 15 3 4b 00 51 73 QO
0010 00 94 Ba 9a af 02 15 11 00 06 OO0 04
e Elelal 0 TC 41 S0 2Zb 02 32 T8 e 22 £d 23

Mrand[16]={0x78, 0x0a, 0xf7, 0x17, 0xf8, 0x32, 0x02, 0x2b, 0x50, 0x41, Oxfc, 0x7d, 0x71, Oxdf,
0x7e, Oxe4}

s51ave Master SMP 47 Rl:;xl"d- FPairing Eandom

£

- Bluetooth Security Manager Protocol
Opcode: Pairing Random (0040
Fandom Walue: 8487Falsz9crrdsredzrffoihdiaferadzl

Oo00 04 06 28 01 c1 10 OF O0a 01 Of 45 4c 00 98 00 OO0
o010 DD 94 da fa af 0a 15 11 00 06 00 04

Srand[16]={0x21, 0xa0, Oxe7, Ox6f, Oxb4, Oxc5, Ox7f, 0x02, 0x7e, 0xd5, 0x77, 0x9c, 0x52, Oxal,
0x87, 0x84}
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AT L SMrand[16]={0x7e, Oxd5, 0x77, 0x9c, 0x52, Oxal, Ox87, 0x84, 0x50, 0x41, Oxfc,
0x7d, 0x71, Oxdf, Ox7e, Oxe4}

TTHERWT:

SMrand 020000000 STK 0x20000094
¢ [0] 0x7E '~ /(0] 0xE8 7
1] 0xD5 '? s ] 002 7'
2 121 077 'w' 2] OxEA 7
3] 0:@C 7 /2] (B0 '€
s 4] 052 'R’ 4] 0xCF '7
¢ [5] OxAl 7 ? [5] 08D '7
’ [6] 087 7 /6] 0xE4 '?
¢ 7] (B4 7 /7] 0SB T
(8] 0550 'P* / [8] 039 '
? (9] el A’ /9] 0GB 'k’
¢ [10] 0xFC 7 / [10] 0x7C |
 [11] 07D '} J [11] {bSE ' 7!
¢ [12] 0571 '’ ) [12] 0xBC '?
/ [13] 0xDF 7 / [13] 0xEQ '?
¢ [14] 05TE '~ / [14] 0xE1 '?
/4 [15] 0xE4 7 J [15] 0xE3 ?

FI ECB AR 0x20002592 ik (IR S5 44 H I EE 1 ATHISE SR —FF . X B & RAM IR 1 Hh
My bk 77 300 e ik A A (i ik . ECB AR BT A A0 H2 = 1 A ol I T R
k.
JIT LA STK=0XE802EA80 CF8DE45B 396B7C5E BCE9E1E3 7 RAM ik & I AE N Ny«

fr R (1 7719 — R b bk (7557 717): 8OEAO2ES

fe Lk (G 7719 — R Mo bk (75 57 777): SBE4SDCF

fer Lk (I 7219 ) — (I M kb (75 7 779): SE7C6B39

fer Lk (K 7219 — (K M kb (755 7 779): E3E1E9BC

> THHE SK &iEEH

SK=E(LTK,SKDs | | SKDm), iXH LTK=STK, STK L& 5t .
SKDs Al SKDm 41 T &

Master S1awve BLE Data 49 LL Control PDU: LL_EWC_REQ
<

o LL Control PDU: LL_ENC_REQ (Ox03)
LL Control Opcode: LL_ENC_RETD (Cm03)
Rand: QQOOOOO000000000
EDTIW: Q000
SKDm: bded3348ab280ba7
Ivim: 67C2105b

Q000 04 06 2a 01 c2 10 06 Oa 03 14 3f 4d 00 50 73 00 e
0010 00 94 Ba 9a af 03 17 03 00 O0 OO 00 OO 0D OO0 OO0 .....
o020 00 00 | ENEENEEEEIESEETER 7 c2 10 Sh 40 25 ..
o030 2d -

SKDm[8]={0x97,0x0b,0x28,0xab,0x48,0x93,0xe4,0xb4}
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IVm[4]={0x5b,0x10,0xc2,0x67}
51 awe Master BLE Data 39 LL Cantral PDU: LL_EWC_RSP
%

- LL Zaontral PDU: LL_ENC_RSP (0xO4)
LL Cantral Opcode: LL_ENC_RSP (Ow0d)
SkDs: Scdebbbez2&5083cd
Ivs: cdf9643a
CRZ: Ox910alh

0000 04 O 20 01 c5 10 06 Oa 01 19 4c 4e 00 98 00 00 .
0010 00 94 8a %a af Ob Od 04 r 1 be A6 50 33 C o
0020 cd 79 &4 3a 91 Qa Ch pde

SKDs[8]={0xcd,0x83,0x50,0x26,0xbe,0xbb,0xde,0x5c}
IVs[4]={0x3a,0x64,0x79,0xcd}

FIT LA SKD[16]=

{Oxcd,0x83,0x50,0%x26,0xbe,0xbb,0xde,0x5¢ ,0x97,0x0b,0x28,0xab,0x48,0x93,0xe4,0xb4}
A1 ECB ARHR A5 2 4T SC—F¢

SK HITHE SR AT

SK 020000134
/0] 06 7
1] 029 )’
¢ [2] 098 '7
3] 059 'Y
? [4] 0xB2 7
7 [5] 084 '7
’ 6] 0xB4 '7
) 7] (208 '7
/8] 097 '7
/9] 0:d7 4"
/ [10] OxFA 7
¢ [11] 0xF7 '7
/ [12] 0xAD '7
¢ [13] 0:d2 B’
J [14] 0xBD '7
¢ [15] (9B '7

ECB s 45t b BRI a4k m) & IV 1H:

R S&mE v 2
IVs[4]={0x3a,0x64,0x79,0xcd} 1 IVm[4]={0x5b,0x10,0xc2,0x67}
YH4 IV[8]={ 0x67,0xc2, 0x10 , Ox5b, Oxcd,0x79, 0x64, Ox3a }HXME 1145 A RAM 1 ECB ikt
W IR A R B —FE

HE: REH3 ECB BRI AR Kt NI, coMm BErh B dR A t, B
1 KEY SR KA R (R I N R 2 B B ECB FR22i), HAtm s 5ess, mbs&, #
gk i B AT R /DA, A R AR T K k.
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3.6.8.3. 8 2 KIEE M ----LTK 1 SK &

S RAM 1) —Le$ e (1% 2 3 53 138 PCA10000 Dongle & RAM T IR /S 5)):

Address: |[x20002592

Oxz0002592: DE0OCCAZE OF7Cl164 655427W7WF OEO3S9FS
Oxz0002542: ECZFAOCTY AZETI6FC 4VEGFTZIZ S5EBEVFFCE
QxZ00025B2: EF3FF156 63D1c6EAE BS529643 46BATSFC

S%
0x2000013C: |EF3FF156_68D16EAB B9S29648] 46BA7SFC
0Ox2000014C: [0000000OC 000O00000| [82D83F01 [AA7147BC

0x2000015C: 30CF14EE| E7DE2ZBCS E7DE2BS9 00000059

> K KA

LTK=d1(ER,DIV,0)=E(ER,0| | DIV)
DIV=EDIV A Y
=EDIV ~ dm(DHK,RAND)
=EDIV * E(DHK,RAND’)%2"°
=EDIV A E( d1(IR,3,0) , RAND’)%2"
=EDIV ~ E( E(IR,0] | 3), RAND’)%2"®
IR A2 JHAE FICR H (¥ [E 5E 1, RAND’>A RAND %78 F 128bits.

Address: |0x2000013c mu@?% VELEEN AR s

B2 MH145 3] EDIV Al RAND, 1R -

Master 5Slawve BLE Data 49 LL Control PDU: LL_ENC_REQ
<

o LL Control PDU: LL_ENC_REQ (Ox03)
LL Control Opcode: LL_ENC_REGQ {Ow03)
Rand: Ofez22949fff5ho6e
EDIV: S8e6
SkDm: 98bFffchd7est 23
Ivin: 3fdeszbc
CRC: Ox91/358

0000 04 06 2a 01 fd 15 O& 0a 33 18 33 03 00 90 73 OO0 I
0010 00 2b ad 9a af Of 17 03 b2 £9 49 18 a
0020 88 e6 38 b7 ff ch 47 e& TF 23 3T d2 82 bc 21 83 .....
Q030 58 x

RAND[8]={0x6e,0xb9,0xf5,0xff,0x49,0x29,0x62,0x0f}
EDIV[2]={0xe6,0x88}

SKDm[8]= {0x23,0xf7,0xe6,0x47,0xch,0xff,0xb7,0x98}
IVm[4]={0xbc,0x82,0xd8,0x3f}

T A R — SN R, MWHLRIES ENL, W
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51 awve Master SMP 41 Rowd Master Identification

Bluetooth Security Manager Protocal
Opcode: Master Identification [(Ow07)
Encrypted Diwversifier (EDIV): Oxe63d
Random Value: O0f622949fff5bage

20 04 0F 22 01 d3 10 06 Da 3d 17 4c 55 OO0 b3 OO0 OO e
10 00 94 Za %a af 06 OF Ob OO0 08 OO0 07 52 er WHEE
20 EENEENEEEEENENEE b3 ch Be

FZEL FICR AT LAZS 3] IR F1 ER, X HLyEE IR F1 ER A2 T RN =R . R .
- -ER

Addrezs: [0x10000020

O=10000080: 2927C47YE 241032BE CDo472 Al 24C385DG
Ox10000090: 2CC5907E &<CESD430 1D3C157Y0 DSe-4D44

ER[0]= *{uint32 t+)0x10000050;
ER[1]= *{uint32 t*)0x10000054;

ER[Z]= *{uint32 t+*)0x10000055; ER_key 020000004
ER[3]= *{uint32Z_t+*)0x1000008c; 7 [0] g
/] 0xC3 7
ER_key[0]={uintd t ) (ER[3]1»>24): ¢ [2] 085 '7
ER_key[1l]={uintd_t ) (ER[3]>>16]); 4 [3] 0xDE '7
ER_key[Z]={uintd t ) (ER[3]>>8]; ) 1] 0xCD 7
ER key[3]={uintd t ) (ER[3]>>0); > I5) 06d
ER key[4]=(uints t ) (ER[2]>>24] ;
ER key[5]=(uintd t ) (ER[2]>>16); L el
ER key[6]=(uintd t ) (ER[2]>>E]; s Ul OxAA 2
ER_key[7]={uints t ) (ER[2]>>0); /8] 0x2A
ER_key[S5]={uints t ) (ER[1]>»24); ¢ [9] 016 1
ER key[2]={uintd t ) (ER[1]>>16): 7 [10] 082 '7?
ER key[10]=(uintf_t )} (ER[1]>>8)5 4 04BE 7
ER_key[11]=(uint8_ t ) (ER[1]>>0): . 029 )
ER key[1Z]={(uintd t | (ER[0]>>24) ;
ER_key[13]={uintd t ) (ER[O]»>16); 7 [13] 07 ™
ER key[14]={uint& t ) (ER[0]>>5); ¢ [14] OxC4 2
ER_key[15]={uints t j (ER[O]>>0);: @ [15] 0x7B '
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IR[0]= *{uint32 t#)0x10000090;
IR[1]= *{uint32 t#)0x10000094; IR key 0:200000B4
IR[2]= *{uint32 t#)0x10000095; o o] D5 7
IR[3]= *{uint32 t+*)0x100000%9c; '
- /1] 062 'b'
IR key[0]={uintd t ) (IR[3]>»24); ¢ [2] 0:dD "M
IR key[1]={uint8 t ) (IR[3]>>16); /3] Oedd D
IR key[2]=(uint8 t ) (IR[3]>>5); ¢ [4] oD "
IR key[3]={uintd_t ) (IR[3]>>0); s 5] 03C <
IR key[4]={uintd t } (IR[2]>>24); —
IR key[5]={uints t ) (IR[2]>>16): ¢ [6] 045
IR key[6]=(uintd t ) (IR[2]>>8); ¢ [7] 0x70 'p’
IR key[7]=({uintd t ) (IR[2]>>0); 7 [8] maC ')
IR key[8]={uintS t ) (IR[1]=>Z4): ¢ [9] xFg '?
IR_}CE?[Q] = iuintEI_t :I I:IR[ 1] .3'}15] H ¥l [10] 0«04 '7?
IR key[10]={uintd& t j (IR[1]=>8): -
IR key[11]=(uintd t | (IR[1]>>0]; 7 [ (300
IR key[12]=(uints t |} (IR[0]>>24) ; v 112] he2C .’
IR _key[13]=(uintd t j (IR[O]>>16); ¢ [13] OxC5 7
IR key[14]=(uints t | (IR[0]»>8); ¢ [14] 0:90 7
IR key[l3]={uintd t ) (IR[O]>=0;j: ¢ [15] 0x7B "

ER[16]={ Ox24, Oxc3 , 0x85,0xd8, Oxcd, 0x64, 0x72, Oxaa, Ox2a, 0x16, 0x82, Oxbb, 0x29, 0x27,
Oxc4,0x7b }

IR[16]= {Oxd5, 0x62, 0x4d, 0x44, 0x1d, Ox3c, 0x15, 0x70, Ox2c, Oxe9, 0xd4, 0x30, Ox2c ,0xc5, 0x90,
0x7b }

T LTS DHK= E(IR,0] |3),Y A1 DIV Jy: HH Y HURAK 2 £75:

DHK 0:200000E4 v 0x20000104 DIV 020000114
¢ [0] OxAD 7 ¢ [0] 0x00 * 7 [0] 000
4 [1] 0x23 '#' ¢ [1] 000 ' 4 [1] 0:00°
’ [2] ) ¢ [2] 0:00 4 [2] 000
¢ [3] 0B Q' / [3] 0:00 ' ¢ [3] 000 *
7 4] 021 /4] 000 ! 4 [4] 000 '
¢ [5] Ol '? ¢ [5] 0x00 * ¢ [5] 000
4 (6] 0BC 7 / [6] 000 * 4 [6] 000 '
¢ [7] o2 1 ¢ 7] 0x00 * ¢ [7] 000
4 [8] 0:29 1)’ /8] 0:00 ' 4 [8] 000 '
/ [9] 0xC4 7 ¢ [9] 000 ' 4 [9] 000
¢ [10] 086 '7 ¢ [10] 000 ! ¢ [10] 000
/s [11] 0l C " /1] 000 * / [11] 000 *
¢ [12] 0dd | ¢ [12] 0:00 ' ¢ [12] 0:00
¢ [13] 0xiC5 7 / [13] 000 ! ¢ [13] 000 *
¢ [14] 0294 '7 / [14] 0xEF 7 ¢ [14] 09
¢ [15] OxAS 7 / [15] (I ¢ [15] 0x89 '7

115 LTK=d1(ER,DIV,0)=E(ER,0| | DIV)
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LTK 020000124
¢ [0] 0x2B '+

v [1] OxCA "7

’ [2] 00
E 0xD2'?

v’ [4] Oxod d'

¢ [5] 0l o

¢ [G] Dy

v’ [7] 0x0F "%

¢ [3] OxdF "

v [9] D27 ™

¢ [10] OnBd 7

¢ [11] 068 'h'

¢ [12] OwF3 7

¢ [13] 0xB9 7

¢ [14] 003 'L

¢ [15] Ox0E "'/

=1 ave Master sSMP 47 Rcwd Encryption Information

Bluetooth Zecurity Manager Protocol
Opcode: Encryption Information {Ox06)
Long Term Key: 0el389f36884277f0fFclligdd20ccazb

00 04 0 28 01 cf 10 06 Oa 3d Od 43 53 00 b& 00 00  ..(.....
10 00 94 8a 9a af 06 15 11 00 06 00 06 ‘CODENEEREE  ........
Qs 54 27 T OF 7C 11 64 d2 OC ca 2hCERCTRT

BB 2 RN — UK ML S35 48 S WL KSR —
> T sK &5 a4

SK=E(LTK,SKDs | | SKDm)

T E248%5] T skom.

SKDm([8]= {0x23,0xf7,0xe6,0x47,0xcb,0xff,0xb7,0x98}
SKDs 411~ &

S1awve Master BLE Data 39 LL Cantral PDU: LL_ENWC_RSP

- LL Control PDU: LL_ENC_RSP (OwxD4)
LL Control Opcode: LL_ENC_RSP (Dx04)
SkDs: a2efdafcec2falcr
Ivs: 4771aaeh
CRC: O=261552

20 04 06 20 01 00 16 C6 Oa 31 1e 4c 04 00 93 00 OO0 e e
10 00 2b a4 9%9a af OF Od 04  EFENEEELDE: .
20 47 71 aa eb 26 15 58

SKDs[8]= {Oxc7,0xa0,0x2f,0xec,0xfc,0x36,0xe7,0xa2}
IVs[4]={Oxeb,0xaa,0x71,0x47}
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FIr LA SKD[16]=

{Oxc7,0xa0,0x2f,0xec,0xfc,0x36,0xe7,0xa2,0x23,0xf7,0xe6,0x47,0xcb,0xff,0xb7,0x98}
TFHEARRNN SK 2 UEREAMN T, Hah RAMSLhR 4 R —F.

SK

’
v’
’
v’
’
v
v’
v
v’
v’
v’
’
v’
’
v’
v’

(0]
(1]
(2]
(3]
(4]
E)
(6]
[7]
8]
9]
(10]
(11]
(12]
(13]
(14]
(15]

(20000134
(5B W
OxFL "7
h3F ¥
OxEF '7
OxAB "7
0BE 'n'
D17
(38 'h'
Oed& 'H'
e 7
52 'R
0xB2 7
OFC 7
075 'u’
0xBA "7
(d 'F'

ECB Ha 451 M aa AL ) & v {5

EEE&/EW 535N

IVm([4]={0xbc,0x82,0xd8,0x3f} ! IVs[4]={Oxeb,0xaa,0x71,0x47}
ZH4& IV[8]={ Oxeb,0xaa,0x71,0x47, Oxbc,0x82,0xd8,0x3f }
XAME 25 50 RAM 1 ECB 8 iR R 4G A 2 — .
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